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Introduction

Before libraries can act ethically with regard to social networking sites, they must first have a
nuanced understanding of the potential consequences of these sites. Social networking sites such as
MySpace and Facebook are ultimately motivated by profit, a goal that can undermine user privacy, and
that actively relies on the sharing of personal information. In contrast, most libraries in the US have an
ethical commitment to patron privacy. Yet libraries are also committed to outreach and social networking
sites provide a forum where libraries can create an online presence and spread awareness about their
services. These diverse motivations provide a recipe for conflict that is too often ignored. Libraries may be
able to appropriate the outreach opportunities of social networking sites while simultaneously maintaining
ethical standards; however, responsible appropriation of technology requires that librarians reevaluate
their commitment to privacy in the context of social networking sites that have a different conceptual
understanding of privacy.

Such an evaluation falls beyond the scope of a single paper and ultimately must be assessed on
an individual level, according to each librarian's unique circumstances which can vary depending on the
type of library and its cultural context. This paper outlines a model for thinking about these two seemingly
contradictory perspectives on privacy, in the context of librarians working in the US in public or academic
libraries. Despite legitimate concerns about privacy, social networking sites are not entirely incompatible
with the mission of most libraries. Yet neither are they neutral spaces where libraries can develop an
online presence without regard for the consequences. This paper calls attention to the potential ethical
conflicts between library and social networking sites, and provides a foundation for further debate on the
subject.

The benefits of maintaining a presence on these websites is clear, because they allow libraries to
reach out to patrons in the world of Web 2.0, a virtual world that many patrons already inhabit with ease.
Unfortunately, both of the major social networking websites in the United States today, Facebook and
MySpace, are motivated by profit. This can be a problem, because their profits are dependent on the free
flow of personal information about their customers. In this context, a deep understanding of libraries'
ethical stance is particularly important because social networking websites represent a moving target.
Social networking sites can, and do, rapidly change their specific features and privacy policies. Librarians
cannot exert direct control over the social networking sites they interact with, but they can prepare
themselves for potential conflicts with a firm understanding of their own ethical priorities. Combined with
up-to-date knowledge about the motivations and practical consequences of social networking sites, this
will ensure that libraries are prepared to deal with the consequences of using these sites.

“Online Social Networking Sites and Privacy: Revisiting Ethical Considerations for a New Generation of Technology.” Peter
Fernandez. Library Philosophy and Practice 2009 (March)


file:\\libstaff1a\mbolin2\My%20Documents\LPP%20Redisign\newdocfiles\lpp2008.htm
mailto:pfernand@utk.edu
http://www.utk.edu/

Libraries represent a trusted resource, and they should avoid lending their credibility to
institutions that fail to uphold similar ethical values. This should not serve as an excuse for libraries to
ignore this technology. For many libraries, the potential outreach benefits will outweigh the concerns
outlined in this article. Nevertheless, it remains vital to understand the nature of this space in order to
make the best decisions for a particular library.

Libraries' Role in Social Networking Sites

Time is rapidly running out for librarians to confront the privacy issues inherent to Web 2.0
websites. A recent Pew study found that more than 50 percent of teenagers in the US maintain a
presence, typically called a “profile,” on at least one social networking website (Lenhart & Madden, 2007).
According to a senior analyst for Forrester Research one in four Americans has a MySpace profile
(Owyang, 2008). Facebook estimates that it has over 100 million users and is the fourth most trafficked
website in the world (Facebook Statistics, 2008). These sites allow users to create profiles that maintain a
record of personal information submitted by the user. This profile can contain things like the user's
favorite music, birthday, contact information, and favorite hangouts. This information is shared with other
users to facilitate networking and to generate traffic for the site. Traffic represents people using the site,
which is the key to making them attractive to their ultimate customer, advertisers. Whatever the values of
the individuals running the site, this creates pressure to encourage users to share private information as
freely as possible. This allows them to attract additional users, as well as to provide data for targeted
advertisements.

These sites not only have the incentive to view privacy as a more nebulous concept than
librarians might prefer, they also have the means to encourage their viewpoint. Because these sites are
controlled by third parties, they represent a space whose owners create the parameters for what is
possible. Even on MySpace, where users can use html to customize most profile features, including
adding new graphics and videos, there are limits to how much control they can truly exert. For instance,
users will find it almost impossible to effectively hide their age or gender. On Facebook, a users choices
are even more limited, and new “applications” are required in order to add features to a profile (Lenhart &
Madden, 2007, p. 12).

In a sense, libraries are also beneficiaries of the popularity of these sites, or at least they aspire to
be. While most libraries do not have the budget for advertisements, many are beginning to recognize the
power of these websites and working to integrate social networking sites into their outreach efforts by
creating profiles that allow them to interact with their patrons in this new space (See for example: Abram,
2008; Breeding, 2007; Chase, 2008; Farkas, 2007; Ishizuka, 2007; Mathews, 2007; Young, 2008). Some
are even going further than creating simple profiles, and integrating services such as catalog searching
directly into their social networking sites (Farkas, 2007). At the same time, if libraries do not
simultaneously engage in a discussion about the consequences of these actions, they will not have time
to examine the implications of their actions.

There is a relative dearth of academic literature on the specific privacy problems created by these
websites (Chu & Meulemans, 2008). Given their rapid proliferation, it is unsurprising. Any detailed
criticism of particular features would be out of date soon after its publication. As a result, information
about social networking sites must be gleaned from more timely sources, such as newspapers and blogs.
Even a casual perusal of this literature reveals that the social networking sites represented by MySpace
and Facebook are not neutral spaces where anyone, including libraries, can simply add a webpage
without consequence (See for example: Carter, Foulger, & Ewbank, 2008; Palmateer, 2007; Sanchez,
2008).

Nonetheless, a recent study suggests that only 19 percent of librarians surveyed expressed
concern over privacy issues related to Facebook (Charingo & Barnett-Ellis, 2007). This is a problem,
since a recent Pew study claims that 85 percent of adults “say it is ‘very important' to control who has
access to their personal information” (Madden, Fox, Smith, & Vitak, 2007, p. 2). While some argue that
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teenagers appear to have an entirely different understanding of privacy, even the most generous
estimates indicate that a significant minority of them still hold to a relatively traditional understanding of
the value of privacy (Lenhart & Madden, 2007).

Despite the potential privacy concerns, libraries cannot afford to ignore this technology. Given
their importance in the lives of our patrons, even librarians who choose not to participate in social
networking sites should be aware of their basic features. Libraries that do not use Web 2.0 applications
their patrons use risk creating unnecessary barriers that may cause their patrons to seek information from
sources that do (Chad & Miller, 2005).

Libraries' Commitment to Privacy

The value of privacy and confidentiality is a foundation of librarianship that it is easy to take for
granted. This has spawned best practices designed to help librarians maintain patron confidentiality.
Works on these best practices often pre-suppose the existence of libraries' commitment to privacy and
confidentiality.

Given the emergence of social networking sites, it is worthwhile to highlight the importance of
privacy in librarianship. The American Library Association (ALA), has repeatedly emphasized the
importance of privacy and confidentiality, by issuing statements such as the ALA Code of Ethics, which
affirms these as general values for all librarians (American Library Association, 2008).

The notion of privacy specified in the Code of Ethics is narrow in scope. Slightly broader is the
statement adopted by the ALA Privacy Council: An Interpretation of the Library Bill of Rights. In it, ALA
affirmed that: “Protecting user privacy and confidentiality has long been an integral part of the mission of
libraries. The ALA has affirmed a right to privacy since 1939” (ALA, 2006). Here, privacy, like democracy,
is understood as integral to quality librarianship.

These documents make it clear that librarians as a profession consider privacy one of the core
values of librarianship, but they fail to address how far-reaching librarians' concern for privacy should be.
In part, this is because of the historical circumstances that shaped these documents. They are largely a
product of a time when the most immediate threat to patron privacy was the possibility of outside
agencies attempting to access the information libraries stored about their patrons. In part, this paper is an
attempt to help librarians clarify the ethical grey area created by new technologies. For now at least, the
guestion of how expansive the concern for privacy should be remains something to be determined by
individual libraries and librarians. Their decisions in this area will affect how libraries interpret new
information about the technology that they use to interface with their patrons. There is support by
organizations like the ALA for an understanding of privacy that goes beyond the immediate concern of
ensuring that patrons can access library resources without fear. The ALA Office for Intellectual Freedom
is heading a new initiative, “Privacy for All: Rallying Americans to Defend Our Freedoms,” which is
designed to give librarians tools so that they can lead their communities in conversations about the
importance of privacy (Caldwell-Stone, 2008). In doing so, ALA is recognizing that protecting patrons'
privacy requires a broad conversation about a variety of issues including the very nature of privacy in an
electronic age (Jokelley, 2008).

What Librarians Need to Know

What do librarians concerned about confidentiality need to know about this new world of social
networking sites? While statistics rarely tell the whole story, they do reveal some interesting facts about
these sites. Facebook's own data reveals that this is a world in which 25 percent of users cannot find the
security settings provided by the website, leaving them at the mercy of the default settings (Vander Veer,
2008). Only 66 percent of teenage users report using the their privacy settings to limit access to their
profile in any way (Lenhart & Madden, 2007). Meanwhile, despite a growing awareness of the importance
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of their “digital footprint,” the trail of personal information left behind by internet activity, only 3 percent of
internet users monitor their online presence with any regularity (Madden, et al., 2007).

Studies of user behavior suggest that a significant minority are misinformed about how private
their information truly is. Information that many users think is private can often be easily accessed by
other users (Acquisti & Gross, 2006). To further complicate matters, there is a limit to how much control is
helpful to consumers (Flatow, 2008). In fact, too many privacy options may lead to users making poorer
choices about their privacy by confusing them (Flatow, 2008). For example, letting users define that only
their self-designated “friends” can see blog posts can be helpful for ensuring privacy, but giving users
multiple definitions of friends (ex: work friends, Tennessee friends, college friends) who all access the
same profile, can actually lead to users to make more information about themselves available than if they
were offered fewer, but easier-to-understand, choices (Flatow, 2008).

These factors combine to produce the “lllusion of Privacy” (Woodward, 2007, p. 61). The
technology and culture of these sites are designed to encourage the disclosure of normally private
information in a way that works against the spirit of informed consent. For example, the recent “Beacon”
controversy caused many Facebook users to become outraged because Facebook began to broadcast
users' recent purchases to their friends. This was perfectly legal because users had given Facebook
permission to do this. But it was nonetheless incompatible with the implicit agreement users thought they
had made (Story, 2007). Although Facebook reacted quickly and turned off the Beacon feature, it
continues to look for ways to harness similar technology, without the public relations fallout (Lyons, 2008).

Evidence suggests that in many cases this is not simply the result of a casual disregard for
privacy, but is the very nature of these websites. Social networking websites are predicated on the
concept of social interaction, and many of their features exist solely to make their users' information more
widely available. Unlike the “Beacon” feature described above, the newsfeed feature, although once
controversial, is now largely accepted by users. It creates a “newsfeed” on each profile. This creates a
constantly updated “feed” that broadcasts any activity within Facebook, such as adding a picture, or
updated information about an upcoming party, and places that information on the main page of anyone
designated as a “friend”. As of October 2008, this newsfeed is the first thing users see when logging into
their account.

The economics of the situation dictate that the more information they can share without provoking
user dissatisfaction, the better the companies do (Lyons, 2008). After all, it is the unprecedented ability to
share personal information that attracts many users in the first place. The implicit threat is that users are
lulled into a false sense of security by the websites who seek to profit from their information. Both
MySpace and Facebook are based on an advertising model. In order to sell advertisements, the sites
need users who are attracted by their content, and the primary content of these sites is the information
that its users put into it. Despite having immense potential value, MySpace has a three-year, 900 million
dollar contract with Google, and Facebook's stock has been valued at 15 billion dollars by Microsoft,
although neither of these sites has yet managed to consistently turn a profit (Saporito, 2007; Stelter,
2008).

The lack of a profit only increases the pressure on social networking sites to find ways to
monetize their users' information. Crucially, financial success is tied to their ability to bring in advertisers,
who want people to advertise to, and ideally people who can be individually targeted by their interests.
Similarly, what attracts new people to the site, and keeps the old people coming back, is the user-
generated content. This usually takes the form of personal information (Chudnov, 2007). It is this personal
information that enables the social networking sites to generate new viewers, and cause repeat viewings
by old users, as well as to use that personal information to sell targeted advisements (Stelter, 2008).

Moreover, once their information has been entered into the website, the user loses direct control
over it. It is notoriously difficult to have information permanently expunged from the servers of the
websites, and impossible to be certain that nobody else will copy or distribute the information themselves
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(Aspan, 2008). This latter point is particularly important, as websites such as the Internet Archive have
proven that information released on the Internet can be stored and manipulated in ways the original users
may not have intended (Kahle, 1997). Over time both MySpace and Facebook have worked to make it
easier to remove personal information, but they have generally only done so after protests and problems
(Cellan-Jones, 2008).

How this Concerns Libraries

All of these facts make for fascinating reading and exciting headlines to sell newspapers, but how
do they affect libraries? After all, the library relationship is primarily a contract between the library and the
user. Currently the confidentiality of library users remains completely intact, but the issue of privacy is less
clear. If library patrons are increasingly unconcerned about sharing their information (Acquisti & Gross,
2006), as well as increasingly sophisticated in how they manage it (D. L, 2007; Lenhart & Madden, 2007;
Madden, et al., 2007), then why should librarians worry about it?

Two facts stand out. One is the realization that social networking sites are not truly neutral
spaces. They are controlled spaces whose owners have a vested interest in promoting certain activities
over others. Often the interests of the user and the site correspond, but not always. Librarians must also
understand that these sites are an inherently moving target. As with most things on the Internet, social
networking sites are not static and can change rapidly. While it does not currently appear to be a problem,
future updates to the sites could potentially track how people use library profiles; collect information about
how their users access the library catalogue, or perhaps most worryingly, do something else entirely that
librarians cannot anticipate.

An article on Wired.com brings this point home. This relatively brief article from June 2007 details
how user's privacy is compromised by Facebook's search engine. On the day it was published, it had
numerous updates and revisions as facts changed. The types of privacy concerns changed and mutated
as the day went on. A similar article by the same author appeared on the ABC news website the next day,
without any indication of the rapid changes in the situation. Viewing these articles side by side illustrates
how deceptive a stable print article can be in this context, and how even recent newspaper articles can be
out of day just days later (Singel, 2007a, 2007b).

More recently, both MySpace and Facebook have added features to make it easier for users to
share their data on other websites, pushing their profile out into the rest of the Internet (Greenwood,
2008). In order for users to maintain control of their information, they must remain constantly informed
about changes. Libraries with profiles on these pages will need to remain vigilant as these websites
morph and take new shape. A social networking site that poses no confidentiality concerns one day can
change its policies almost instantaneously within the limits of the law. These realities do not mean that
libraries have an obligation to avoid social networking sites. But they are relevant when considering
exactly how a library should implement and interact with these sites.

Conclusion

Facebook and MySpace are corporations beholden to their stockholders. Just as many libraries
have entered into partnerships with corporations like Starbucks and Amazon that have been beneficial to
both parties, fruitful relationships are possible within the context of social networking sites. These
websites create spaces designed to encourage their users, in both subtle and not-so-subtle ways, to feed
information into the system, often without regard for the best interest of the user (Jones & Soltren, 2005).
If librarians do not grapple with these underlying issues beforehand, they will be forced to react to each
new change as a unigue crisis.

Once a user's information has been placed into the system, there is no way to retain full control
over how it is used, regardless of the number of safety features the sites eventually add (Vander Veer,
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2008; Woodward, 2007). Crucial to the very nature of Web 2.0 is the ability of others to manipulate the
information on the sites. In this case it means that other users can feed information into the system about
another user, and that information can be tied to the original user's account. For example, someone else
can take an embarrassing picture of John Doe at a party, and upload that picture to their profile. That
second user or one of their friends can “tag” John Doe's name to the picture, which will tie the picture not
only to the original host's profile, but to John Does profile as well. As a result, users who are “friends” with
John will see that picture on their main page as part of the “newsfeed” feature built into Facebook.

Depending on his security settings, strangers may be able to access this picture as well. All of
this can occur without John's active consent if he, like many users, does not carefully control his privacy
settings or constantly monitor his profile. Either constant vigilance or closed privacy settings would be
required to restrict this kind of behavior, both of which would risk limiting the “fun” of the site. To stop this
process, John would have to notice the picture, and contact Facebook to have the “tag” removed
(Facebook Help, 2008). Getting the picture actually removed from the website is even more difficult
(Lynch, 2008). Alternatively, he could hide his profile from all but his most trusted friends, effectively
eliminating many of the social aspects of the social networking website.

While this particular example may change, the fundamental nature of social networking sites is
unlikely to change. They are not simply neutral spaces for libraries to place outreach materials in, but
websites controlled by companies who seek to maximize the amount of personal information contained in
them (Jones & Soltren, 2005). If librarians are seriously concerned for the privacy of their users, it is
imperative that we understand how social networking sites potentially threaten their privacy, not because
any direct conflict currently exists, but because the spirit underlying each organization is so different that it
can easily affect how libraries implement their service in this space. Libraries have a recent history of
establishing fruitful partnerships with profit oriented businesses such as Starbucks, but ideally only after
careful investigation into the details of how that relationship will work and after examining potential
conflicts. Because the service provided by social networking sites is free, it does not make this
investigation process any less important.

By creating a profile on these sites, libraries also risk further legitimizing them, and encouraging
users to be passive regarding their own privacy. If libraries take a comprehensive view of privacy as a
core value, encouraging their users to use products that do not have the same regard for privacy should
give librarians pause. Furthermore, it raises the issue of the role that libraries should play in actively
promoting awareness about the privacy issues inherent to these systems.

For many librarians the immense outreach potential of online social networking sites will
ultimately outweigh the privacy concerns. Ignoring their dominance in the minds of our patrons is neither
wise nor practical. Since the primary relationship exists between the librarian and the patron, the problem
is not insurmountable as long as these sites do not interfere with the library's ability to maintain patron
confidentially. Few would argue that librarians should avoid maintaining prison libraries for instance, even
though these spaces are heavily controlled and monitored. We cannot hide from these technologies, but
neither should we automatically assume that such technologies are inherently beneficial or without
consequence. It is vital that librarians stay informed about how these services affect the privacy of their
patrons even as they move forward with innovative outreach programs. Patrons currently exist in the
world of social networking sites, whether they are informed or not. By staying constantly alert we can
make wise choices that both serve our patrons and maintain our ethical standards.
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