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Abstract
Counterfeiting has been a menacing problem to global economies; however, it has been more
devastating to developing and under-developed countries as a result of its impacts on various
aspects of the economic development and health conditions of those countries. The
consequences are abundantly documented, evidential and troubling. In addition to the fact
that counterfeiting results in distribution of fake, cheap, and substandard products, it has
very dissuasive effects on the entrepreneurial fabrics of a society. As various governments
and agencies attempt to combat the menace and mitigate the consequences, the perpetuators
are becoming even more sophisticated and resolute – encouraged and motivated by the
current technological terrains. Most current methods and techniques utilized in combating
product counterfeiting usually tend to concentrate on the “detect, catch and prosecute”
approach by those governments and agencies. Besides the resource extensiveness of this
approach, which is mostly unattainable, the “detect or catch” part may happen, but the
“prosecute” part has always been greatly marred by the corruptive environments that are
usually endemic in those societies. When technology-based approaches are used in the war
against counterfeiting to empower the consumers, either it’s non-ubiquitous, easily
compromised by counterfeiters, difficult to use or not cost-effective to the consumers. As a
result, what is needed is a technology and consumer-centric, ubiquitous, secure, easy-to-use,
and cost-effective system to greatly alleviate this nuisance.

Keywords: counterfeiting, economic development, developing economies, piracy, ubiquitous,
entrepreneurship
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1.0 Introduction
Fraudulent business activities contribute immensely to the retrogressive stagnation and
deterioration of the economies of developing and under-developed countries. One such
activity is the prevalence of product counterfeiting or piracy in these countries as reported in
OECD (2008), WIPO (2010), and GAO (2010). On one hand, product counterfeiting usually
results in production and distribution of fake products that are cheaper and sub-standard; and
in some cases very dangerous. On the other hand, as an economic engine, it deters and
dissuades potential innovators and entrepreneurs from engaging in new product ideas for fear
of being sabotaged and/or derailed by counterfeiters. In most of these countries, the
governments have not been able to effectively develop, promulgate, and enforce laws to
combat or mitigate this economic menace. In Earwood (2014) and Mertha (2011), it’s
reported that even in those cases where the governments have been able to promulgate laws;
they have not been able to effectively enforce them either by design or as a result of their
inability to provide the necessary resources. Besides being emboldened by the availability of
sophisticated replication techniques and technology, one of the dominant reasons for the
counterfeiters is the belief that an end-user may not be able to make a visual distinction
between a counterfeit and original. The other reason is the belief that there is always a market
for those who want the original product but cannot afford it, so those people are willing to
buy a counterfeit or fake that they can masquerade as an original without their friends
noticing the difference.
In Candice (2009) analysis of the factors and impacts of counterfeit sales over the Internet, it
concluded that the problem of counterfeiting has been exacerbated with the arrival of the
Internet. The scope and reach of the Internet has inconceivably expanded the population,
demographics, and geographical coverage for counterfeiters to easily and surreptitiously
market and sell their products. The nature of the Internet makes it hard for even conscious
consumers to be aware of the product source and /or location – especially, in the case when a
counterfeiter wants to remain cryptic. Only few technology savvy consumers can perform the
necessary online investigation to verify the originality and location of the products.
The advent and pervasiveness of mobile technology provides a platform for an effective and
cost-efficient approach to addressing this menace. In this paper, we present a Mobile
Application platform that empowers both the product owner and consumer to secure and
verify the authenticity and originality of a product. The product owner is able to securely
label the product which a consumer can verify. As a result, a consumer, equipped with a
smartphone, can easily, reliably, and cost-efficiently verify whether a product is original or
counterfeit.

1.1 Background
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In 2008, the Organization for Economic Co-operation and Development (OECD), as part of
their effort in addressing the economic, social and environmental challenges of globalization,
produced a report covering counterfeiting and piracy that result in the production of tangible
goods and found that the effects of counterfeiting are broad and profound spanning such areas
as (i) general socio-economic effects (on innovation and growth, criminal activities,
environment, employment, foreign direct investment, and trade), (ii) effects on rights’ holders
(on sales volume and prices, brand value and firm reputation, royalties, firm-level investment,
costs and the scope of operations), (iii) effects on consumers (health and safety risks and
consumer utility) and (iv) effects on government (tax revenues, expenditures and corruption).
They concluded that “these illicit activities steal market share from legitimate businesses and
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undermine innovation, with negative implications for economic growth. Bribery associated
with counterfeiting and piracy weakens the effectiveness of public institutions at the expense
of society at large.” In related analyses, Quinn (2010) and Gasiorowski (2014) found that
counterfeiting and piracy have cost the global economies tremendously including the United
States business for an estimated USD 200B - USD 250B annually and USD 9 billion in trade
losses due to international copyright piracy; loss of more than 750,000 US jobs; and since
1982, the global trade in illegitimate goods has increased from USD 5.5 billion to
approximately USD 600 billion annually. It's also estimated that by 2015, the International
Chamber of Commerce (ICC) expects the value of counterfeit goods globally to exceed USD
1.7T.
In March 31st, 2011, Associated Press (AP) reported that China arrested about 3,001
individuals who allegedly were involved in “product piracy and seized fake or counterfeit
medicines, liquor, mobile phones and other goods.” The report further states that “Trade
groups say illegal Chinese copying of music, designer clothing and other goods costs
legitimate producers billions of dollars a year in lost potential sales” and also recognizes that
"Intellectual property protection is essential for building an innovation-oriented country and
achieving a shift from ‘China manufactured’ to ‘China innovated’.” In several articles by
Turnage (2013), Dobson (2010), SEGMAG (2010), and EOPUS (2013) that analyzed the
relationship between enforcement and rate of piracy, they concluded that China, due to its
ineffective and lackadaisical attention to intellectual property protection, is the leading source
of product counterfeiting in the entire world. Based on the data analysis by Palmer and Maler
(2011), it’s estimated that piracy cost the United States about $48B in 2009. In another
related report by Planer (2009), it’s stated that “More than one in four consumers buy fake
products, at least occasionally, and more than 60% of buyers do so deliberately.” According
to the report, most of the people involved in purchasing fake products do so due to financial
constraints; and that it has become socially acceptable. The range of products varies greatly
from luxury items to car parts and household items. In the case of fake medicines, “they are
ineffective in a best-case scenario, but will inflict bodily injuries or death in a less favorable
outcome”. Product piracy is not limited to hardware items, computer software are also
pirated. According to CBS News (2010), “some 79 percent of software used in China last
year was illegally copied.” In the 2011 report “Media Piracy in Emerging Economies” by Joe
Karaganis et al (2011), they concluded, based on research on Brazil, India, Russia, South
Africa, Mexico and Bolivia, that “most people in those countries bought counterfeited
products because the originals were very expensive.” However, others argue that those
countries are culturally ignorant of copyrights and intellectual property, which can be
mitigated by education and effective enforcement. The report further states that “Changing
the law is easy. Changing the practice is hard” by implying that “lobbies have been very
successful at changing laws to criminalize these practices, but largely unsuccessful at getting
governments to apply them”.

1.2 Current Solutions
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Many forms and techniques have been employed over the years in attempting to combat
product counterfeiting. Until recently, most of these efforts have not involved the use of
technology, rather countries and governments have tried to pass and enforce laws to punish
those caught in the act; and also utilized public education on the possible consequences of
buying counterfeited or fake products; and advising product owners on product trademarks.
In developed economies where systemic economic and legal structures exist, these techniques
have proven more successful. As reported by ITA (2009), these approaches include things
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like registering product trademarks in jurisdictions where the product is sold and/or where the
product is manufactured; recording the trademarks with customs offices; maintaining
monitoring services; creating anti-counterfeiting positions within the company; and
monitoring online websites closely, etc. Where and when counterfeiting has occurred, victims
are advised to consult with counsel regarding strategies to confront the issue.
According to Pogorelc (2013), Östman (2013), and Lancaster (2011), other solutions that
utilize technologies come in forms such as the use of mobile technology or Radio Frequency
Identification (RFID) tags or Holograms; while Lampert (2006), Romero (2009), Lee & Hyo
(2013), and Herley (2004) reported of many detection or deterrence techniques and proposals.
In the case of mobile solutions, serial numbers are printed on drug packages which a
consumer can text (via SMS – Simple Messaging System) to a designated telephone number
to receive a response confirming or denying the authenticity of the drug. When RFID tags are
used, they are also printed on drug packages and are verified by using RFID readers. The
RFID tag can contain drug information such as ingredients and serial number; and can further
be expanded with its delivery historical information. Since hologram was first used in 1989
as a tamper-evident mechanism, many major drug manufacturers use holograms on at least
some of their medicines in selected markets, using them in the form of labels, seals, hotstamped patches, and blister foils, designed to be easily recognized yet difficult to copy
accurately.

1.3 Weaknesses of Current solutions
Based on the global data about the use of various devices, CISCO (2013) reported that mobile
devices are the fastest growing personal property in the world (CISCO 2013), In spite of that,
current counterfeiting solutions as reported by Herley (2004), CBS (2010), Pogorelc (2013),
and Lancaster (2011) do not employ the pervasiveness and ubiquitousness of mobile
technology. Additionally, in their analyses of intellectual property enforcement and rule of
law, Earwood (2014) and Mertha (2011) found that governments and agencies have proven
very ineffective in enforcing existing counterfeiting laws. It’s obvious that attempts by
governments to curtail counterfeiting by passing laws and punishing those caught have failed
woefully. Given the enormous personnel manpower required to cover most businesses in any
country in order to identify counterfeit products and prosecute the offenders, many of these
approaches have become practically ineffective due to the fact that most of those countries
are unable to meet this requirement. Also, as reported by Busari (2013), many legal system
failures in prosecuting counterfeiters stem from "frequent changes in justices presiding over
cases before their conclusion, the high cost of prosecution, the non-availability of its
permanent police team crucial to prosecution, inadequate facts, light sentences, etc.".
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In the case of mobile solution using SMS, it’s not ubiquitous since it depends on the
availability of the SMS service on the mobile device. Also, given that the verification source
is publicly displayed, it can easily be compromised by counterfeiters publicizing their own
verification source and diverting verification requests to that source. Furthermore, it reduces
ease of use and creates added burden, and possibility of errors, by requiring the consumer to
enter the verification code into their smartphones. In those cases where visual images from
the verification may be necessary, using SMS-based systems are inefficient due to latency
issues related to bandwidth and the protocol in the transmission of the images.
For RFID-based solutions, it’s not possible for most consumers to actively participate in the
verification process since RFID readers are not generally embedded in most smartphones. As
reported by Egan (2013), some Android-based smartphones and Tablets support the Near
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Field Communication (NFC) capability which enables the device to receive and read RFID
signals and data from RFID tags within distance. In general, RFID-based solutions are costineffective because of the significant cost involved that ultimately increases the cost of the
product. They are generally used for more expensive products. However, in the event that
RFIDs become very cost-effective and most smartphones support RFID readers, then this
system can easily be extended to the RFID-platform as described later; bearing in mind that
based on the report by Francis (2009), it has been shown that NFC-based systems can be
exploited.
Contrary to conventional wisdom, in McGrew (1990) report on the problems and solutions
with hologram counterfeiting, it warned that it’s rather easy to counterfeit most holograms.
However, the major problem with holograms is the manual process of verification – it
depends on the consumer. The consumer, not a reliable source, makes the determination as to
the authenticity or originality of the hologram.

2.0 Overview of the System
This system provides an environment for a product owner to securely label his/her product;
and for consumers of the product to be able to reliably and ubiquitously verify the
authenticity or originality of the product. With the advancements in mobile technology and
security, this system utilizes software tools to encode and decode product information and
provides a solution that meets and exceeds all of the existing solutions by providing secure
product codes that are hard to counterfeit; and providing a platform that enables the
consumers to easily obtain and utilize the verification tool. With easy-to-use programmable
tools (Encoder), the product manufacturer generates or affixes the secure product codes on
each product’s package. The secure codes supported are the non-proprietary 2D codes that
are generally available to the public such as QRC (Quick Response Code), PDF417 and
Datamatrix. The Encoder accepts product descriptive information from product manufacturer
(conforming to the required format) and produces an encrypted text which is encoded in the
2D codes.
In order to scan and decode the encrypted 2D code by a consumer, the Decoder application is
made available to the consumers for download and installation in mobile and non-mobile
platforms. The Decoder scans, decodes, and displays the encrypted 2D codes.

2.1 Description of the System
This system comprises two major activities – labeling a product by the owner and verifying
its authenticity by a consumer.

2.1.1 Secure Product Labeling
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In order to label a product, the product owner obtains the eKey package from the Key Issuer,
which is used to generate eTexts – Fig. 1. An eKey package consists of one or more eKeys
and the eText generator. An eKey is an encryption key uniquely generated and issued to a
manufacturer or product owner. Only one eKey can be issued to a manufacturer or product
owner. The eText generator is a software component or application that is used to generate
the encrypted texts or strings (eText) embedded into an eCode, which is the 2D image (label)
– Fig. 2. Therefore, a product owner requests for a key package from the Key Issuer by
providing the required information. Upon successful verification, the Key Issuer generates
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and issues the eKey and the eText generator to Product Owner. The Product Owner uses the
eKey and eText generator with other pertinent product information to generate eText. Then
the generated eText can be used to generate an eCode or stored in a database. The eKey must
be safeguarded and protected from unauthorized access (by the product owner) just like the
private key in the popular Public Key Infrastructure (PKI). If necessary, the eKey can be
subject to automated electronic verification via the well-known industry-standard certificate
of authenticity when used to prevent unauthorized use. Furthermore, when necessary, the
eKey can be regenerated by the Key Issuer.

FIG. 1: Flow diagram for obtaining and using the eKey Package

FIG. 2: Samples of eCodes (QRC, Datamatrix, and PDF417)
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2.1.2 Verifying Product Authenticity
In order to verify the authenticity or originality of a product, a consumer uses a free mobile
application (eDecoder). The eDecoder enables the consumer to scan, decode, and display the
information in the product label (eCode) – Fig. 3. Having downloaded and installed the
eDecoder on his/her mobile device, a consumer starts the eDecoder. The consumer, via the
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eDecoder and the mobile device’s camera, then scans the eCode, extracts the eText from the
eCode, decodes the eText, and displays the result. If the eDecoder is unable to either extract
the eText or decode the eText, it displays an error message. If a different 2D decoder is used
on the eCode, it can only extract the eText which appears either as an unintelligible string of
digits or non-printable string. Only the eDecoder should be able to decode an eText.

FIG. 3: Flow diagram for using the eDecoder mobile application

2.2 Applications of the System
Below are descriptions of some examples or scenarios where the system can be used or
applied.

2.2.1 Product Protection
Generic Pharmaceuticals is a hypothetical drug manufacturing company whose drugs are
being counterfeited in some Developing countries; and they want to use this system to
empower those who purchase their drugs to verify the authenticity of the drugs. So, Generic
Pharmaceuticals applies to the Key Issuer for the eKey package and supplies the required
information. After processing the application, the Key Issuer generates and issues an eKey
and eText Generator (eKey package) to Generic Pharmaceuticals. To generate the eCode for
a drug called “Mycodine 50MG”, their eText generation application is used with the
company name, drug information (which may include the Serial Number) and verification
website. The eCode Generator then produces eTexts which are used to generate the eCodes
which can be printed or affixed on the drug’s packets.
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If Mr. John Doe needs to buy Testdrug 50MG, a drug manufactured by Generic
Pharmaceuticals but concerned about the fact that there is evidence or suspicion that some of
Generic Pharmaceuticals’ drugs are being counterfeited; and Mr. John Doe wants to use
this system to determine the authenticity of the Testdrug 50MG before buying it. He then
downloads and installs the appropriate eDecoder mobile application for his mobile phone
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platform – IOS (iPhone), Blackberry OS (Blackberry), Android (Google), etc. Before paying
for the drug, Mr. John Doe starts the eDecoder application, focuses the Camera window on
the eCode on the drug package, and scans eCode. The eDecoder application captures the
eCode image, extracts the embedded eText, decodes it, and displays the result. If the
eDecoder were unable to either extract or decode the eText, then Mr. Doe knows that the
drug is a counterfeit. Otherwise, he can compare the drug’s serial number on the package
with the serial number displayed by eDecoder. If they do not match, then he knows that the
drug is a counterfeit.

2.2.2 Document Protection
Related to product counterfeiting, fake documents are also a prevalent problem in developing
countries; and the inability to reliably verify documents compounds the issue. This system
can be used to address this problem.
Assuming that Testagency is a hypothetical State Government agency that issues payment
receipts and certificates (or documents) to its residents; and evidence has shown to
Testagency that some miscreants have been forging or faking the receipts and certificates.
Whenever the receipts or certificates are presented to a third-party, he/she can only visually
inspect the documents and cannot reliably determine the authenticity of the document. As a
result, Testagency wants to address this issue by using this system to produce secure e-Codes
for the documents and enable the residents and third-parties to verify the authenticity of a
document before they pay or accept it.
So, Testagency applies to the Key Issuer for an eKey package and supplies the required
information. After processing the application, the Key Issuer generates and issues an eKey
and eText generator to Testagency. To generate the eCode for a document with a specific
serial number or document ID number, their eText generation application is used with the
company name, document information (including the Serial or ID Number) and verification
website. The Code Generator then produces eTexts, which are used to generate the eCodes
which can be printed or affixed on each document. The relevant information about the
document is also stored on the verification website, indexed with the serial or ID number.
When a resident or third-party is issued or presented with the document, he/she can
immediately verify the authenticity of the document via the free mobile application. He or
she then downloads and installs the appropriate eDecoder mobile application for his mobile
phone platform – IOS (iPhone), Blackberry OS (Blackberry), Android (Google), etc. Before
accepting the document, he/she starts the eDecoder application, focuses the Camera window
on the eCode on the document, and scans eCode. The eDecoder application captures the
eCode image, extracts the embedded eText, decodes it, and displays the result. If the
eDecoder were unable to either extract or decode the eText, he/she knows that the document
is forged. Otherwise, he/she can compare the document’s serial or ID number on the
document with the one displayed by eDecoder. If they do not match, then he/she knows that
the document is forged. Furthermore, if his/her mobile device has Internet connectivity, the
eDecoder can display more information about the document from the verification website.
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3.0 Benefits of the System
The main objective of this system is to address the major problems with existing or proposed
systems for tackling counterfeiting in developing economies. The benefits of the system
include, but not limited to, the following:
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1. Availability - Unlike other mobile device based verification systems, this system does
not require the availability of a GSM service or Internet connectivity in order to verify an
eCode. In other words, a consumer only needs a mobile device that can download and
install the eDecoder application. The eDecoder does not store any data and, therefore, is
not susceptible to update requirements as a result of any changes in the eKey package.
2. Ease of use - Being a mobile application, the eDecoder is very easy to use – just focus the
camera on the eCode; the eDecoder automatically scans, extracts, decodes, and displays
the result. There is no room for error when entering product information – it’s not needed.
3. Deterrence to Counterfeiters - Given the versatility of the eDecoder to the consumer
and the exorbitant cost and difficulty of any attempt to breach the system, potential fakers
or counterfeiters are greatly discouraged.
4. Cost Effectiveness - It’s very affordable to either directly print the eCodes on the
packages or documents or to print eCodes on labels and affix them on the packages. The
eDecoder is a freely available mobile application.
5. Scalability - Non-consumer-centric and non-automated counterfeiting solutions are nonscalable as a result of their vulnerability to sudden widespread epidemic of product
counterfeiting due to its enormous personnel manpower requirement. This system is
easily scalable both in eCode generation by the product owner and verification by the
consumer.

4.0 Business and Economic Case for Developing Economies
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Extensive existence and practice of counterfeiting in developing economies, like Nigeria, is a
microcosm of the general problem of lack of reliable verification and standardization in every
facet of their national life. This work was motivated partly by the shocking levels of
counterfeiting and its economic effects in Nigeria, which recently became the largest
economy in Africa (Friedman, 2014). Those who are creative and innovative are dissuaded
from materializing, pursuing or implementing their ideas. The fear is that once someone
knows about your idea, he/she can easily steal it without any consequence. And once an idea
is exposed, it can easily be counterfeited and the product produced and sold at much cheaper
price. Most of the time, the perpetuators are those who have the financial capital or
connection. And as a microcosm of the general problem in countries like Nigeria, as reported
by Obi (2014), NAN (2013) and Abioye (2011), existing Intellectual Property laws are either
not enforced or are victims of the endemic corruption in the society. These have created a
devastating level of flippant attitude towards innovative thinking at all levels of Nigerian life;
and those who dare to do otherwise usually are too secretive about their ideas to their
detriment. Given the level of unemployment in Nigeria, many of the unemployed college
graduates who would have become part of the economic engines via entrepreneurial ventures
are dissuaded from engaging in innovative and creative business ideas, as noted by Waziri
(2013) and Ladan (2013). Many of these potential entrepreneurs would pursue their business
ambitions if there were meaningful ways for them to control their fate as they take those
business risks. Unfortunately, the business environment is not conducive for such situations –
one can easily lose everything without recourse.
What these potential entrepreneurs need is the ability, without depending on their
government, to secure, protect, and market their ideas; and cost-effectively enable their
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consumer base to reliably identify their products. The understanding is that, even when
counterfeits exist, it’s helpful for the consumer to be able to make a distinction; and
consequently, they will be able to manage and maintain their customer base; and generate
economic activities and employment for their country.

5.0 Status of the System
A patent was filed and granted in Nigeria in December 2012 under Certificate Number
00079, RP Number NG/P/2012/679, and title "A system and method for reliable product
security and verification".
The eKey package (both the eKey and eText generators) has been designed and implemented.
The eText generator is available as an ActiveX or Java component (and in the future as a
C/C++ library) that can easily be integrated into applicable custom software development.
The eDecoder that supports QRC eCodes has also been implemented and published in the
Android mobile operating system platform (Google Play).
This system has been piloted in a couple of Nigerian States, where it is been used to protect
vehicle Emblems issued annually by the state governments. The state governments and
authorized agents have been losing revenue from the sale of the Emblems as a result of other
agents who have been faking the Emblems. The agents have, in the previous years, expended
monetary and human resources in an effort to curtail the counterfeiting without success. With
this system, as documented in the State’s internal annual budgetary documents, their revenue
increased by at least 50%; and they did not employ or expend additional resources to protect
the Emblems since they can no longer be faked or forged. Also, vehicle owners were able to
easily verify the authenticity of their Emblems at the point of purchase. This system has also
been accepted by the Ghanaian Driver and Vehicle Licensing Authority (DVLA) for
protecting its vehicle stickers and will be deployed sometime in 2014.

6.0 Conclusions
The system presented in this paper addresses the core issues facing various entities all over
the world in their efforts to effectively combat the numerous forms of counterfeiting. Some of
the techniques employed in fighting counterfeiting have yielded some positive results;
however, the counterfeiters seem to always be one step ahead in exploiting new technologies
and terrains. By providing the consumers with a cost-effective, reliable, ubiquitous solution,
this system is the ultimate nightmare to existing or potential counterfeiters. The system is
very easy for consumers to use and product owners to integrate into their production systems;
and it has wide applicability to any item that requires reliable protection.

7.0 References
65

1. Abioye, T. D. (2011). An Examination of Corruption under the Nigeria Criminal Law.
University of Ilorin, Nigeria, May 2011.
http://www.unilorin.edu.ng/studproj/law/0640ia007.pdf.
2. AP (2011). 3,001 Arrested For Product Piracy In China's Latest Crackdown, Officials
Say. Associated Press (AP), March 2011.
Journal for the Advancement of Developing Economies, Volume 3, Issue 1, 2014

66

3. Busari, F. (2013). NAFDAC Blames Legal System For Increased Drug Counterfeiting.
The GazelleNews, June 2013.
4. Candice, L. (2009). Addressing the Sale of Counterfeits on the Internet. International
Trademark Association (ITA), September 2009.
5. CBS News (2010). China: Product Piracy Crackdown is Real, CBS News, Nov. 2010.
http://www.cbsnews.com/news/china-product-piracy-crackdown-is-real/
6. CISCO (2013). Cisco Visual Networking Index: Global Mobile Data Traffic Forecast
Update, 2013–2018. Cisco Executive Summary, February 2013.
7. Dobson, C. (2010). China: World’s ‘Single Largest Source’ of Counterfeit Goods. The
EpochTimes, May 2010.
8. Earwood, S. (2014). China and Intellectual Property Rights. Journal of International
Relations (Sigma Iota Rho), March 2014, http://sirjournal.org/2014/03/24/china-andintellectual-property-rights/
9. Egan, M. (2013). What is NFC? How does NFC work? For what might you use NFC? - a
quick guide to NFC, TechAdvisor, Oct. 2013. http://www.pcadvisor.co.uk
10. EOPUS (2013). 2013 Out of Cycle Review of Notorious Markets. Office of the President
of the United States, February 2014.
11. Francis, L. (2009). Potential misuse of NFC enabled mobile phones with embedded
security elements as contactless attack platforms. International Conference for Internet
Technology and Secured Transactions, Nov. 2009, Pages: 1 – 8.
12. Friedman, U. (2014). How Nigeria Became Africa's Largest Economy Overnight. The
Atlantic, April 2014. http://www.theatlantic.com
13. GAO (2010). Observations on Efforts to Quantify the Economic Effects of Counterfeiting
and Pirated Goods. U.S. Government Accountability Office (GAO): Report to
Congressional Committees, April 2010, Pages 1-41.
14. Gasiorowski, E. D. (2014). Crackdown on counterfeiting. International Standards
Association (ISO), January 2014.
15. Herley, C. (2004). Detection and deterrence of counterfeiting of valuable documents.
International Conference on Image Processing, 2004, Page(s): 2423 - 2426.
16. ITA (2009), Fact Sheets Protecting a Trademark, International Trade Association, Sept.
2009. http://www.inta.org/TrademarkBasics/FactSheets/Pages/Counterfeiting.aspx
17. Karaganis, J. (2011). Media Piracy in Emerging Economies. Social Science Research
Council (SSRC), 2011, Pages 1-426.
18. Ladan, M. T. (2013). The Limits of Legal and Enforcement/Regulatory Frameworks in
Consumer Protection Against Counterfeit and Pirated Products: The Nigerian Experience.
NLIPW Trademark Law, Vol. 1, Number 2, March 2013.
19. Lampert, C. H. (2006). Printing Technique Classification for Document Counterfeit
Detection. International Conference on Computational Intelligence and Security, Nov.
2006, Page(s): 639 – 644.
20. Lancaster, I. (2011). Employing holograms in the front line of the anti-counterfeiting
battle. Health Care Packaging, April 2011. http://www.healthcarepackaging.com
21. Lee, L. S., & Hyo, C. B. (2013). Detecting counterfeit products using supply chain event
mining. 15th International Conference on Advanced Communication Technology
(ICACT), Jan 2013, Page(s): 744 – 748.
22. Li, C. (2009). Addressing the Sale of Counterfeits on the Internet. International
Trademark Association (ITA), Sept. 2009, http://www.inta.org
23. McGrew, S. P. (1990). Hologram Counterfeiting: Problems and Solutions, Proc. SPIE
Vol. 1210, April 1990, pp. 66-76.
Journal for the Advancement of Developing Economies, Volume 3, Issue 1, 2014

24. Mertha, A. (2011). Rule of Law in China: Chinese Law and Business Enforcement of
Intellectual Property Rights. The Foundation for Law, Justice and Society,
http://falcon.arts.cornell.edu/am847/pdf/Oxford Policy Brief.pdf
25. NAN (2013). Nigeria: FG Told to Enforce Intellectual Property Law. All Africa via News
Agency of Nigeria, Jan. 2013. http://allafrica.com/stories/201301270052.html?viewall=1
26. Obi, P. (2014). ICPC, NAFDAC Seek Collaboration on Corruption, Counterfeiting. This
Day Live, June 2014.
27. OECD (2008). The Economic Impact of Counterfeiting and Piracy. Organization for
Economic Co-operation and Development (OECD). ISBN: 978-92-64-04551-4, 2008.
28. Östman, H. (2013). Preventing counterfeit drugs with RFID, RFID Arena, Feb. 2013.
http://www.rfidarena.com
29. Palmer, D., Maler, S. (2011). China piracy cost U.S. firms $48 billion in 2009: report.
Reuters, May 2011.
30. Planer, B. (2009). Product piracy – five examples from China and Europe. Planet Retail,
Feb. 2009.
31. Pogorelc, D. (2013). How one startup is fighting counterfeit drugs in developing countries
— one cellphone at a time, MedCity News, March, 2013. http://www.medcitynews.com
32. Quinn, G. (2010). Counterfeiting Costs US Businesses $200 Billion Annually.
IPWatchDog, August 2010.
33. Romero, H. P. (2009). Electromagnetic Measurements for Counterfeit Detection of Radio
Frequency Identification Cards. IEEE Transactions on Microwave Theory and
Techniques, May 2009, Page(s): 1383 – 1387.
34. SEGMAG (2010). China Leads in Counterfeit Goods. Security Magazine, February 2014.
35. Turnage, M. (2013). A Mind-Blowing Number Of Counterfeit Goods Come From China.
Business Insider, June 2013.
36. Waziri, K. M. (2013). Intellectual Property Piracy and Counterfeiting in Nigeria: The
Impending Economic and Social Conundrum, Piracy and Counterfeiting in Nigeria.
NLIPW Trademark Law, Vol. 1, Number 2, March 2013.
37. WIPO (2010). The Economic Effects of Counterfeiting: A Literature Review. World
Intellectual Property Organization (WIPO) – Advisory Committee on Enforcement, 6th
Session, Geneva, 2010.

67

Journal for the Advancement of Developing Economies, Volume 3, Issue 1, 2014

