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Preface

Battlefield Fechnical Intelligence
(TECHINT)} is part of the overall
TECHINT system. The purpose of this
publication is to emphasize the
importance of and to describe
Battlefield TECHINT. This field manual
provides the doctrine, tactics,
techniques, and procedures used to
collect and exploit foreign
technological developments. This
effort results in the production of the
TECHINT that supports ocur mission.

This field marual describes the
Battlefield TECHINT process at echelons
corps ard below (ECB) ard its links
with echelons above corps (EAC),
Military Intelligence (MI)
organizations, other services, and the
strategic-level intelligence agencies
that support it.

The information in this field
manual applies to all Army personnel.

It especially applies to Active
Component (AC) and Reserve Camponent
(RC) commanders and their staffs, US
(TRADOC) Centers and Schools, and MI
elements.

The doctrine in this publication
conforms with and supports the
principles contained in FM 34-1. This
publication implements Standardization
Agreement (STANAG) 2084, ard complies
with STANAGs 1059 and 2097 throughout,
and 2014 and 2044 as indicated.

The proponent of this publication
is HQ TRADOC. Submit changes for
improving this publication on DA Form
2028 (Recammended Charges to
Publications) to Commarder, US Army
Intelligence Center and School, ATIN:
ATSI-TD-PAL, Fort Huachuca, AZ
85613-7000.

iii



CHAPTER 1

MISSION

INTRODUCTION

This chapter describes the TECHINT
mission. It explains TECHINT's
two-part system and discusses TECHINT's
historical relevance. This chapter
also discusses the mutually dependent
relationship between Battlefield
TECHINT and the tactical commander; the
advantages of TECHINT; and how the
TECHINT process supports the levels of
war.

The TECHINT mission is to support
the tactical commander's effort to
fight and win the Airland Battle.
TECHINT aids the commander by providing
products that either identify or
counter an adversary's momentary
technological advantage. It is a vital
link in the Intelligence Cycle and in
our nation's efforts to preserve
peace. TECHINT is also an integral
part of all-source intelligence because
it involves everyone from the
individual soldier at the tactical
level to policy makers at the strategic

level.

The TECHINT system is made up of
two parts: Scientific and Technical
Intelligence (S&TI) and Battlefield
TECHINT. S&TI supports the strategic
level of war intelligence; while
Battlefield TECHINT supports the
operational and tactical levels of war
intelligence.

Often, the TECHINT process begins
with one conscienticus soldier who
finds something new on the battlefield
and takes the proper steps to report
it. The information or item is then
exploited at succeedingly higher levels
until a countermeasure is produced to
neutralize the enemy's technological
advantage. While it is true that a
single weapon or technology seldom
means the difference between final
victory or defeat, it can give one side
a decisive battlefield advantage.

HTISTORTCAL PERSPECTIVE

In the 1920s, Germany was
developing the weapons and systems it
would use against the Allies in the
1940s. Because Allied nations did not
include TECHINT in collection efforts,
German scientific and technical
advances went largely unnoticed. When

information did came to light,
Washington and London ignored or
ridiculed it. ILater, when the Germans
fielded their advanced weapons and
systems in war, the resulting
technological surprise on the
battlefield was devastating.

WORID WAR II

During the Air battle for Eurcpe,
the British used TECHINT to counter the
German antiaircraft and night fighter
defenses. They did this by exploiting
captured aircraft radios and a captured
radar station. (See page 1-2 for a

discussion of the Bruneval Raid.)

The Allies captured many German
and Italian weapons in North Africa.
This collection led to the publishing
of new technical material, such as—

o Technical marmual E9 series
handbooks on enemy weapons.
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THE RAID ON BRUNEVAL:
An Offensive TECHINT Operation

At 2100 on 27 February 1942, GMT,  and a special radar technical Allied TECHINT experts examined

119 officers and men of Company C, expert, moved forward to find and  the materiel as soon as they got
2nd Parachute Regiment, parachuted take the target. it. The exploitation of this
into a drop zone near the small radar, along with the sketches and
village of Bruneval, France. The  The collection team slippad the photographs, quickly began to
Company's mission was to raid a through enemy defender positions,  provide valuabie TECHINT. For
suspected German radar site on a entered the installation, and example, just from the recovered
cliff a few hundred yards from an  found the radar. They used metal manufacturer's plates,
accessible beach. The Company's hacksaws, crowbars, and precision  analysts accurately determined how
objective was to bring back an hand tools to dismantie the main many Wurzburg radars had been

item of extreme TECHINT interest components. As each part of the produced and the current rate of
-- the WURZBURG radar. radar was exposed, it was sketched production. When the German

and photographed. The team also signaiman was interrogated, he
The Wurzburg radar was believed to captured a German signalman -- the provided valuable information

be a mobile, short range, high radar operator. about the tevel of operator skills
precision radar that was and operator training. Most
responsible for the sudden and When they finighed, the team important, though, TECHINT
serious increase in Allied heavy destroyed what they couldn’t take  scientists used the captured
bomber losses. Routine Allied back with them, and began their materiel to build an operational
photo reconnaissance originally move to the beach under Wurzburg radar mockup.

discovered the installation in progressively heavy fire. The

January 1942, French resistance surviving commandos were picked up When the mockup was compieted,
forces were sent to investigata. by Allied landing cratt and they had a multifrequency radar
They confirmed the site and a escaped across the Channe!l to that seemed, at first, to be
garrison troop strength of nearly  England. aimost impossibie to jam.

200 enemy signal, support, and Scientists went to work to develop
gecurity troops. They also Exactly three and one-haif hours countermeasures to neutralize the
reported that the nearby beach was after the mission began, it was radar’s capabilities, Their

not mined. over. Although two men were efforts resulted in thin metaillic

killed, six wounded, and six more  strips cut to different lengths
It was this intelligence and the tisted as missing in action, the that could be dropped from
urgent need to protect our planes  raid was deemed a great success. airplanes. These strips reflected
that resuited in the commando raid Not only was it the first raid on  radar signals and effectively

that night. Once on the ground, the Continent following the jammed the new radars. They

the commandos moved quickly. They disaster at Dunkirk, but it dubbed these metal strips CHAFF.
spilt into three equal groups. resuited in the successful capture CHAFF turned out to be one of the
The first group secured the of a valuable piece of enemy most successful countermeasures
beach., The second group spread materiel -- materiel that later developed during World War || -
out and took up positions to act proved to be of vital TECHINT particulariy useful during the

as a reserve/blocking force. The  interest, Normandy invasion.

last group, the coliection team
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o Special series publications on
German weapons.

o Training aids.

o Updates to handbocks on the
German and Italian armies.

TECHINT exploitation of captured
German Tiger and Panther Tanks led to
several important battlefield
countermeasures. Two of these were new
armor tactics and more powerful
antitank rockets.

The United States started a
successful TECHINT program in the fall
of 1943 called The Alsos Mission. This
unit was made up of Counterintelligence
(CI) Corps agents, scientists, and
interpreters. Their mission was to

capture and exploit personnel and
materiel of scientific and technical
value.

The successes of this unit include:

o Exploitation of Italian and
German nuclear scientists.

o Removal of numerous quantities of
uranium ore from the Albert
Canal.

o Recovery of the international
radium standards from what was to
be the Soviet Ocoupied Sector of
Germany.

Unfortunately, after the war the
Alsos Mission, as well as general
TECHINT collection, was abandoned.

THE KOREAN WAR

It wasn't until the beginning of
the Korean War, when North Korean
troops in Soviet-designed and
Chinese-built armor rolled socuth, that
the United States discovered it had
little hard data on enemy weapon
systems. We realized that to be able
to develop effective countermeasures,
TECHINT had to be an ongoing process.
As a result, we once again began a
concerted TECHINT effort.

In the Korean war, cambat

camanders found that their 2.36-inch
bazooka rourds would literally bounce
off T-34 tanks. With this cambat
deficit in mind, comanders began to
support the TECHINT process by
evacuating captured T34/85 tanks and
other materiel back to TECHINT elements
for analysis. TECHINT analysts both in
theater and at the Chrysler Corporation
examined the captured materiel. They
responded by giving combat commanders
new tactics and a redesigned M-48 tank.

THE VIETNAM WAR

Following the Korean War, the
United States did not disband its
TECHINT capability completely, as it
had at the conclusion of previous
conflicts. But neither did we maintain
it at its wartime level. In fact, when
the Vietnam conflict began, the US
TECHINT capability consisted of only a
few experienced personnel. However, as
combat forces were committed and
increased, so did our TECHINT

capability and structure.

During the Vietnam War, an agency
called the Cambined Materiel
Exploitation Center came into being.
This wartime center's mission was to
manage and coordinate the analysis of
captured enemy equipment (CEE) and
technical documents. The Combined
Materiel Exploitation Center did this
on a tactical level by dispatching
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teams of experts and analysts into the
tactical zone of each corps. These
teams analyzed captured materiel in the

field and recommended countermeasures
to tactical commanders.

LESSONS TEARNED

The lessons learned from World War
IT, the Korean War, and finally the
Vietnam War clearly indicated the need
for a fully operational TECHINT system
even in peacetime. To do otherwise was
to invite a technological surprise that
would give the enemy an unacceptable
advantage on the next battlefield.

The TECHINT system had two goals:
first, to keep a step ahead of Threat
battlefield weapon systems; and secord,
to create TECHINT units that could

provide instant Battlefield TECHI}‘ZI\IT
capability in a "come as you are" War.

The TECHINT system we have today
does just that. TECHINT elements
exploit foreign and Threat 'mater}el.
They provide valuable studles.whlch‘
forecast trends in all areas including
armor, antitank rockets, and even
chemical warfare. For exanpiz,l the
changes in the individual soldier
decontamination kit are a direct result
of TECHINT.

THE TECHNICAL INTEIIIGENCE SYSTEM

TECHINT is the end product of a
camplex process. It is the result of
collecting, analyzing, and processing
information on foreign technological
developments. It is also the result of
studying the performance of foreign
materiel and its operational
capabilities.

Foreign materiel is the
all-encampassing term for the weapon
systems, equipment, apparatus,
documents, and supplies of a foreign
military force or normilitary
organization. TECHINT, in its broadest
sense, may or may not have military
- applications. See Glossary-7 for the

JCS Pub 1 definition of TECHINT.

Within the Department of Defense
(DOD), two parts of the overall TECHINT
system are task organized for military
TECHINT collection: the S&TI community
and the Battlefield TECHINT assets of
the US Army.

The S&TI cammmnity focuses on the
TECHINT requirements of strategic
policy and the decision makers.
Battlefield TECHINT serves thg
camander's in’(:e.lligeanci3 ztequlr lenmts
at the operational and ica
levels. S&TI and Battlefield TEC:HIN’I‘
products support commanders Auring the
preparation stage as well as the actual
waging of war.

THE COMMANDER AND THE TECHNICAL, INTELLIGENCE SYSTEM

A mutually deperdent relationship
exists between the support the cambat
camander gets from the TECHINT system
and the support the TECHINT system gets
from the cambat cammander. Operaticnal
and tactical comanders provide the raw
material analysts need by identifying,
capturing, protecting, and evacuating
f?xgemy equipment, documents, and other
items.

Commanders further ensure the
success of the process by demanding
Battlefield TECHINT support for the
tactical effort to defeat tt;l;e'z ain;er:yld
Analysts take this raw materl
produce the countermeasures cormanders
need to overcome an enemy's
technological advantage.

1~4



ADVANTAGES OF BATTLEFTEID TECHNTCAIL, INTETIJIGENCE

Like other intelligence
disciplines, TECHINT guards against
surprise in peace and war. It provides
several distinct types of vital input
to the all-source intelligence
product. These include:

© Assessment of the capabilities
and vulnerabilities of enemy
weapon systems.

© Warning of changes in enemy
tactics due to new or developirg
technology.

o Countermeasures.

Battlefield TECHINT elements are
also organized to assist the commander
in managing the quick evacuation of
captured enemy materiel (CEM).

TECHINT analysts study a broad
range of raw materiel. This enables
them to provide viable TECHINT to the
intelligence and electronic warfare's
(IEW) all-source intelligence product.
Scome of the subject areas are:
materiel; installations; and
interrogation sources with information
on supplies, maintenarce, training, and
battlefield doctrine.

TECHNICAL INTETIIGENCE SUPPORT TO THE LEVELS OF WAR

There are three levels of war:
strategic, operational, and tactical.
S&TT supports the strategic level
while Battlefield TECHINT supports the

operational and tactical levels of

war. This support is defined in Figure

l-l .

TECHNICAL INTELLIGENCE SUPPORT TO THE LEVELS OF WAR

v v

'

andtechnological advances
andrecommends counter-
measures.

STRATEGIC LEVEL OPERATIONALLEVEL TACTICALLEVEL
Atthe strategic level of war, Atthe operational level of war, Atthe tactical level, ECB
S&Tlprovidesthe National EAC combatcommandersuse combatcommanders use
Command Authority with TECHINT tofocus onthreat Battlefield TECHINT
analysis ofthreat scientific capabilities interms of strategic countermeasuresto

andoperational centers of
gravity. (SeeFM34-1))

counter enemy advantages.

Figure 1-1. How TECHINT supports the three levels of war.
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CHAPTER 2

ORGANIZATION

INTRODUCTION

This chapter describes the two
parts of TECHINT: S&TT at the
strategic level and Battlefield TECHINT
at the operational and tactical
levels. It introduces the members of
the TECHINT ccmnunlty and provides an
overview of the major players. This
chapter also describes how the
strategic level and the operational amd
tactical levels interface and interact
with each other.

S&TT is designed to track ard
analyze foreign technological
developments. It is used to analyze
the performance and operational
capabilities of foreign materiel that
may have military application.

Although mainly a function of EAC
and departmental level MI units, S&TT

makes significant contributions toward
fulfilling tactical unit battlefield
TECHINT requirements. Enemy equipment
and facilities are typical S&TT targets
at tactical levels. When tactical
units capture items of S&TI interest,
the items are quickly evacuated to the
theater TECHINT unit.

If it is possible to exploit the
captured item to support immediate
tactical and strategic requirements,
the unit does this before sending it
to a Continental United States (CONUS)
S&TI center. However, if exploitation
is not expected to result in immediate
tactical gain, the theater TECHINT unit
quickly evacuates it to S&TI centers in
QONUS for detailed exploitation and
analysis.

SCIENTIFIC AND TECHNTICAL INTELLIGFNCE STRUCTURE

Elements of the Department of
Defense (DOD) perform military S&TI
activities for the US Government.

These elements are discussed below.
The S&TI comunity handles the nation's

overall TECHINT needs during peaoetme,
and the strategic TECHINT requirements
in wartime. Figure 2-1 shows DOD
intelligence activities with S&TI and
TECHINT functions and authority.

DEFENSE INTELLIGENCE AGENCY

The Defense Intelligence Agency
(DIA) manages and reviews overall
TECHINT activities throughout DOD.
S&TI directorate is the DIA action
element for TECHINT. This directorate
coordinates with external TECHINT
agencies on nonpolicy matters

The

concerning the production of S&TI. The
National Photographic Interpretation
Center (NPIC) is subordinate to the
DIA. It contributes to the TECHINT
effort through the exploitation of

imagery.

NATTIONAL SECURITY AGENCY

The National Security Agency (NSA)
is the signals intelligence (SIGINT)
organization of the US Goverrment. It

is responsible for the exploitation of
cryptologic materiel.
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DOD

NSA DiA
NPIC
AIRFORCE ARMY NAVY
AFSC AlA INSCOM AMC NAVINTCOM
FTD FMIG NTIC
STCEUR STCFE
TAC FSTC ‘MBIC AFMIC

Close coordinationand guidance.
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ARMED FORCES MEDICAL INTELLIGENCE CENTER

The Armed Forces Medical
Intelligence Center (AFMIC) is a DOD
production center. The director of
AFMIC is responsible for exploiting
foreign medical materiel. The director
supports the Army Foreign Materiel
Exploitation Program (FMEP) arnd Army
Medical Research and Development (R&D)
requirements. The director does this
by coordinating with the Army Deputy
Chief of Staff for Intelligence
(DCSINT) in planning, programming, and
budgeting. The AFMIC--

o Studies and reports foreign
medical S&TI and general medical
intelligence to DOD and other
federal agencies.

o Studies ard reports foreign
biological warfare S&TI

capabilities.

o Administers the DOD Foreign
Medical Materiel Exploitation
Program (FMMEP).

o Provides "quick response" foreign
medical intelligence support to
the groups mentioned above.

The AFMIC maintains a mutually
beneficial S&TI exchange with the Army
Intelligence Agency (AIA) to round out
Army capabilities.

ATR FORCE FOREIGN TECHNOLOGY DIVISION

The Air Force Foreign Technology
Division (FID), Air Force Systems
Comand, is the primary DOD agency
producing foreign aerospace S&TI. It
supports the Air Force Assistant Chief

of staff for Intelligence (AFACSI) and
satisfies DIA requirements. It
acquires, analyzes, produces, and
disseminates S&TI related to current
and future enemy capabilities.

NAVAL TECHNICAL INTELLIGENCE CENTER

The Navy proponent agency for
TECHINT is the Naval Technical

Intelligence Center (NTIC). The NTIC
provides S&TI on technical
characteristics and capabilities of

foreign naval forces and merchant
systems. It provides S&TT support to
the Cammander of the Naval Intelligence
Command (NAVINTOOM) and the Chief of
Naval Operations.

ARMY TECHNICAL INTELLIGENCE ACTIVITIES

Although the Office of the Deputy
Chief of staff for Intelligence
(ODCSINT) does not produce
intelligence, it does have general
staff responsibility for all Army
TECHINT activities. The ODCSINT--

o Formulates policies and
procedures for S&TI activities.

o Supervises and carries ocut the
Army S&TI program.

0 Coordinates DA staff and major
subordinate command requirements
for TECHINT.

o Is responsible for the Army
foreign materiel program (FMP).
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Army Intelligence Agency

The AIA is a field operating agency
of the DCSINT. The ATA~-

o0 Produces and disseminates
intelligence on foreign ground
forces, grourxd force systems, and
related sciences and technologies
in response to DA and DOD

requirements.

o0 Provides Threat analysis and
related projections to the Army
cambat development cammumnity to
support force modernization
programs.

The AIA commarder is also the
Assistant Deputy Chief of Staff for
Intelligence. The ATA manages the Army
FMP, as well as executing the FMEP for
the DCSINT. The ATA is composed of
three subordinate Armmy intelligence
production centers:

o The Intelligence and Threat
Analysis Center (ITAC).

o The Foreign Science and
Technology Center (FSTC).

o The Missile and Space
Intelligence Center (MSIC).

The FSTC and the MSIC are the
Army's S&TI centers.

Army Intelligence and Threat Analysis
Center. The Army ITAC produces
conprehensive intelligence and CT
analysis of the capabilities,
vulnerabilities, and the threat posed
by foreign ground and security forces
today and in the future. These
analyses emphasize from a tactical and
doctrinal standpoint how the Threat
uses key systens,

2-4

Army Foreian Science and Technology
Center. The Army FSTC produces and
maintains intelligence on foreign
scientific developments, ground force
weapon systems, and technologies
(except missile and medical), The FSTC
analyzes-—

o Military communications-
electronics (C-E) systems.

o Types of aircraft used by foreign
grourd forces.

o Scientific R&D activities.

© Nuclear, biological, and chemical
(NBC) warfare.

0 Basic research in fields of
possible military interest.

Army Missile and Space Intelligence
Center. The Army MSIC acquires,
produces, maintains, and disseminates
S&TI pertaining to missile and space
weapon systems, subsystems, conponents,
and activities. This S&TT represents
state-of~-the-art technology and
supports DA and DOD strategic
intelligence production, as well as the
FMEP. The MSIC analyzes—

o Foreign antiparticle missiles.
o0 Antisatellite technology.
o0 Tactical air defense.

o Short-range ballistic missiles
(SREM) .

o Antitank guided missiles.



arnd training phases of new US systems.
They provide a visual and technological
replication of the battlefield threat,
when the actual foreign materiel cannot

The MSIC plans, organizes, and
manages a unique form of Threat
support: The Army's development and
acquisition of Threat similators. These

similators support TRADOC and system
program managers during the operational

be acquired or is too costly to buy.

Army Materiel Command

The Army Materiel Command (AMC)
shares responsibility for managing the
overt acquisition of foreign materiel
for TECHINT purposes. AMC buys foreign

materiel domestically, as well as
through its centers in Burope and the
Far East. Through this program, the
AMC also supports ATA and AFMIC.

Intelligence and Security Command

Urder the direction of .
Headquarters, Department of the Army
(HQDA) , the Army Intelligence and
Security Command (INSOM) is the major
cammand responsible for peacetime
TECHINT operations. INSCM fulfills
its responsibilities through its
TECHINT oversight function and by
exercising operational control over the
foreign materiel intelligence group
(FMIG) during peacetime.

Oversicght function. INSOOM fulfills
its oversight function by—

o Providing the interface with
strategic S&TI agencies in
support of foreign materiel
exploitation.

o Orgéniging, training, and
equipping EAC TECHINT
organizations during peacetime.
This supports TECHINT development
under contingency operations and
aids in our transition to total
war.

o Conducting worldwide human
intelligence (HUMINT) operations
in support of foreign materiel
acquisition.

Foreign Materiel Intellidence Group.
The IMIG is an EAC TECHINT

battalion-size organization. It is
located at Aberdeen Proving Grourd.
FMIG consists of a headquarters and
headquarters company, an analyst
campany, and two training detachments.
The training detachments are located at
Aberdeen Proving Grourd ard at the
National Training Center (NTC).

This group is the Ammy's only
active-duty TECHINT unit. In
peacetime, IMIG is subordinate to
INSCOM ard performs a primarily S&TI
role,

During wartime, INSOCOM gives up
operational control. The unit deploys
as an MI Battalion (TECHINT) to the
theater commander's EAC MI Brigade and
becomes a battlefield TECHINT asset.
This supports TECHINT develcopment under
contingency operations and aids in ocur
transition to total war.

In peacetime, FMIG—

o0 Conducts TECHINT operations and
produces TECHINT reports. .

o0 Maintains the capability to
conduct TECHINT collection
operations in support of Army,
joint, and combined requirements.
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o Prepares TECHINT reports in
support of Army, joint, and
combined requirements.

o Acts as the HQDA executive agent
for foreign materiel used for
training purposes. FMIG also
provides TECHINT training to DOD
analysts and strategic MI
detachments. This supports the
Army Threat program.

In addition, FMIG supports ATA
with—
o Foreign materiel acquisition
cperations.
o Foreign materiel exploitation
cperations.

o Foreign Medical Materiel
Exploitation (FMME) operations.

BATTIEFTRID TECHNTCAT, TNTELITGENCE STRUCTURE

The Army Battlefield TECHINT
organization is designed to support
both the operational and tactical
levels of war. It includes elements to
support EAC comnarders and ECB
camarders. FEAC TECHINT assets consist
of the AC TECHINT Battalion mentioned
above and CAPSTONE EAC TECHINT Reserve
units. CAPSTONE units are units with a
wartime mission to deploy with Active
arnd Reserve units.

ECB TECHINT assets include Army

Reserve TECHINT elements with a corps
mission and detached teams from the AC
TECHINT battalion.

Regardless of the echelon, TECHINT
units are equipped to provide the
supported comander with
countermeasures based on CEM
exploitation. This includes:
identifying, analyzing, and supervising
the evacuation of foreign and enemy
equipment, weapon systems, technical
documents, and other captured materiel.

ECHELONS ABCVE CORPS TECHNICAL: INTELLIGENCE UNITS

. In wartime, FAC TECHINT units
consist of the Army's AC TECHINT
battalion and activated RC TECHINT
companies. The AC TECHINT battalion is
organized to deploy as an entire unit,
as in the case of total war. It is

also capable of deploying teams in

support of low-intensity conflict. In
any case, the AC TECHINT battalion must
fulfill all Battlefield TECHINT support

requirements until RC TECHINT companies
are activated and deployed.

Captured Materiel Exploitation Center

The TECHINT commarder's mission is
carried ocut through a Captured Materiel
Explou:atmn Center (CMEC). This
center is formed from the assets of
organic and attached TECHINT elements
and is augmented by other subject
matter experts (SMEs). The (MEC—

© Manages the comand's Battlefield
TECHINT system, through the MI
Brigade comander and the G2.

o Processes battlefield TECHINT.

o Coordinates, through proper
channels, required support to the
TECHINT effort. (See Chapters 3
ard 4.)

The CMEC, through the MI Brigade
commander, also serves as the point of
contact for strategic S&TT activities
on the battlefield. (The QEC
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organization is shown at Figure 2-2.)
The DIA and strategic-level S&TIL
centers support the (MEC with data base
updates, requests for intelligence
information (RII), and disposition
instructions. (See Figure 2-3.)

Where possible, it is desirable for
other armed services to combine assets
for the acquisition and exploitation of
foreign materiel. Wwhen this happens,
the CMEC is called the Joint Captured
Materiel Exploitation Center (JCOMEC).
(See Figure 2-4.)

Joint Captured Materiel Exploitation Center

The JOMEC consists of TECHINT
personnel from each participating
service. The United States Marine
Corps (USMC) provides an RC Battlefield
TECHINT detachment to augment the JOMEC
and deployed USMC cambat elements
ashore. As in the QMEC, the cammander
of the JOMEC is the TECHINT advisor to
the Joint Cammand J2. When a joint
task force (JIF) is formed that does
not have organic TECHINT support, the

Active Army EAC TECHINT unit forms the
rucleus of a JOMEC that provides that

support.

The JOMEC either provides TECHINT
reports through the Joint Intelligence
Center (JIC) to the Theater or Joint
Command J2 or through other reporting
procedures established by the joint
commander.

Carmbined Captured Materiel Exploitation Center

The Combined Captured Materiel
Exploitation Center (OMEC) is composed
of scientific, technical, and military
TECHINT managers and analysts from the
United States and its allied
countries. It is organized the same as
the JOMEC., (See Figure 2-4.) The
CQMEC directs the overall combined
TECHINT effort, under the supervision
of the combined intelligence staff.

The CCMEC—

o Allows a free flow of
information, reports, and TECHINT
exploitation summaries between
allies.

o Coordinates scientific
exploitation assistance from
allied scientists.

o Provides TECHINT teams for
on-site exploitation and to
assist specific echelons.

ECHETONS OORPS AND BEILOW TECHNICAL INTELLIGENCE UNITS

ECB TECHINT assets are all in the
RC. Their primary peacetime role
focuses on training. However, certain
Reserve TECHINT units and individuals
continue to accomplish live, real world
missions when tasked. In wartime,
until the mcbilization and arrival of
the ECB TECHINT assets into the corps
area of operations, TECHINT teams from

the Active Army EAC TECHINT unit are
dispatched to perform required TECHINT
support to the corps. Once the ECB
TECHINT units arrive, the TECHINT teams
either are redeployed or remain in the
corps area of operations exploiting
materiel based on EAC intelligence
requirements.



CMEC

STAFF
SUPPLY AND FOREIGNMATERIEL | | FOREIGNMATERIEL
MAINTENANCE EXPLOITATION TRAINING TECHINT
SECTION SECTION SECTION - TEAMS

Y

WEAPONS AND
C-E MUNITIONS MOBILITY

SECTION SECTION SECTICN

NBC, MEDICAL,
- AND LOGISTIC
SECTION

* One ormore TECHINT teams are deployedfor each corps-equivalent command assigned
withinthe theater command. Theteams are either staffed by one of each TECHINT specialty
foundwithinthe CMEC or aretask organizedtofit specific local situations. Other TECHINT
teams canbeorganized and deployed, depending onthe need and the assets available.

Figure 2-2. Captured Material Exploitation Center (CMEC) organization.

2-8




DIA
NAVINTCOM
O B — > AFIN
AlA
4
AFMIC
Y FSTC
EACIC MSIC
FTD
v
> INTERROGATION
CMEC (¢ FACILITY
4
|
A i LEGEND:
TECHINT §.. »} SUPPORTED | | > Tasking
TEAMS | (3) HEADQUARTERS | | = > Reporting
— RIl/RFA/information
copy
Figure 2-3. Captured Materiel Exploitation Center
(CMEC) intelligence channels.
DIA
NAVINTCOM
AFIN
J2 .............................................................. » AIA
ry AFMIC
! FSTC
Jc MSIC
FTD
p JOINT
> INTERROGATION
JOMEC | FACILITY
A
v LEGEND:
--------- » Taskin
TECAINT o N IEEE T > Reporting
TEAMS 3) HEADQUARTERS  — Rnc%}‘:);ylnformation

{(JCMEC) intelligence channels.
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Figure 2-4. Joint Captured Materiel Exploitation Center




After mobilization, the CAPSTONE
Reserve TECHINT assets are deployed
with the Tactical Exploitation
Battalion (TEB) supporting their
designated corps. They form the
TECHINT section of the Operations
Analysis Campany of the TEB (RC), under
the operational control of the corps
G2.

The TECHINT section of the
Operations Analysis Company, TEB,
analyzes the foreign materiel,
including supplies and technical
documents, acquired on the
battlefield. This section also
includes a packing and crating
element. The TECHINT section normally
deploys in the Corps Support Cammand
(COSCM) area to help evacuate

equipment, but may locate near the

enemy prisoner of war (EPW) holding
area.

Battlefield TECHINT teams at ECB,
whether they are organic to the TEB or
the QMEC, are task organized and
deployed to the target area. This is
based on the type and location of the
item discovered or secured and the
assets available. These teams are
equipped based on field conditions amd
the nature of the TECHINT found. In
the field, they use cammon
camunications links from the nearest
available unit -— usually the capturing
unit -- to report their location and to
request transportation and logistic
support.
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CHAPTER 3

CHERATTICNS

INTRODUCTION

This chapter describes Battlefield
TECHNT operations, fimctions, and
within the contexwt of the
Tntelligence Cycle.

Battlefield TECHINT cperations
mnslst of collecting, handiilng,
aralyzing, evacuating, and exploiting
CEE, dooumerts, and other materiel,

wvho perform crltlc:al IE*F functions.
Battlefield TECHINT is a supaystem of
the overall TFW system. Battlefield
TECHINT has the same finctional
struchae at each level of cperational
and tactlical camweand:

o Directors are the foree
cammanders: their
mist be satisfied.

o Coordinators are the G2/52 and
the G3/83 who supervise ard
direct the cperations of
procucers and coordinate the
cammand ‘s execuator efforts.

o Procucers are the collection
management and dissemination
{(M&D} tesm mexbers who support
the coordinators.

¢ Executors are the unit comeanders
wha do the assigred IEW mission.

The MI unit ¢ommerder is the
command's primary Battlefield TECHINT
executor. Bubk, as with other IEW -
missions, being priwary does not mean
being the only executor. Other
essential Battlefield TECHINT

Force commerders and their staffs,
as well as the unit's TEOANT asset,
are responsible for Battlefield TRCHINT
cperations. However, the individual
spldier normally initiates Battlefield
TECHINT operations by capburing and
reporting on an item of TECHINT
interest,

-ollectors are the comanders of the

following unilts and teams:
o Compat,

o Special cperatlions,
o Military police (MP).
o NBC.

¢ Expleaive ordnance dispeeal
(BCD} .

0 Medical,
o Engineer,
o Civil Aaffairs {CA).

o all cther organizaticns capable
of ema:erting Battlefield TECHDT
operatians,

The G2, G3, TECHINT commarvier, and
Ml commander comprise the Battlefield
TECHINT team, The staff officers plan,
crganize, direct, coordinate, el
cortrol: whille commanders execute the
directivez. The ML comandsr manages
MI assets to accomplish assigned
Battlefield TECHINT missions, The MI
camarder exorcises comand and control



over all organic and attached MI
assets, amd has operational control
over supporting MI assets.

No single unit or organization is
capable of meeting all of the force
commander's Battlefield TECHINT

requirements with organic assets. Each

is dependent on cther cammands and
organizations to camplete the overall
intelligence picture of the
battlefield. These interdependencies
recquire detailed interfaces. The IEW
system ard specific producers, such as
the C(MEC or attached TECHINT team,
provide these interfaces.

THE INTEITTIGENCE CYCLE

Intelligence is the responsibility
of all camanders. This includes
Battlefield TECHINT. Every unit must
be prepared to capture, secure, report,
and evacuate enemy materiel of TECHINT
interest, with or without specific
orders. Capturing and reporting items
of known or possible TECHINT interest
. is the key to making the Intelligence
Cycle a dynamic ard viable tool in the
Battlefield TECHINT effort.

The Intelligence Cycle (Figure 3-1)
is dynamic because it allows for
nontasked input., It is called a cycle
because it is a contimuous process.
Each phase of the cycle is done
sequentially, but all phases are done
simultanecusly. The Intelligence Cycle
is defined as the planning and
supervision of the four phases needed
to accomplish the mission or meet the
goal.

PLANNING AND SUPERVISION

The commander's staff plans the
mission and supervises each phase of
the Intelligence Cycle. Intelligence
preparation of the battlefield (IPB) is
the first step in planning the
mission. (See FM 34-130.) 1IPB is used
to analyze the data base we have on the
enemy. This is done to determine the
impact of the enemy, weather, and
terrain on operations in specific
battlefield situations. IPB is the
basis for determining and evaluating
enemy capabilities, vulnerabilities,
ard probable courses of action.

The five functions of IPB are:

o Terrain analysis.

O Weather analysis.

o Battlefield area evaluation.
o Threat evaluation.

o Threat integration.

During the IPB process, we also
discover what we know and don't know
about the enemy. This knowledge, or
lack of it, along with the commander's
concept of the operations, drives
intelligence collection regquirements
and their priorities.

THE FOUR PHASES

The four phases of the Intelligence
Cycle are:

o Directing.
o Collecting.

o Processing.

o Disseminating.



~ /
DISSEMINATING

AND USING

Figure 3-1. The Intelligence Cycle.

Directing

Directors establish priority
intelligence requirements (PIR) and
information requirements (IR). PIR and
IR are the basis for all intelligence
collection and production, including
TECHINT. The commander, through the
G2/S2, directs Battlefield TECHINT
collection.

The theater MI Brigade TECHINT
Battalion provides a TECHINT liaison
element to the single discipline team
(SDT') section of the all-source
analysis center (ASAC) of the echelons
above corps intelligence center
(EACIC). (See Figure 3-2.) This
TECHINT team coordinates collection
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management functions with the (MEC and
serves as a link between the CMEC and
the G2. It supports TECHINT
integration intc the all-source
intelligence product and the
establishment of TECHINT collection
requirements.

The ASAC TECHINT team coordinates
with the (MEC to match the requirements
they have received to their specific
operational or tactical areas of
concern. Then they conpare these

requirements to the existing data base
to make sure we only collect on

reqmmaentswehavenotalz:eady



EACIC

WEATHER ASAC ISE SUPPORT
WA (10) SECTION
HQ CM&D * SDT cl
SECTION SECTION SECTION SECTION

+* Includes aTECHINT SDT.

Figure 3-2. Echelons Above Corps Intelligence Center (EACIC) organization.

The ASAC TECHINT team also ensures instructions, along with a photograph,

these requests are translated into sketch, or description of the item.
terms cambat units or other specific This is forwarded as a specific order
collectors can understand and act on. or request to the G2 or S2 of the
(See Figure 3-3.) camand tasked.

The camander's list of PIR and IR The G2 or S2 of the tasked unit
is the preferred method of briefs the command about the item
communicating Battlefield TECHINT needed and the reporting channels to be
collection requirements. However, if used in case the item is located within
an item is found to be of special their area of operations. (See

TECHINT interest, the echelon wanting Figure 3-4.)
the item provides reporting
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A brigade combat team is tasked with a requirement for an R-123

radio.

The ASAC TECHINT team realizes that collection odds are

better if the individual soldier is told to lock for the armored

vehicle the radio is most likely to be found on.

The tean,

therefore, translates the requirement so that the soldier is now
looking for a combat vehicle such as the BIR-60, T-62, or BEMP.

The general requirement is:
The translated requirement is:

CAPIURE AN R-123 RADIO.

CAPITURE AND SECURE ANY BIR-60,
BIR~70, T-62, OR T-72 FOUND ON
THE BATTIFFIELD. SAIUTE REPORT
CAPTURE THROUGH YOUR G2 TO THE

MEC.

Figure 3-3. Translation of TECHINT collection requirements.

CORPS
_ REQUESTS

DIA
NATIONAL
REQUIREMENTS

EACIC

THEATER
COMMANDER
REQUIREMENTS

OPORD AND
OPLAN

TAILORED
COLLECTION
REQUIREMENTS
FOREACHCORPS
ANDOTHERUNITS

INTELLIGENCE
ANNEX

EXPLOITATION
REQUIREMENTS
TOCMEC

TECHINT
APPENDIX

EVACUATION
PRIORITIES
TO G4

Figure 3-4. Technical intelligence collection planning.




Collecting

Collecting is the process of
gathering information from all
sources. Battlefield TECHINT
collection also includes capturing,
reporting, and evacuating CEM. All
intelligence collection is guided by
the commander's PIR and IR. TECHINT
category PIR and IR and collection
procedures are presented in the TECHINT
Appendix of the Intelligence Annex to
an Operation Order. (See Appendix A.)

The TECHINT appendix is also called
the TECHINT plan. It is prepared at
theater and all subordinate echelons to
guide the Battlefield TECHINT effort of
those commands. The TECHINT plan is
updated, as needed, to identify foreign
or enemy equipment and technical
documents of new or special TECHINT
interest. (See Appendix B.) The
TECHINT plan establishes procedures and
responsibilities for identifying,
handling, reporting, evacuating, and
exploiting special items of TECHINT
interest. (See Apperdixes C ard D.)

Executors collect items of known or
possible TECHINT interest. Combat
units normally capture enemy materiel.
The capturing unit safequards the
materiel. That unit then SAIUTE

reports the capture through the next
higher comand to the first TECHINT

element in the reporting chain. Higher
camands contimue to forward the report
of the capture until it reaches the
MEC or the TECHINT team.

Once the command's Battlefield
TECHINT element receives notice of a
possible TECHINT capimre they verlfy
that the materiel is still required.
The (MEC or TECHINT team then forwards
instructions back to the capturing
unit. The capturing unit continues to
safeguard the TECHINT materiel until
directed otherwise by higher
headquarters.

Higher headquarters may decide to
send a TECHINT team forward to exploit
the CEM in place or supervise its
disposition. They might direct the
capturing . unit to initiate evacuation
or simply abandon or destroy the item.
If the unit is ordered to evacuate the
item, the comand tells the unit how to
package, mark, and tag it. This
ensures proper handling, evacuation,
and identification when it arrives at
the (MEC. Figure 3-5 outlines the
ideal sequence of events upon initial
discovery of a possible item of TECHINT
interest. The capturing unit provides
security until instructions arrive.
(See Apperdixes C and D.)

Processing

Processing is the procedure by
which information becomes intelligence.
The theater MI Battalion (TECHINT) is
responsible for Battlefield TECHINT.
The CMEC or supporting TECHINT team is
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the TECHINT materiel processor. The
(MEC or TECHINT team evaluates,
correlates, and analyzes the enemy
materiel in support of the all-socurce

intelligence product.



FROM THE FOXHOLE TS THE CMEC

The soidier either cagtures or cbserves sn item of possibie TECHINT iatarest, The so'dier quickly
reports the sntounter through his or her command ta the Battalion SZ. The soidier ther #ither
cafeguards the item or contrnues the mission @5 dirsctes.

Wpon learning thaf & forward platoon or company nas captured or gecountgred an itzm of pogsible
TECHINY interest, the Batfalinn 52 promptly--

o Logrdinates secur ity ar continued obeervatian oi the item with the 53 and ensures the Item i nmot
tampered with in any way. Compgnants, gontrol knobs, and switches on C-E equipment should net be
touched until the pquipment is phorographed or positiens recordsd,

¢ Examings and ecreens the item against PIR and {& and determines whether the item is knowp or
believed to be of YECHINF ioterest: or, whethar, in tha soldier's apinton, the item deserves
inftiative reporting.

o Spot reports the caplure or eacounter in the SALUTE formet through higher headquarters to the
tirat Battiefieid TECHINT element in the chain of command,

0 Coordinetes contlnued security or observation of the item untif racelpt of further iastructions.
o igentifies items requiring immediate ccreening for combat information by other supporting MI
chements. This zouid inchute C-E system items !ike cods books, radios, or technicai documents

such &5 operator manvals.

Intermediate echelons of gommand cortinue forwarding the spot reported encounter or capture to their
pupporting Battlefie!ld TECHINT alement.

The supporting Battiefiald TECHINT eiemnt receives the spot report and zompares the irformation to
reguirements and the existing data beso to see if collection i5 necessary. The element then detldes
further action and netifies the capturing unit aecordingly, The CMEC or Battleflebd TECAINT team's
options at thie peint include, but are not limited to:

0 Requesting the capturing unit fo provide furthar informatice, sush as detaiied descripiions,
sketches, photographs, or documents captured with the |rem.

o Dn-site streening or exploiting.

o Destroying the item,

9 Abandoning the item unharmed.

a TECHINT team-supervised or routine evacusting.
o Prigrity avacuating to EAC,

o Recommending turning ower inttial exploitation to other M| alsmentc, such as TAREX or
Interrogaters, tor Immadiate teetizal infermation scraening.

Figure 3-5. Sequeance of collection events,
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Disseminating

Disseminating and using
intelligence is the last and most vital
phase of the Intelligence Cycle. The
CMEC ard Battlefield TECHINT teams
rapidly disseminate both raw data and
processed intelligence of a perishable
nature to those who need it. They do
this without waiting for additional
information or processing. They input
all information obtained for further
evaluation in support of the all-scurce
intelligence product.

Following exploitation, the TECHINT
team prepares and forwards the
appropriate reports, summaries,
diagrams, photos, and samples, or the
actual piece of equipment to the CMEC
or higher headquarters. Items are
further exploited as the situation
permits.

The most frequently used
Battlefield TECHINT report is the
SAILUTE report. Information or
intelligence believed to answer the
supported commander's PIR and IR is, by
definition, information of immediate
value. All such information must be
spot reported immediately, consistent
with required security.

There is no prescribed format for
the spot report. However, it should
follow the SAIUTE format: Size,
Activity, Location, Unit, Time,
Equipment; plus a remarks paragraph for
any other PIR and IR information not
included above. The SAILUTE report is
used to notify higher commands of the
capture or identification of enemy
materiel believed to answer PIR and IR.
(See Figure 3-6.)

After initial battlefield
exploitation, the TECHINT team prepares
and forwards to the CMEC or higher

headquarters the appropriate reports

such as the Camplementary Technical
Report (COMTECHREP). The COMTECHREP
includes: summaries, diagrams, photos,
samples, or the actual piece of
equipment. Items are further exploited
as the situation permits.

After the TECHINT team finishes its
evaluation, the team arranges to have
the materiel evacuated to the CMEC.

The CMEC performs a more detailed and
time-consuming exploitation of the
materiel. When they are finished, they
submit their results in a Detailed
Technical Report (DETECHREP).

The C(MEC may also prepare a Special
Technical Report. This report provides
TECHINT input to studies and plans of
the Command G2. (See Appendix E for
these and other report formats.)

TECHINT analysts also prepare other
reports such as operator mamuals,
maintenance manuals, TECHINT Bulletins,
Tactical User Bulletins, and Technical
Document Translation Reports:

o0 Operator and maintenance manuals

are prepared the same way Army
manuals are.

The TECHINT Bulletin is a short
descriptive report on a
particular piece of equipment for
the specific purpose of
disseminating technical
information.

The Tactical User Bulletin is a
short description of how the
average soldier can operate a
piece of equipment.

The Technical Document
Translation Report is based on
translations, normally prepared
by the interrogation company's
document exploitation platoon.



SALUTE REPORT

FROM: 24 Bde/23d Div (Armd) REPORTNO: 07-0623
1. SIZE: N/A

2 ACTVITY: Capture of BTR-60

3. LOCATION: West bank of FULDA River, southwest of BEBRA (NB553476)

4. UNIT: 24 Bde/23d Div (Armd) (capturing unit)

5 TIME: TItem captured on 230230ZAug95.

6. EQUIPMENT: N/A

7. REMARKS/OTHER INFORMATION: Response to PIR #23-0016-95. Item
secured. Awaiting evacuation instructions.

Figure 3-8. Sample format for a SALUTE spot report.

3-9




The (MEC forwards copies of all
reports through the supported commander

to the next higher echelon.

BATTTEFTETD TECHNTCAT, INTELITGENCE ORGANTZATIONS

The primary elements of the Army's
Battlefield TECHINT system are the MI
Battalion (TECHINT), direct support

Battlefield TECHINT teams, and the
CMEC. Their elements, structure, and
mission are discussed below.

MI BATTALION (TECHINT)

The FMIG is the Army's only AC
TECHINT unit. The FMIG mobilizes for
war as a battalion and includes:

o A headquarters and headquarters
company .

o An analyst carpany.
o Two training detachments.

RC TECHINT elements mcbilize as
either companies or battalions.
Regardless of their size, both AC and
RC TECHINT units have the same
battlefield function.

The MI unit (TECHINT) mission is to
provide intelligence derived from the
exploitation of weapons, equipment, and

other materiel found, captured, or
acquired within the theater Army area
of operations. This includes all items
of a scientific ard technical nature.

The MI campany (TECHINT) or the
TECHINT battalion's analyst company
consists of a headquarters and the
following platoons:

o Intelligence support.

o C-E intelligence.

o NBC and medical intelligence.

'O Weapans and munitions.

o Mcbility intelligence.

DIRECT SUPPORT BATTIEFIEID TECHINT TEAMS

The EAC TECHINT battalion provides
direct support Battlefield TECHINT
teams to ECB MI units. These TECHINT
teams are mobile. They are organized
according to available resources and

TECHINT teams perform a mission
similar to, but more limited than, the
QMEC. They concentrate on the initial
identification and exploitation of CEM
and providing TECHINT assistance to the
corps or division tactical operations
center. Detailed analyses by these
teams are rare due to personnel

limitations and lack of organic
laboratory facilities.

The TECHINT battalion also provides
a TECHINT liaison team to the SDT
section of the ASAC, EACIC. This team
supports collection management and
TECHINT integration into the all-source
intelligence product.

ECB Battlefield TECHINT teams
normally have 10 analysts, 1 per each
specialty found in the (MEC. (See
Figure 3-7.)
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*/Tracked vehicle
fNBC equipment

Team leader

Analysts:

*/Wheeled vehicle

ﬂ/Aviation fire control systems flntercept and jamming equipment

{Communications equipment {Medical equipment */Antitank guided missile

{Weapon systems
ﬁ/Fire control systems

Figure 3-7. Battlefield TECHINT team composition.

CAPTURED MATERIEL EXPLOITATION CENTER

The TECHINT battalion accamplishes
its mission through a CMEC formed from
its own rescurces and augmented by
other SMEs. When augmentation includes
SMEs from other services, the OMEC
becanes a JOMEC.

The (MEC is the first real
processor of CEM. When it receives
CEM, it evaluates it to determine its
level of TECHINT interest and
importance. If an item is on the
TECHINT requirements list or if it is
of TECHINT interest, the (MEC
concentrates on exploiting the CEM for
immediate tactical or operational level
use.

The specialists in the C(MEC are
able to conduct a rapid, initial
scientific and technological analysis
of this materiel in their battlefield
laboratory. These specialists may
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include scientists and experts from
cother services, allies, and S&TI
activities.

Any immediate countermeasures,
information, or intelligence they
develop is quickly distributed to
appropriate combat, combat support, and
cambat service support battlefield
elements for immediate use. At the
same time, the (MEC quickly evacuates
the CEM to OONUS for in-depth, detailed
exploitation.

Ideally, the CMEC is located in the
theater rear near main supply routes
and air and sea ports. Regardless of
its location, it is fully equipped with
sensitive and sophisticated test
equipment. Analyst teams use this
equipment to perform more detailed and
time-consuming exploitations than
TECHINT teams can do at ECB.



The (MEC coordinates the evacuation
of captured items of special TECHINT
interest to and from the CMEC. For
items we cannot evacuate or that are of
critical interest, the (MEC task
organizes and deploys a gquick reaction
team to coordinate the evacuation or to
exploit the item on-site.

The CMEC also task organizes its
specialist assets into general support
teams to meet reguirements of echelons
without TECHINT assets. These teams
operate far forward to provide the CMEC
and the supported commander timely
screening and identification of CEM and
evaluation of battle damaged friendly

equipment.

CMEC teams provide the capturing
unit with identification and tagging
instructions so that the captured item
is properly accounted for. The teams
identify the items requiring exhaustive
exploitation and coordinate their
evacuation to the CMEC.

The CMEC and ECB Battlefield
TECHINT teams are usually staffed with
analysts capable of exploiting enemy
equipment and documents in five
functional areas: C-E, weapons and
munitions, NBC, medical, and mobility:

o C-E TECHINT is the analysis and
exploitation of foreign and
threat ccmmmlcatlons, radars,

intercept and jamming equlpnent,
and like systems, including

electro-optic and directed-energy
technology.

0 Weapons and munitions TECHINT
involves the analysis of foreign
and enemy weapons and weapon
systems, including rocket, tube
artillery, and mortar-associated
munitions and fire control

systems.

o NBC TECHINT is based on the
analysis of foreign and enemy
offensive and defensive NBC
materiel including flame
munitions and cbscurants. This
analysis determines enemy
strengths and vulnerabilities in
relation to NBC operations. (See
Apperdix H.)

0 Medical TECHINT focuses on the
identification, evaluation, and
exploitation of foreign and enemy
medical materiel and general
purpose systems modified for
medical support.

o Mcbility TECHINT exploits foreign
and enemy vehicles, engineer and
barrier crossing or breeching
equipment, materiel handling
equipment, and power generation.
Mobility TECHINT determines the
capabilities and vulnerabilities
of the enemy to maneuver combat,
canbat service, and combat
service support resources on the
battlefield.

BATTTIEFIETD TECHNICAT, INTETTIGENCE ANATYSTS

Once a TECHINT unit takes custody
of the TECHINT item, Battlefield
TECHINT exploitation begins. TECHINT
analysts and specialists use checklists
established by S&TI and Battlefield
TECHINT units to exploit each type of
enemy system or equipment for which
requirements exist.
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S&TI and Battlefield TECHINT units
develop battlefield exploitation
procedures from three sources:

o The US Army Test and Evaluation
Camand's international test
ocperation procedures.




o Coordination with S&TI analysts.
o Their own experience.

Exploitation procedures generally
are standardized; however, these
procedures are constantly updated and
condensed into many different
exploitation plans. This is based on
the type of equipment or documents
being exploited. These plans steer the
analysis process.

The materiel moves up through the
TECHINT chain (for example, from the
corps team to the theater C(MEC). As it
does, each echelon completes as much of
the exploitation procedure as
possible. The enemy's current level of
technology and our predictions about
how it will be used on the battlefield
determine which plan is used. (See
Figure 3-8.)

TECHINT units maintain procedures
ard plans for sampling, exploiting, and
handling materiel in the following
categories:

o Missile guidance.

O Missile warhead, fuze, and

propellants.

o Munitions and explosives,

including fuze and warhead
designs.

o Effects of munitions, explosives,
and weapons.

o Small arms, guns, and artillery
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of all types.

o Tracked and wheeled vehicles and
transporters.

o Different types of armor, radios,
and radar.

o Electronic warfare (EW) and
intercept and jamming equipment.

o Antenna, relay, and telephone
equipment.

o Teletypes.

o Electro-optics.

o Directed energy.

o Autamatic data processing (ADP)
hardware and software.

© NBC weapons, defense equipment,
and agents.

o Tactical aviation.
o Medical
o Mine warfare.

Although exploitation plans are
extremely useful, it is the individual
analyst who determines the actual steps
to use in each procedure. Analysis
always begins with what is, and is not,
known about the piece of equipment.

For a cawprehensive field list of
specific exploitation plans see
Appendix F.



EXPLOITATION CATEGORY
REQUIREMENTS

MOBILITY REQUIREMENTS

Track Vehicies

List of subcategories.

O

[+]
[«]

]

infantry fighting
vehicies.
Cargo/transport,
Armored personnel
carrier,

Tank chassis,
Self~prope!led
howitzer.
Self-propelied rocket
launcher. ]
Tank destroyer.
Self-propelied
antiaircrafr.

Main category requirements.

o 00D0

00000

Type of vehicle,
Engine type.
Cooling system.
Power train
description.

Brake system.
Suspension system.
Steering system.
Vehicle description.
Electrical system.
Physical dimension.

Subcategory requirements.

o]

infantry fighting
vehicle:

«~ Type of armor.
-- Armor thicknass.
~-- Maximum personnel

seating capability.

-- Firing ports
location/number,

Location of hatches.

o Cargo or transport:

-~

-~

Cargn compar tment
size.

Max imum height
carrying capability.
Max imum personnel
seating capability.
Typs of cargo
vehicle designed
for,

o Armored persaonnal
carrier:

Type of armor.

Armor thickness.

Max imum personnel
carrying capability.
Firing ports
location/number,
Location of hatches.

o Tank, howitzer, seif-
propetlled rocket
launcher or tank
destroyer:

Type of protective
armaor .,

Armor thickness.
Body design.

Number of road
wheels and support
rollers.

Turret location.
Type of track.
Location of hatchss.
Power pack location,

Figure 3-8. Example of a TECHINT analyst exploitation plan.
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CHAPTER 4
RESPONSIBILITTES
INTRODUCTION

This chapter ocutlines the varicus resourced ard responsible for
responsibilities of each staff officer  collecting and processing CEM. Yet the

or unit on the battlefield when Battlefield TECHINT system depends on
supporting the overall Battlefield many other units to work properly, like
TECHINT effort. cambat units that capture and the
transportation units that evacuate
Battlefield TECHINT elements are items of TECHINT interest.
STAFF OFFICERS

This section describes the dissemination. From the G1 to the G5,
responsibilities and duties of every staff officer contributes in some
coordinating staff officers, as these way to the successful production and
duties relate to TECHINT direction, use of TECHINT.

collection, processing, and
ASSISTANT CHIEF OF STAFF, Gl, PERSONNEL

The Gl is the principal staff and technical documents.
officer for the cammander on all
matters concerning human resources. o Directing the command surgeon in
The Gl's involvement in the Battlefield captured medical supply
TECHINT effort is a result of his or disposition and medical
her primary coordinating staff intelligence responsibilities

responsibilities for—
o Identifying and coordinating with-

o Planning and handling EPW the G3 on assigning special duty
evacuation and imprisorment. The persomnel as OMEC translators and
prisoner evacuation channel is SMEs.

one of the richest sources of CEE

ASSISTANT CHIEF OF STAFF, G2, INTELLIGENCE

; The G2 is the principal staff with technical or scientific
officer for the commander on all MI expertise; and exploiting :
matters and, as such, has primary captured technical documents and
responsibility for the cammand's equipment.
Battlefield TECHINT effort. The G2's
primary Battlefield TECHINT o Supervising Battlefield TECHINT
responsibilities include, but are not planning, directing, processing,
limited to: and disseminating.
© Supervising the TECHINT program, o Exercising staff supervision over
including: interrogation of the CMEC or attached Battlefield
captured and detained persons TECHINT team operations.
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o Coordinating Battlefield TECHINT
collection taskings, with the G3,
MI, MP, NBC, BEOD, ard other
cambat and combat support units.

o Supervising CMEC's preparation of
instructions to units capturing
enemy materiel.

o Supervising CMEC's coordination
of captured medical materiel
exploitation, evacuation, and
disposition with the cammand
surgeon.

o Coordinating CEM evacuation with
the G4. This includes

coordinating transportation
priorities, disposition, and
opportunities to screen CEM in
logistic channels.

o0 Coordinating with the G5 the
screening of materiel obtained
fram local nationals, displaced
persons, and civilian detainees.

o0 Coordinating with the Staff Judge
Advocate (SJA) to ensure
campliance with the Geneva
Conventions regarding
exploitation of captured
personnel and materiel.

ASSISTANT CHIEF OF STAFF, G3, OPERATIONS

The G3 is the principal staff
officer for the cammander in matters
concerning operations, plans,
organization, ard training. The G3's
involvement in the Battlefield TECHINT
effort is a result of his or her
primary staff responsibilities. As
they relate to Battlefield TECHINT,
these responsibilities include:

o Exercising primary staff
responsibility over the aviation
officer, chemical officer,
engineer officer, fire support
coordinator, and the provost
marshal (PM).

(o} Preparn.ng, coordinating, and
publishing the cammand SOP and

operation plans and orders. This
includes instructions for
handling CEM, such as collection,
reporting, exploitation,
evacuation, and disposition.

o Reviewing subordinate command

SOPs, plans, ard orders to ensure
provisions for Battlefield
TECHINT are included.

o Incorporating TECHINT into
current and future operations and
plans.

o Assigning, attaching, and
detaching Battlefield TECHINT
assets to subordinate and
adjacent commands.

o Assigning Battlefield TECHINT
collection missions to
'subordinate elements of the
commard.

© Recamending to the conmander our
own use of CEM. This includes
who the materiel should be
allocated to, such as guerrillas
or other local national forces.

o Training our trocps in the safe
disposition and use of CEM.

(



ASSISTANT CHIEF OF STAFF, G4, LOGISTICS

The G4 is the principal staff
officer for the commander in matters
concerning supply, maintenance,
transportation, and services. As the
logistic planner, the G4 has a vital
coordination function essential to the
TECHINT system. This includes—-

o Exercising primary staff
responsibility over the EOD
officer and the transportation
officer.

o Coordinating with the support
comand camander, who is
responsible for logistic support
operations; and the G3 for
support of Battlefield TECHINT
collection operations.

0 Coordinating and developing
cammand policy for the evacuation

and disposition of captured
materiel.

o Recommending to the G3 the main

supply route and hence the main
evacuation route of captured
enemy perscnnel and materiel.

Supervising the establishment and
coordinating the cperation of CEM
collection points in the unit
support area.

Planning and coordinating the
construction of the CMEC
laboratory and operation
facilities.

Ensuring inventory and storage
location records are properly
maintained and are reported
through materiel management
centers (MMC) channels.

Recammending policies and
procedures for the use of
captured nonintelligence-value
equipment; and providing
technical staff assistance to the
camand's MI unit.

ASSISTANT CHIEF OF STAFF, G5, CIVIL AFFAIRS

The G5 is the cammander's principal
staff officer in all matters concerning
civilians and their impact on military
operations. This includes the
political, econcomic, and social effects
of military operations on civilian
personnel. The G5's involvement in the
Battlefield TECHINT effort is a result
of his or her primary coordinating
staff responsibilities for civilian
liaison and CA. These responsibilities
include:

o Supervising CA functions of the
comand regarding care and
handling of displaced persons,
refugees, ard any incidental

foreign scientific or technical
materiel CA perscnnel may secure.

o Ensuring inclusion of TECHINT

collection and notification
procedures in all CA operaticnal
SOPs, plans, and orders.

© Coordinating with the command's

Battlefield TECHINT unit the
screening, exploitation, and
evacuation of any CA-secured
foreign materiel or CEM.

o Coordinating with the G2 and G4

the return of CEM to the civilian
populace.



SPECTAL STAFF OFFICERS
Because TECHINT covers such a broad battlefield, the following special
spectrum of disciplines, activities, staff officers also play an important
arnd operations performed on the role in Battlefield TECHINT.
AVIATION OFFICER

The aviation officer is responsible ard transportation personnel for air
for coordinating with staff movement evacuations of CEM.

CHEMICAL OFFICER
The chemical officer is responsible troops in support of Battlefield
for advising the commander on NBC TECHINT teams, analysis, and collection
intelligence matters. This officer operations.
recoammends enployment of chemical

ENGINEER OFFICER

The command ergineer officer is and survivability characteristics of
responsible for engineer planning and enemy weapon systems into these plans
construction. The command engineer ard operations. The command engineer
muist incorporate Battlefield TECHINT is also responsible for construction

analyses and studies regarding mobility support to (MEC activities.

EXPIOSTVE ORDNANCE DISPOSAL OFFICER

The EOD officer is responsible for In Battlefield TECHINT, the EOD
supervising the EOD unit's technical officer has specific responsibility for
and training activities. The EOD establishing, operating, and
officer exercises cperational control supervising TECHINT reporting
over assigned or attached EOD units. procedures.

PROVOST MARSHAL

The PM is responsible for MP evacuation route and for TECHINT
support to all command operations. The facilities when tasked by the G3.
M, depending on echelon, either
commands the MP headquarters or o Accounting for and evacuating
exercises operaticnal control over all EPWs and associated captured
assigned or supporting MP units. The documents and equipment.

M's relationship to Battlefield

TECHINT is extensive. The PM's o Establishing procedures to ensure

responsibilities for planning and MPs identify, confiscate, report,

supervising include: and turn over to MI personnel new
or unidentified equipment and

o Providing security for designated technical documents discovered

units, facilities, and convoys, incidental to EFW handling
including CEM, aleng the operations.



OOMMANDER, MI BATTALION (TECHINT)

The battalion commander (TECHINT)
is responsible for Battlefield TECHINT

support to all cammand operations.

This commander serves as the theater

camander's TECHINT adviser. This

battalion is subordinate to the theater

MI brigade and performs all
coordination through the MI brigade
camander.

In peacetime, the AC TECHINT

battalion caomander directs the FMIG at

Aberdeen Proving Ground. In wartime,

the battalion commander directs the

CMEC. The Battlefield TECHINT mission
is accomplished through a CMEC formed

from resources of the battalion

commander's subordinate TECHINT analyst

conmpany, the headquarters and

headquarters campany, and other SMEs.

(See Chapter 3.)

The TECHINT battalion commander's
specific responsibilities for planning

and supervising include:

o Producing TECHINT by exploiting

CEE and technical documents.

0 Organizing TECHINT teams from

CMEC assets to support tactical
camands.

o Supervising the implementation of
MI brigade policies and
directives as they pertain to the
theater's TECHINT effort.

o Recamending theater souvenir and
war trophy policy.

o0 Coordinating the TECHINT training
program with the G2/G3.

o Requesting technical document
translation support from the MI
brigade commander.

o Coordinating Air Force, Navy,
S&TI, and foreign TECHINT
operations within the MI
brigade's area of operations.

o0 Coordinating CA participation in
the Battlefield TECHINT system.

o Coordinating priority shipment
authority with the transportation
officer for large or unusual
items.

COMMAND SURGEON

The command surgeon advises and
assists the cammander on medical
matters. The command surgeon has
extensive responsibilities to the

Battlefield TECHINT system, including:

o Using TECHINT analyses when

advising the commander on medical
effects of the enviromment and

NBC weapons on personnel.

o Developing procedures to confirm

or deny enemy use of NBC.
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o Using medical intelligence to
examine and process captured
medical supplies and equipment.
This includes planning and
coordinating the use of medical
laboratories and personnel to
assist in analysis by Battlefield
TECHINT elements.

o Recommending medically related
PIR ard IR to the G2.



o Recommending use of captured
medical supplies in support of
EPWs and local natiocnals. This
includes ensuring no usable
captured medical supplies are
ever destroyed.

© Analyzing bioclogical warfare
agent specimens collected on the
battlefield. With the G2/G3,
coordinating countermeasures,
quarantine recamendations, and
other appropriate actions to
safequard friendly forces.

UNITS AND ORGANIZATTONS

This section describes the
responsibilities and duties of specific
organizations and units on the

‘battlefield. These responsibilities
relate to TECHINT collection and the
overall Battlefield TECHINT system.

CAPTURED MATERTEL EXPLOITATION CENTER

The C(MEC's primary function is
processing CEM into combat information
and TECHINT. The (MEC is organized
around the Theater MI Brigade's TECHINT
Battalion; it is also augmented from
other SMEs. When augmented by experts
from other services, it becomes a
Joint CMEC or JOMEC. When augmented by
experts from other nations it becomes a
caombined C(MEC or CCMEC. Regardless of
the command or echelon it supports, it
has the same capabilities. The CMEC—

o Exploits CEE and technical
documents.

o Analyzes friendly weapon systems
damaged in battle.

o Produces TECHINT reports, that
include countermeasures, for
tactical commanders.

o Provides studies, operational
plans and orders, maps, and
special reports to disseminate
the MEC findings.

o Provides render safe procedures
(RSP) to cambat units for fourd
or captured enemy munitions and
weapon systems.

© Coordinates the safe handling and
evacuation of CEM with EOD
elements.

o Coordinates subordinate
Battlefield TECHINT team
supervision of evacuation of
special-interest CEM from ECB to
theater.

o Supervises evacuation of CEM from
theater to OONUS.

o Coordinates with the joint
interrogation center the
selection of EPWs for TECHINT
exploitation.

o Provides accountability for
captured enemy documents and
equipment within the theater
TECHINT system.

o Provides CEM disposal
instructions to tactical
comanders.

o Maintains TECHINT data files.

o Maintains S&TT and Battlefield
TECHINT PIR and IR.
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CAPTURING UNITS

Combat units are usually the first
to encounter new or modified enemy
materiel. However, other units such as
engineers, NBC teams, and logistic
units may also encounter or capture
such materiel. With this materiel
often cames operating instructions and
other technical documents. The
intelligence officer at each echelon
must coordinate with G3/S3 regarding
TECHINT and captured or encountered
enemy materiel. Together, they
establish unit security, render-safe,
reporting, and dissemination
procedures.

If possible, capturing units must
strive not to destroy TECHINT materiel
known or believed to answer PIR ard IR
(including unidentified or new items)
before receiving disposition
instructions. Captured enemy
equipment, docauments, and logistic
camplexes must be promptly safeguarded
and reported through intelligence
channels. Captured items known or
believed to answer PIR and IR will be
SAIUTE reported through higher command
to the first Battlefield TECHINT
element.

MI Unit

The MI unit is especially
responsive to specific requests for
TECHINT. The MI unit's activities and
operations often result in incidental
discovery or acquisition of Battlefield
TECHINT materiel. Such activities
include interrogation, CI, document
exploitation, imagery interpretation,
EW, and umanned aerial vehicle
operations.

All MI units are responsible for
establishing SOPs for handling,
screening, and reporting
TECHINT-related items encountered
incidental to organizational
activities. See Figure 4-1 for
examples of items requiring immediate
MI screening; this list is not all
inclusive.

o Code books
o C-Eoperation instructions
o Cryptographicdata

o Encrypted items

ITEMS RELATING TO ENEMY C-E SYSTEMS

[e]

Frequency tables

e}

C-E standing instructions

[e]

Cryptographicitems
C-Ehardware or software

[¢)

Figure 4-1. Examples of materiel, including documents and equipment,
requiring immediate Mi screening.

Special Operations Forces

Special operations forces consist
of special forces and ranger units,

psychological cperations (PSYOP) teams,
and CA elements.
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Special forces and ranger units. These
forces usually operate deep in enemy

controlled areas. This means they are
generally the first to discover,
identify, and provide information on a
variety of TECHINT-related equipment, -
documents, or facilities. They can
provide—

o New or previously unacquired
materiel.

o lLocations of enemy materiel.
o Other technical data.

Psychological operations teams. PSYOP
personnel support theater, corps, arnd
division. Historically, PSYOP has
supported TECHINT collection through
creative PSYOP operations designed to
secure TECHINT-related materiel,

equipment, information, or personnel.

An example of a successful PSYOP
operation comes from the Korean War:
We paid $100,000 to a North Korean
pilot for flying his soviet MIG to the
south, after broadcasting the MIG
bounty by leaflet and radio. The
benefits were enormous. The communists
grounded all MIG flights for eight
days; and getting the MIG turned out to
be a TECHINT windfall.

A PSYOP operation specifically

designed to provide TECHINT occurred
during the Vietnam War: A PSYOP
campaign encouraged enemy soldiers to
surrender with their weapons and
equipment intact; rewards were offered
and paid to Viet Cong and North
Vietnamese Army troops who did this.

This type of campaign not only
reduced the number of weapons available
to the enemy but also provided a
continucus source of materiel for
exploitation by the MEC.

Civil affairs elements. These elements
provide support to tactical and
operational commanders by coordinating
liaison between military forces, civil
authorities, and area of operations
personnel. CA support to the
Battlefield TECHINT system includes:

o Providing SMEs to assist in the
TECHINT analysis of food and
agriculture; public
commmnications, health,
transportation, and supply;
public works and utilities; and
centers of commerce and industry.

o0 Securing TECHINT-related materiel
and foreign experts having CA
wartime responsibility for civil
administration and refugee
handling.

Engineer Topographic and Terrain Unit

These units are responsible for
collecting, evaluating, and
disseminating topographic information
and terrain intelligence. They
normally function at theater, corps,
and division levels. TECHINT units use

engineer topographic and terrain
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products to support TECHINT collection
planning. Engineers also support
analysis and exploitation of foreign
equipment and technical documents when
this materiel is within their field of
expertise.



Military Police

MPs coperate throughout the theater
of operations providing route security
and EPW handling and evacuation. They
often confiscate foreign equipment and
documents from EPWs. MPs follow
specific procedures for notifying MI
personnel of equipment or documents of
intelligence interest discovered
incidental to EPW handling cperations.

If not done previocusly, MPs mark or

tag all enemy materiel and personnel in
their custody. Since EPWs and materiel

may become separated, MPs use a
three-part capture tag to clearly
identify which prisoner the captured
materiel came fram. Accurate
identification on the capture tag helps
TECHINT analysts and interrogators
match materiel with associated EPWs.
It also makes it easier to return
certain property to the EPW. Figure
A-5 shows the front and back of a
captured enemy equipment tag; Figure
A-6 shows the front and back of an EPW

capture tag.

Nuclear, Biological, and Chemical Reconnaissance Team

NBC reconnaissance teams locate,
identify, and mark contaminated areas.
They collect, identify, and evacuate
suspected samples of nuclear materials
and chemical and biological (CB)
warfare agents. This function is an
important supplement to normal TECHINT
unit

collection capabilities. Collection,
handling, storage, and shipment of
these samples must be done using SOPs
developed in a coordinated effort
between the command surgeon, the staff
NBC officer, and the staff intelligence
officer.

Medical Unit

Cambat zone and cammunications zone
medical support units are capable of
giving specialized medical, laboratory,
ard medical intelligence assistance to
TECHINT and other MI disciplines.

The medical unit's 82/53
coordinates this assistance to MI.
Some exanples of the types of
assistance medical units can provide
are in Figure 4-2.

Explosive Ordnance Disposal

One of the most critical, yet
deadly, sources of TECHINT on the
battlefield is explosive ordnance. To
safely exploit this source, EOD units
provide specially trained personnel to
support TECHINT teams and units in the
area of operations.

EOD personnel examine existing
reports and prepare reports on new and
urusual items of explosive ordnance for

TECHINT purposes.

TECHINT personnel should be
familiar with EOD activities and

responsibilities, as described in AR
75-15. Foreign explosive ordnance is
extremely important to TECHINT
analysts., TECHINT personnel must
coordinate closely with EOD personnel
for proper disposal and evacuation of
explosive ordnance.

ONLY ECD PERSONNEL DO THE ACTUAL
HANDLING OF EXPLOSIVE CRDNANCE.
Conversely, EOD units must notify
TECHINT perscnnel of the types and
locations of foreign equipment and
munitions they encounter. See
C for more information on EOD units.
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TYPES OF MEDICAL INTELLIGENCE ASSISTANCE
o Assessing health of friendly and enemy soldiers and its impact on
nmilitary operations.
o Investigating, assessing, and reporting suspicious outbreaks of
disease or unexplainable illness.

o Analyzing suspected biological warfare agent samples and
biological specimens from possible victims (human or animal).

o Identifying potential health-related vulnerabilities of friendly
or enemy forces.

o Integrating medical intelligence and medical Threat into the IPB
or Threat all-source intelligence product.

o Providing special handling and storage for captured controlled
drugs and other pilferable medical materiel.

o Providing limited laboratory analysis of unidentified captured
drugs, pharmaceuticals, and bioclogical campounds so they can be
identified, if possible.

Figure 4-2. Types of medical intelligence support available on the battlefield.
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THIS APPENDIX COMPLIES WITH STANAG 2014, EDITION 5.

AFPPENDIX A
EXAMPLES OF EXTRACTS FROM A THEATER ARMY INTELLIGENCE ANNEX

INTRODUCTION
This apperdix provides examples of  TECHINT-related Tabs A, B, and C. It
an intelligence annex, a TECHINT also contains an example of a CEE tag
apperdix to that anmnex, and and a prisoner of war tag.

THE THEATER ARMY INTELLIGENCE ANNEX

Figure A~-1 shows input for TECHINT the Theater Army headquarters.
operations. This annex is tailored for

1. SUMMARY OF ENEMY SITUATION.

2. INTELLIGENCE REQUIREMENTS.
a. PIR:

(1) Is the enemy locating and destroying our tanks in limited
visibility? If so, how can we counter this?

(2) Unusual or unexplained damage to US equipment and materiel.

(3) Unexpected defensive and or offensive capabilities of enemy

pment.
b. IR: What are the capabilities and or limitations of the AT-8
ATGM?

3. INTELLIGENCE AQQUISITION TASKS.
a. General. Capture of any enemy materiel will be immediately
reported through intelligence chammels IAW priorities described below.
(1) 15th Corps. Priority of collection on foreign equipment is
T-64B, AT-8, ard Sa-13.
(2) 235th Corps. Priority of collection on foreign equipment is
BTR-70, BMP-1, and individual protective vest (body armor).
(3) 23d MI Bde (EAC).
(a) 1st Bn.
() 2d Bn.
(¢) 3d Bn.
1 One TECHINT team and a TECHINT support element to
operate within each corps area, attached to each corps MI Bde (for

support only).
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Figure A-1. Example of an extract from a Theater Army Intelligence Annex.
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2 Screem_ng and exploitation of captured materiel IAW
priorities described in Appendix A, TECHINT.
3 Fully integrate TECHINT operations and teams with

both IPW and TAREX operations.

4. MEASURES FOR HANDLING PERSONNEL, DOCUMENTS, AND MATERTEL.
a. Personnel.
b. Documents.
Cc. Materiel.

(1) All materiel will be reported IAW procedures and priorities
described in Appendix A, TECHINT.

(2) All materiel will be evacuated to the nearest collection
point and held for TECHINT screening IAW Appendix A, TECHINT.

(3) Items designated by TECHINT personnel as possessing
intelligence value will be evacuated to destinations designated by
TECHINT personnel IAW priorities described in Appendix A, TECHINT.

(4) No materiel will be diverted for other uses until screened
ard released by TECHINT personnel.

50
6.

7. REPORTS AND DISTRIBUTION.  All equipment-related intelligence
SAIUTE and IPW reports will include the CMEC as an INFO addressee. -

Figure A-1. Example of an extract from a Theater Army
Intelligence Annex (continued).
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THEATER ARMY TECHNTICAT, INTETI.IGENCE APPENDIX

Figure A-2 is an example of a reported, and disposed of. This
theater Army TECHINT appendix. It appendix is tailored for theater Army.
shows how CEM must be handled,

APPENDIX A, TECHINT, to ANNEX A, Intelligence, to OPLAN/OFORD _
H, ___.

Reference: Map, series, ..e.es..
Time zone used throughout this plan or order:

1. PURPOSE. This apperdix establishes policy and prescribes
responsibilities and procedures for the proper handling, reporting,
intelligence exploitation, and disposition of CEM.

2. FPOLICY.
a. The theater captured materiel exploitation program is controlled
ard directed by the G2.

b. Exploitation activities are carried out by the CMEC which is
formed around the ___ MI Battalion (TECHINT) which is attached to .
c. The G2 exercises staff responsibility over the intelligence
exploitation of captured materiel throughout the area of operations and
establishes requirements for evacuation of specific items to CONUS for
further exploitation.
d. The G3—

(1) In coordination with the G2, approves requests and assigns
priorities for issue of CEM to US units engaged in special missions or
training based on the following prioritized uses of captured materiel:

(a) Intelligence.

(b) Special operations forces.

(c) Operatiocnal purposes.

(d) Issue to friendly forces.

(e) Intermal defense.

(f) As substitutes or supplements to US equipment.

(2) Coordinates provision of EOD support, as required, in the
exploitation of captured materiel IAW AR 75-15 and to fill
requirements stated by the G2.

1% 1 AN

Figure A-2. Example of a TECHINT Appendix to
an Intelligence Annex.
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e. The G4 supervises the movement to the CMEC and CONUS of CEM
determined to be of intelligence value. The G4 supervises disposition
of surplus CEM as well as recaptured US materiel.

f. The SJA provides legal guidance concerning the disposition of
certain categories of enemy materiel, structures, and facilities.

g. The OMEC conducts and coordinates the exploitation of captured
materiel within the command. The G2 reguests support from Naval and
Air Force camponents when captured materiel includes enemy naval and
aerodynamic systems and materiel. In addition, the CMEC—

(1) Examines, evaluates, and classifies CEM.

(2) Prepares and disseminates TECHINT reports, summaries, and
analyses.

(3) Receives and processes validated intelligence requirements
for items of enemy materiel.

(4) Participates in technical interrogations of EPW and assists
in the captured enemy technical documents screening process.

(5) Integrates the exploitation of specified items with TAREX
elements.

(6) Deploys TECHINT teams forward into corps areas to conduct
preliminary screening of evacuated materiel and to respond to targets
of opportunity that cannot be processed in a normal manner.

(7) Deploys TECHINT liaison elements to the J2 or theater G2
intelligence centers, interrogation facilities, and the Surgeon General
to provide assistance in collecting, planning, coordinating, and
managing TECHINT operations.

h. Subordinate commands—

(1) Designate and supervise the operation of collection points in
each area's support command where forces operating in the area evacuate
captured materiel.

(2) Designate and operate logistic facilities in each area's
support command to receive, store, issue, and dispose of excess captured
materiel.

(3) Designate and operate ammunition storage areas where captured
ammunition and explosive items can be stocked.

(4) Provide any necessary logistic support to evacuate captured
materiel needed for intelligence, operational, or other purposes.

i. The cammander of Naval Forces and the commander of Air Force
Forces provide a minimm of two liaison personnel each to the QMEC.
These people coordinate exploitation requirements, exploitation
of enemy naval and aerodynamic systems, and other support.

2% % 4%

Figure A-2. Example of a TECHINT Appendix to an
Intelligence Annex (continued).
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3. PROCEDURES.

a. The following general procedures will be followed when handling
and processing captured materiel.

(1) The recovery and evacuation of CEM is a command responsibility
at all levels. The prescribed method of evacuation is through normal
logistic channels and IAW priorities established in this appendix and
TAB A to this appendix.

(2) Enemy materiel captured by US military personnel is the
property of the United States and must be protected from pilferage,
cannibalization, and souvenir hunters. Commanders at all levels will
provide adequate security for captured materiel until it has been
screened by TECHINT personnel.

(3) The collection operations management system cbjectives
and subobjectives are shown in TAB A. This list itemizes enemy materiel
that intelligence agencies need. When items listed in TAB A or any of
its updates are captured or otherwise obtained, commanders will ensure
this is reported through intelligence channels to the G2. They will
also ensure materiel is evacuated for intelligence exploitation.

(a) Report the capture of items listed in TAB A by at least
IMMEDIATE precedence through intelligence channels to the G2;

INFO the CMEC. Evacuate these items expeditiously to at least the
supporting DISOOM collection point to await further disposition
instructions from the G2.

(b) Report the capture of standard types of foreign materiel
that have been apparently modified or changed in some way, as above, at
a PRIORITY precedence. Evacuate these items to COSCOM collection points
by available backhaul capabilities on a PRIORITY basis. Hold eguipment
for further disposition instructions.

(c) Report the capture of other items of enemy materiel
as above at a ROUTINE precedence. Evacuate these items to QOSCOM
collection points by available backhaul capabilities on a space-
available basis. Hold eguipment at the collection point until
released by TECHINT personnel.

(d) The theater G2 will be the focal point for coordinating
the evacuation of key items of intelligence interest to CONUS for
strategic level exploitation.

(4) The exploitation of CEM below division and separate brigade
level is limited.

(a) The primary responsibility at this level is to recover
and evacuate enemy materiel from the capture location to the nearest
maintenance collection point; except for food and medical supplies.
These supplies are handled through Class V and VIII supply channels.

-y 4 A

Figure A-2. Example of a TECHINT Appendix to an
intelligence Annex (continued).
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(b) Significant items of materiel that cannot be evacuated,
either because of the tactical situation or due to their size, will be
left in place and reported immediately.

(5) At division and separate brigade level, intelligence and
operations personnel exploit captured materiel to the extent necessary to
determine its immediate tactical significance. Exploitation at this
level does not replace the need for detailed evaluation and analysis
by technical specialists fram the C(MEC. For this reason, significant
items of captured materiel must be evacuated pramptly.

(6) CMEC TECHINT teams screen and field-exploit captured
materiel. These teams normally operate in the corps and division support
areas under the command of the (MEC. Exploitation functions are
normally carried out at the corps support area collection points.

(a) These teams select items of intelligence interest or
items needed to meet other CMEC requirements. They evacuate these items
to the QMEC or to a designated location, by collection point personnel
through logistic channels.

(b) Capturedmaterlelmtrequlrednaybereleasedtothe
collection point commander for disposition IAW service department
regulations and theater G4 instructions.

(7) Selected captured materiel evacuated to the QMEC is subjected
to detailed examination and evaluation to—

(a) Determine Threat performance capabilities, and the
limitations of enemy materiel.

(b) Produce information that military countermeasures can be
developed from.

(c) Provide input on a continuous basis to the strategic,
integrated S&TI program IAW with DIA and theater policies.

b. Materiel requiring special harmdling.

(1) C-E equipment. The supporting MI unit screens all captured
materiel in this category. Do not change dial settings and frequencies
before this materiel is screened. After screening, evacuate this
materiel to corps support area collection points for screening by
TECHINT and other specialized personnel.

(2) Ammunition and explosives. The camplete recovery and
expeditious evacuation of enemy ammmnition and components are essential.
The identification of known or new enemy weapon systems and the threat
posed by each must be made as soon as possible. IAW AR 75-15, EOD teams
are also responsible for preparing PRETECHREPs on first-time-seen
enemy ammunition and explosives. EOD teams are also responsible for
prepanngcca\ﬂECEREPs Ihlsmbecauseﬂxerearemternlghmm
personnel trained in EOD.

(3) Medical materiel. Medical materiel will not, under any
circumstance, be destroyed. It will be left in place if it cannot be
evacuated. It will be handled IAW normal Class VIII procedures.

(4) Significant items. All items in TAB A receive special
handling as described in paragraph 3a(3) (a), above.

/Y ' 1 A

Figure A-2. Example of a TECHINT Appendix to an
intelligence Annex (continued).
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(5) Technical documents. Captured or recovered technical
documents such as gun books, logbocks, packing slips, firing tables, and
equipment maruals are normally evacuated with the piece of equipment
along captured persomnel evacuations chamnels. If the tactical
situation does not permit the materiel to be evacuated, forward the
document to the (MEC and include an equipment description.

C. War trophies. No item is authorized for retention as a war trophy
or souvenir without commander's approval.

d. Requirements.
(1) DIA levies strateglc intelligence requirements for enemy
materiel. Submit in-theater intelligence requirements for enemy materiel
through intelligence channels to the G2.

(2) Submit in-theater, operational, and training i
to the G3 for review, approval, ard assigrmment of priority for
issue.

e. Disposition.

(1) Items required in support of operational requirements or for
distribution to host-country forces are separately designated by the G3.
See TAB B to this Apperdix for the current list.

(2) Items that have no intelligence value or that we have no
cperational need for is inv'entoried, reported through logistic channels
to the G4, and retained in desn.gnated collection points for dlsposn.tion.

f£. Destruction. Captured materiel, excluding medical items, is
destroyed only when capture is mmmen’c or if materiel is declared
hazardous to soldier safety by EOD or TECHINT personnel. When materiel
needs to be destxroyed, record all factory markings and take photographs
first; then destroy the materiel.

E:E( Signed)

OFFICIAL:

TABS:

A - Specific TECHINT collection requirements.

B - Items for screening and release for operatlonal purposes.
C -~ Foreign materiel capture tag.

Figure A-2. Example of a TECHINT Appendix to an
Intelligence Annex (continued).
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Figure A3 i1s an exarple of a Tab A  specific TECHINT collecticn
to a TECHINT 2ppendix, This tab covers  recuirvements.

Tab A to Appendix _, TECHINT, to Annex _ , Intelligence, to the
PIAN/ORORD . HQ, .

PRTICRITIZED:

1. Mmhmmanymmsystmﬁiﬁap;arentlyha‘ma
greater offenslve or defensive capability than previcusly believed.

2. Any friendly squipment or pecple that have received unexplained
battle damage or injuries.

3. Any unknown or unidentifiable piece of enemy eguipment.

4. Bpecific squipment iteme are listed umder the following or
additional cateqories.

a. Ch/Be/maclear.

B, EW.

c, lasers.

d., Antitark weapens,

e, Amored vehicles,

f. Aamandtion.

g. Helicooters,

h, artillery.

i. Tactical air defence.
3. Improved surveillance techniques and equipment.
k. Tactical aDP.

1. ERBEMs,
m. Coobat engineer.
n, Medical.

5. These same items are collected for the Ady Force and the Navy.

Figurs A-3. Example of a Tab A to 3 TECHINT Appendix of
aninteliigence Annex.
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Figure A-4 is an example of a Tab B disposition instructions for items of
to a TECHINT appendix of an no TECHINT interest.
Intelligence Annex. It shows

Tab B to Appendix ___ TECHINT, to Annex ___, Intelligence, of
OPLAN/OPORD __, HQ __ .

Once screened by TECHINT personnel, the following items or types of
items will be released for operational uses or distribution to local
strategic forces as determined by the J3. TECHINT personnel will
notify the J3 of the type equipment, quantity, location, and time of
release. The collection point commander will notify servicing MMC and
request disposition instructions.*

0 Small arms.

o Artillery.

o Armored vehicles.

o Antiaircraft artillery.

o Ammunition.

*Lists and categories of actual items of equipment are determined by
the G3.

Figure A-4. An Example of a Tab B to a TECHINT Appendix of
an intelligence Annex.
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CAPTURED ENEMY BQUTPMENT TAG

Figure A-5 is an example of the Appendix to the Intelligence Annex of
front and reverse sides of a CEE tag. the Operations Plan or Operations
It is used as a tab to the TECHINT Order.

®

TO BE AFFIXED TO TECH INTEL USE

CAPTURED ENEMY EQUIPMENT
ONLY

DO NOT DISTURB

NOMENCLATURE: TIME OF RECEIPT:

SERIAL' NO:
DATE/PLACE CAPTURED:

DATE OF RECEIPT:

INSPECTED BY:

NAME RANK

"CAPTURING UNITL
QUANTITY:

il DISPOSITION:

SBELOW FOR USE BY TECH INTEL
UNITS ONLY

= NOTICE =
[-—] [°%]
EQUIPMENT 1S BEING HELD

™ FOR: N E DO NOT DISTURB
- ANALYSIS &=
= UTILIZATION = THIS EQUIPMENT
. [*-]

DESTRUCTION )
- «||  PROPERTY U.S. GOVERNMENT
S BY AUTHORITY OF THE JOINT =
™ e
S U.S. FORCES COMMANDER. =|| PERSONNEL TAMPERING WITH
= a-
T sianatune PRINTED NAME § THIS EQUIPMENT WILL BE
p—

e B SUBJECT TO PROSECUTION UNDER

DO NOT DISTURB || sarticLe 103,u"MJ

Figure A-5. Front and reverse sides of captured enemy equipment tag.
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PRISONER OF WAR CAPTURE TAG

Figure A-6 is an example of the of war capture tag.
front and reverse sides of a prisoner

A N

DATE OF CAPTURE
t Search Thoroughly

}
NAME | }
SERIAL NUMBER \ { )
RANK | ) Tag Correctly g
DATE OF BIRTH y { )
s : Report immediately

LOCATION OF CAPTURE | i { i

CAPTURING UNIT | ) Evacuate Rapidly
SPECIAL CIRCUMSTANCES OF CAPTURE { y
t i
Segregate by Category
{ }
f
WCAPONS/DOCUMENTS | . tSaieguard st D)ange FEsaaps

P W

FORWARD YO UNIT
{
DATE OF CAPTURE
NAME {
SERIAL NUMBER
RANK {
DATE OF BIRTH
UNIT |
LOCATION OF CAPTURE |

CAPTURING UNIT | )
SPECIAL CIRCUMSTANCES OF CAPTURE

{

AH

WEAPONS/DOCUMENTS |

M arrace o TEM b=
{ i
g DATE OF CAPTURE | i Z
NAME | ! il
f=| scmiaLnuMBER | } E
) RaNK )
»=| DATE OF BIRTH { } ?_"‘
Q uNIT | }
LOCATION OF CAPTURE | 1:)
[ G
DESCRIPTION OF WEAPONS/DOCUMENTS
Ol ) i
= wi
i ]
Of OOCUMENT AND o WEAPONS CARD T
Q (3 ) { } j -
FADNT STANAG 2Tt
(=
P2 yoC-18 NATO UNCLASSIFIED

Figure A-6. Front and reverse sides of a prisoner of war tag.
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THIS APPENDIX IMPLEMENTS STANAG 2084, EDITION 5.

APPENDIX B

TYPES OF ENEMY EQUIPMENT AND DOCUMENTS COLILECTED AND
EXAMINED BY TECHNICAL INTELLIGENCE TEAMS

INTRODUCTTON

TECHINT teams are interested mainly the types of materiel, by branch of
in new equipment or equipment under service, that are considered
development. This appendix provides a significant.
series of figures that contain lists of

TYPES OF BEQUTPMENT

Figure B-1 shows Threat ground TECHINT interest.
systems and subsystems of possible

ARMY MATERTEL

O Guided missiles.

o Ammunition: all types including mines, demolitions, pyrotechnics,
chemical, and chscurants.

o Infantry weapons.

0 Sabotage equipment.

o Armored fighting vehicles.

o Military vehicles, excluding armored fighting vehicles.

o Artillery, including antitank, antiaircraft and field rocket
weapons, and guided missile launching systems.

o Engineering: amphibious and river crossing equipment.

o Communication equipment and non-C-E equipment, including
surveillance, target acquisition, and night cbservation aids.

o Airborne equipment.

o Special weapons: NBC warfare equipment, flame and incendiary
weapons, smoke and obscurants, and equipment for dispersion
of CB warfare agents and protective devices.

o Miscellaneous materiel:

-- Camouflage equipment.
-— Clothing and personal equipment.
-— Medical equipment
-— Rations.
o laser weaponry and eguipment.
o Computer and associated equipment.

This list is not all-inclusive nor does it indicate collection
priorities.

Figure B-1. Types of Army materiel of TECHINT interest.
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Figure B-2 shows Threat airborne TECHINT interest.
systems and equipment of possible

ATR FORCE MATERTEL

o Aircraft, airframe, and power plant.

o Airborne armament and ammunition, bamb sights, gun sights,
photographic and other sensors and associated equipment, and
antisubmarine warfare airborne equipment (detection and weapon
systens) .

o Airborne C-E equipment.

o Airborne EM equipment.

o Airborne sea mine countermeasures.

o Miscellanecus airborne equipment, including instruments and
controls, dinghies, parachutes and cother safety equipment.

o0 Grourd equipment and installations.

o Fuels, lubricants, greases, and propellants.

o Guided missiles and associated equipment.

o Equipment for airborne dispersion obscurant of CB agents, NBC
protective equipment and clothing, and NBC equipment.

0 Miscellanecus materiel:

— Flying clothing equipment, including C-suits and pressure
breathing equipment.
-- Medical equipment and flying rations.

o laser weaponry and equipment.

o Camputers and associated equipment.

o Avionics and Naval attack systems.

o Camputer and associated equipment.

This list is not all-inclusive nor does it indicate collection
priorities.

Figure B-2. Types of Air Force materiel of TECHINT interest.

Figure B-3 shows Threat seaborne TECHINT interest.
systems and equipment of possible
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NAVY MATERTEL

o Ships.

o Missiles and launching systems.

0 Shipboard ordnance (including guns and fire control equipment)
such as:
-— Radar.
-— Stable elements.

-— Fuses setters.
- Ammnition stowage facilities
-— Recoil mechanisms.
-—- Ahead thrown weapons of all types, including:
- Hedgehogs, mousetraps, weapon "A" equivalents, limbo types,
depth charge racks, and "Y" and "K" gun launchers.
- Torpedoes and torpedo tubes, including antisubmarine
warfare launchers.
- Rockets and rocket launchers, including CHAFF launchers.
- Towed decoys, EW equipment, and electro-optical equipment.

o Sea mines: all types, including moored, bottom, and floating;
contact and influence.

o Mine countermeasures.

o Harbor defense equipment: including nets, booms, alerting
devices not tenders.

o Navy electronics, infrared, detection and cammunication
equipment, sonars, fathometers, sonckbuoys, and all types of
acoustic array--bottom, moored, or floating.

o Fuels, lubricants, greases, and propellants.

o Special weapons, including chemical warfare equipment, flame and
incendiary equipment for dispersion of CB warfare agents, :
together with protective devices like clothing, gas masks and
canisters, and salt water spray deck washing equipment for NBC
protectlon.

o Equipment for the dispersion of CB agents; NBC protective
equipment and clothing.

o Demolition and sabotage equipment, underwater demolition team
equipment (sleds and masks).

Figure B-3. Types of Navy materiel of TECHINT interest.
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o Naval engineering systems, including:

-- main propulsion machinery, nuclear plant steam or gas
turbines, boilers, diesel engines, and auxiliary equipment
including motor generators, heat exchanges, punps,
evaporators, and fuel oil systems for boilers and diesel engines,
including fuel pumps and fuel oil heaters.

-- Pressure gauges, boiler accessories, including safety valves,
steam control valves, gauge glasses, feed water check valves,
propellers, hull zincs, refrigerating machinery, submarine
storage batteries and their ventilating equipment, ammeters,
voltmeters, and amp/hr meters.

-- Steering engines, engine room_telegraph systems, submerged
atmospheric gas analyzers, c0? scrubbers, compressors, and
ship's underwater logs.

-~ Samples of metals used in shipbuilding and any information
(description) of welding techniques used in shipbuilding.

o Hydrofoil and hovercraft, small boats and boat handling equipment,
life rafts amd signal apparatus or any of their components such
as hydrofoil foils.

o Anchors, chains, windlasses, winches, fueling and transfer at sea
rigs, and cargo hardling gear.

o Hydrographic survey ship's equipment, including
-~ High altitude research rockets and their launching equipment.
— Scnars and fathometers.

-- Sea bottam sampling gear like drags and coring equipment.

— Deep sea anchors.

-- Sea current measuring devices.

-~ Biological sampling equipment.

-— Nahsen bottles and other equipment like laboratory instruments.

o Diving apparatus.

o lLaser weaponry and eguipment.

o Camputers and associated equipment.

This list is not all-inclusive nor does it indicate collection
priorities.

Figure B-3. Types of Navy materiel of TECHINT interest (continued).
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Figure B~4 shows Threat Cammand, ' equipment of possible TECHINT interest.

"~ control, and Cammunication systems and

TARGET EXPLOITATION (TAREX) MATERTEL

o Call sign charts.

C-E Operations Instructions.

Cipher lists.

Code lists.

Collection procedures.

Cammnications operations journals.
Cammnications operator logs.
Cammunications procedure charts.

Cover name lists.

Cover rumber lists.

Decipherment devices.

Electro-cptical and communications equipment.
Electronic counter-countermeasures (ECM).
Electrical message handling procedures.
Encipherment devices.

Facsimile equipment.

Frequency charts.

Imitative communications deception.
Intercept techniques.

o Jamming techniques.

o landlines.

o laser cammunications equipment.

o Manipulative commmications deception.
o Microwave comunications equipment.

o Optic communications equipment.

o Reporting procedures.

o Satellite commnications.

o Signal operating instructions.

o Switchboards.

o Telegraph.

© Telephones.

o Telephone number lists.

o Teletype.

o Troposcatter equipment.

0000000000000 00O00

This list is not all-inclusive nor does it indicate collection
priorities.

Figure B-4. Types of Target Exploitation (TAREX) collection materiel.

Use the COMIECHREP to report the Apperdix E for examples of various

capture of enemy materiel. See COMTECHREP report formats.

B-5



APPENDIX C

EXPLOSIVE ORINANCE DISPOSAL UNITS

INTRODUCTTON

One of the most critical yet deadly
sources of TECHINT on the battlefield
is explosive ordnance. In order to
safely exploit this ordnance, EOD
units, in accordance with theater
mission priorities--

o Provide EOD personnel to support
TECHINT teams and units.

o Examine existing reports.

o Prepare reports on new and
umisual items of explosive
ordnance for TECHINT purposes,

This appendix describes the support

EOD perscnnel provide to TECHINT
elements and how they interface.

PROCEDURES

BEOD personnel perform all RSP, As
a result, their expertise and
assistance are vital when explosive
ordrnance is being examined, moved, or
particularly critical when the ordnance
is unidentifiable. 1In these cases, in
addition to rendering the ordnance
safe, the methods they use also may
eliminate or reduce damage to the item.

When explosive ordnance is
ocbtained, photograph it as completely
as possible before and after it is
moved. These photographs must show
scale and indicate dimensions. When
photography is not possible, make
detailed drawings with accurate
measurements.

After foreign explosive CB
ammmition is rendered safe, it is
forwarded through TECHINT channels to
the designated chemical laboratory.
There, samples of the agent filling are
extracted. These samples are analyzed
by the chemical laboratory and then
forwvarded to a medical laboratory for
identification.

TECHINT units are particularly

interested in exploiting Jnown ordnance
and weapons that may have been recently
modified. The Threat often does this
without making substantial style or
body changes. When an unidentified
item is uncovered it may indicate a
major new threat capability or a
modification to an existing

capability. Often fragments of
unidentified ordnance and weapons,
retrieved at considerable risk, are the
crucial element in the identification
process.

The following guidelines apply to
the recovery and evacuation of
explosive ordnance:

o New or unknown types of foreign
explosive ordnance recovered by
BOD must be turned over to
TECHINT units for dispesition.

o Foreign nuclear weapons or
camponents, including sabotage
devices, are evacuated through
TECHINT channels. Security
classification of such items,
once in evacuation chamnels, will
not be lower than SECRET
(RESTRICTED DATA).
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o Security and technical escorts
are required to provide safety
controls for shipments of NBC and
other hazardous items of
explosive ordnance. The
procedures used in peacetime to
accomplish this may have to be

mxdified in war due to resource |
limitations. At EAC TECHINT,
personnel coordinate with the G2
staff to establish the
requlranent and arrarge for

COLLECTION

The darger of fires, explosions,
burns, and accidents always exists when
dealmg with explosive ordnance. This
is because often ordnance is armed or
boocby-trapped and must be disarmed
before it can be evacuated. EXTREME
CAUTION MUST BE EXERCISED WHEN TAUT
WIRE AND PULL, REILEASES ARE ENCOUNTERED.

ONLY TRAINED WEAPONS AND MUNITIONS
SPECIALISTS ANALYZE OR TEST CAPTURED
MINES AND BOOBY TRAPS. Therefore, when
this type of ordnance is discovered,
the unit should not attempt to disarm
or move it. THESE PROCEDURES ARE
PERFORMED ONLY BY EXPERTENCED EOD

FPERSONNEL. EOD personnel are
responsible for the explosive
camponents or hazardous materials
associated with such devices.

Place requests for personnel to
dismantle ard strip fuses ard other
dangerocus camponents through TECHINT
and EOD staffs. Unusual mechanisms
1like bocby traps are reported
immediately by SAIUTE report to the
QMEC. This ensures that foreign
explosive ordnance reports, of great
interest to TECHINT personnel, are
acted on quickly.

FORETGN AMMUNITION

Foreign munitions are of great
value to the intelligence effort.
Samples of ammunition are important to
Army R&D efforts and may also have
immediate tactical significance. New
and modified foreign munitions are of
special interest, as well.

The markings and materials used may
have strategic value; or the mere
existence of certain items of
ammmnition is extremely important to
know. At the tactical level, we need
to know how the ammunition is used, its
effectiveness, country of origin, and
possible countermeasures. Duds,
components, and fragments of ammmition
often reveal the type and caliber of
enemy supporting weapons.

. Recovered sabotage or booby~trap
devices provide valuable indications of
probable enemy courses of action.

Manufacturing methods and details of
design are valuable to Army R&D
agencies. Some other types of
information that are important to
collect against are listed below:

o New items of enemy explosive
ordnance.

o Design or changes in design of
known explosive ordnance.

o Changes in manufacturing
techniques.

o Quality and type of materials and
explosive content.

o Packaging, storage, and
maintenance techniques.

o Place ard date of manufacture.
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o All documents relating to the

foregoing, including sources or
potential sources of information.

o All specialized explosive

ordnance designed to simulate
small arms, crew-served weapons,
and artillery fire for covering
and deception.

OPERATIONS

TECHINT personnel cocordinate
closely with EOD perscnnel when
disposing or evacuating explosive
ordnance. EOD PERSONNEL WILL DO THE
ACTUAL HANDLING OF EXPIOSIVE ORDNANCE.

Conversely, EOD units must notify
TECHINT personnel of the types and
locations of foreign materiel and
munitions.

REPORTS

All information collected by EOD
personnel on first-seen foreign
explosive ordnance is reported
immediately. EOD teams send reports
through EOD control centers to EOD
staff officers. Staffs place the
reports in intelligence channels for
distribution to all interested levels
of cammand.

EOD personnel prepare a preliminary
technical report (PRETECHREP) when they
find explosive ordnance that may be of
TECHINT value. They forward the report
by the fastest means to the EOD control
unit to other intelligence and EOD
units.

Included in the report is a
tentative RSP (for EOD use only). This
is included whether it is necessary to
disarm the item or not.

The PRETECHREP serves two purposes:

o It alerts TECHINT teams to go to
the site.

o It provides other EOD units
information on new items of
explosive ordnance.

TECHINT personnel prepare
OOMTECHREPs Type B. EOD personnel also
prepare these reports in the absence of
a TECHINT team or when requested by G2s
or their representatives. This report
is as camplete and detailed as
possible. EOD personnel prepare and
send this report by the fastest means
through the EOD control unit to the
TECHINT unit. These report formats are
at Appendix E. Figure C-1 shows EOD
support to TECHINT units.
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Figure C-1. Explosive ordnance disposal (EOD) support to TECHINT.
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THIS APPENDIX COMPLIES WITH STANAG 2044, EDITION 4
AND IMPLEMENTS STANAG 2084, EDITION 5

APPENDIX D

HANDLING AND EVACUATION
INTRODUCTTION

This appendix covers the
procedures for handling and evacuating
routine CEM as well as TECHINT CEM.
CEM may or may not be of intelligence
interest. Some basic guidelines and
procedures on how to handle TECHINT
interest items follow:

0 CEM evacuation channels and
handling procedures are usually
the same as similar US items.
For example, we will usually
want to route captured
petroleum, oil, and lubricants
(POL) samples through ocur POL

o The echelon requiring the item
is responsible for coordinating
and tasking evacuation and
handling.

o The capturing unit always
notifies higher comand of the
capture and then safeguards the
known or possible TECHINT item
until higher command provides
disposition instructions.

o Special handling and evacuation
procedures are often situation
dependent and cannct always be
foreseen and included in SOPs
and operation orders.

GUIDANCE AND DECTSTONS

The plans, policies, amd
procedures for evacuation of foreign
materiel are prescribed by joint,
unified, and theater headquarters.
These plans are based on DA and DOD
polices and guidance. Each command
echelon in theater Army must ensure
that its plans comply with theater
Army directives and the theater Army
TECHINT plan. The final disposition
of CEE and associated technical
documents (ATD) rests with the
capturing nation.

As stated before, the echelon
wanting the captured item is
responsible for coordinating and
tasking its handling and evacuation.
Routine CEM evacuation guidance, such

as raw material found in railroad
yards, is best established in advance
in the command's variocus operation
orders and SOPs. Special situations,
as in the case of high priority
TECHINT interest items, require active
coordination among the camand's
different assets to get the job done.

Coordinating and tasking is the
job of the echelon commander's staff.
Their ability to coordinate between
the logistic units that move the item
and the specialists (such as TECHINT,
EOD, and NBC) often required to do it
safely, is the key to the reuse and
intelligence exploitation of CEM. An
overview of the coordination involved
is shown in Figure D-1.
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The G2determines whether the captured item

isofpossible TECHINT interest and coordinates
its evacuation priority withthe G3.

}

The G3 approves its priority
and tasks assets to
evacuate .

|

The G4 provides disposition
instructions to the MMC,

The G2 coordinates TECHINT
team taskings, which could
include on-site exploitation
or evacuation oversight.

\ e G2 coordinates '/
transportation

requirements

with the G4.

The G4 providestransportation
priority to thetransportation

officer.

| The TECHINT teams assistwith The MMC passes disposition
speciall handiing and shipping instructions tothe maintenance
| procedures, element doing the evacuation.

The maintenance element . "
requests shipping The transportation officer

instructions from the %?/Z?wtﬂgs foreignequipment
transportation officer. .

The transportation officer
authorizes and arranges
for pickup.

Figure D-1. Flow of captured materiel guidance and decisions.
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Iogistic assets evacuate CEM.
They do this according to available
assets and the priorities set by the
commander and staff. The G4 is the
principal staff officer charged with
coordinating the bulk of this task.
The command surgeon, responsible for
medical items, coordinates class VIII.

The G4 provides staff guidance to
the MMC and the movement control
office (MO0) or the movement control
center (MCC). The MMC controls cambat
service support and maintenance
inventories and is the management arm
that ensures proper accountability.
(See Figure D-2.)

The support camands are
Divisional Support Cammand (DISCY),
CO0SCM, ard Theater Army Area Command
(TAACOM) . They exercise command and
control over supporting units in

carrying cut the directives issued by
the G4.

The division medical supply
officer (IMSO) or the medical supply,
optics, and maintenance (MEDSOM)
elements manage the commard's
collecting, inventory, and evacuating
procedures and functions for captured
medical materiel.

The MMC manages the command's
other collecting, inventory, and
evacuating functions. This includes
captured materiel. The MMC operations
staff is organized by function and
commodity. The division MMC manages
classes I through VII, and IX
materiel. Personnel in the division
MMC keep the records for, as well as
provide allocation and disposition
instructions for, the class of supply
they oversee.

Provides: Policy.

G4 Guidance.
Priorities.
MMC Provides: C2 MCO orMCC
CSS MAINTENANCE TRANSPORTATION

Provides: Accountability.
Inventory.
Management.

Assigns: Missions.

Figure D-2. Organization of logistic chain responsibilities and functions.



The G4 coordinates logistic
support to evacuation operations by
developing a command transportation
plan. (See Figure D-3). The command
transportation officer and the

movements control element use the
transportation plan to task individual
transportation units. (See Figure
D~4). The transportation units carry
out the missions tasked to them.

TASKS
G3 COLLECTORS
ANDEVACUATORS.
G2 ».l
D
CAPTURED PLANS
EQUIPMENT '
PRIORITIES.
DEVELOPS AND
MCOorMCC DISSEMINATES
l MISSION TASKINGS.
EXECUTES MISSION
TRANSPL?I\TI‘.‘I:ATDN TASKINGS.

Figure D-3. Transportation planning and allocation.

DISPOSAL SFER

Simply because we acquire foreign
materiel does not mean we own it.
This is especially true of items
acquired during belligerent or
peacekeeping operations. For example,
when captured or confiscated foreign
materiel is regulated by international
law or could be claimed by an ally,
disposition must be coordinated with
the SJA.

The Army transfers foreign air and

naval materiel and ATDs to the Navy or
the Air Force at the lowest practical
level. Until the actual transfer,
these items remain in Army channels.

We return items originally
evacuated for Army intelligence
exploitation to logistic channels when
exploitation is campleted. This is
done after TECHINT elements make sure
that no other echelon or agency needs
the item.
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COMMZ CORPS DIVISION BRIGADE

G2/G4 G2/G4 G2/G4

— DISCOM FSB or
- MCO FAST

-
1 \ /
ATTACHED

TECHINT

CMEC

«

AN

—op{MAINT } © (maAINT

_______________ | maNs |---—p] TRANS |--—»| TRANS

—  » TRANS REQUEST o » TRANS REQUIREMENT  ------cmmeemdp TRANS PROVIDED

Figure D-4. Transportation operations.
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EVACUATTON CHANNEIS

As stated in the introduction, we
will usually want to evacuate CEM
along the same channels as like US
items. The system must, however, have
the flexibility to evacuate high
priority intelligence items directly
from division collection points to the
Theater CMEC. Routine evacuation
channels are described below.

Abandoned or unserviceable US and
captured foreign materiel is evacuated
to collection points for
classification, segregation, and
disposition. Collection points
operate wherever needed throughcut the
theater of operations.

In the corps area, at least one
materiel collection point is
established. Others are established
in TAACOM. Collection points in the
communications zone are generally
operated by the collection and
classification element of general
support maintenance battalion.

In division areas, DISCOM
maintenance companies operate materiel
collection points. Figures D-5
through D-10 show the evacuation flow
through the collection points for each
class of supply. Captured items are
handled and processed the same way as
similar US items.

Salvage points established by
related supply units are located near
unit maintenance collection points.
(See Figures D-5 and D-6). These two
points handle the collection,
classification, inventory, and
disposition of Classes II, VII, and IX
materiel. The heavy division (armor
and mechanized infantry) has the most
suitable assets for evacuation of
foreign materiel. It can handle large
items such as tanks.

destroyed.

The process is much the same in
light divisions. However, evacuation,
especially of heavier items, depends
on COSOCM assets. This is because
light divisions do not have the
transportation assets that heavy
divisions do.

POL units establish their own
section and sites to handle captured
POL materiel. Supply units also
establish POL sites and sections.
Cammanders test and use captured POL
at the lowest echelon possible. Only
samples of POL items are evacuated to
TECHINT analysts. (See Figure D-7.)

Class V ordnance, including
missiles, is evacuated through
conventional ammunition supply points
(ASPs). Ammunition supply units
establish their own sections and sites
to handle captured Class V. (See
Figure D-8.)

. Class VIII medical items are
evacuated through established medical
supply points, the IMSO, and the
MEDSOM elements. (See Figure D~9.)
Medical materiel must never be
If unable to evacuate, it
will be left in place and unharmed.

Captured aviation items,
especially airframes, are evacuated
through aviation maintenance channels
or with assistance from aviation
maintenance units. (See Figure D~10.)

In a low-intensity conflict
envirorment, large and heavy items are
evacuated on an ad hoc basis,

Except for NBC hazardous materiel,
foreign materiel requiring evacuation
to CONUS is eventually shipped to the
Transportation Officer, Foreign
Systems Division, Army FSTC.
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DIVISION

COSCOM

MECH

EVACUATION INE BN

Figure D-5. Normal evacuation of captured materiel in a heavy infantry
division for classes li, VII, IX.

D~7




DIVISION
SUPPORT
AREA

BRIGADE
SUPPORT

EVACUATION

Note: Heavy-lift evacuation requirements are shifted to COSCOM from DISCOM
dueto DISCOM’s lack of heavy lift assets.

Figure D-6. Normal evacuation of captured materiel: airborne, light
infantry, and air assault division for class ll, Vii, and IX.
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Figure D-7. Evacuation of captured petroleum, oil, and lubricants.
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Figure D-8. Evacuation of captured ammunition and explosives.
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Figure D-9. Captured medical materiel evacuation system.
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EVACUATION

Figure D-10. Evacuation of captured aviation items.
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RESPONSIBILITIES

The personnel, activities, and
elements responsible for the recovery
and evacuatiocn of CEM are usually the
same as those responsible for handling
like US items. A good example is the
MP responsibilities.

MPs are responsible for US

priscners; they, therefore, have

similar evacuation responsibilities for

captured enemy personnel and any
documents and equipment found on them.

MI interrogators and TECHINT analysts
exploit these sources of intelligence
along the evacuation chain.

THE CAPTURING UNIT

The capturing unit always is
responsible for reporting,
safequarding, and initiating
accountability of CEM. The capturing
unit reports the capture with either a
SAIUTE report or a PRETECHREP. (See
Appendix E). It safeguards the item,
within mission parameters, until
relieved. It initiates accountability
by marking and tagging the item
according to established procedures.
(See Figures D-11 and D-12).

The capturing unit usually is
tasked to move captured items wanted
for intelligence exploitation to a
collection point. If the capturing
unit is tasked with evacuation, it
coordinates any assistance required
with the command responsible for
direct support maintenance at their
echelon.

The capturing unit may be tasked
with the destruction of the item.
This may require coordination with

either EOD or NBC assets to do it
safely. The command orders
destruction of CEM to prevent its
reuse by the enemy. The one case
where it is illegal to destroy
captured enemy materiel involves
captured enemy medical materiel. The
staff surgeon always determines the
disposition of medical materiel.
According to the laws of Land Warfare,
if friendly forces cannot use it for
EPWs, refugees, and indigenous
population, we must leave it in place
and unharmed.

The capturing unit must report the
discovery of unusual mechanisms used
as booby traps through intelligence
channels to the CMEC and EOD by SAIUTE
report. Countermeasures must be
coordinated with EOD personnel. EOD
personnel are responsible for the
final disposition of explosive
components or hazardous materials
associated with such devices and
recovered ammunition.

EXPIOSIVE ORDNANCE DISPOSAL

As already discussed, TECHINT
units have a profound interest in
foreign explosive ordnance. The
assistance of EOD personnel in the
examination, movement, and evacuation
of explosive ordnance cannot be
overemphasized. All items of foreign
ordnance should first be rendered safe
by EOD persomnel. If this is not
feasible, the item should be rendered
safe in place by any destructive

method that minimizes damage to the
item. For more information on EOD
assistance to evacuation operations,
see Appendix C.

Collection of TECHINT data may
require dismantling of ordnance and
stripping fuses and other dangerous
camponents. These operations will be
performed only by experienced
personnel. Dismantling and stripping
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ANNEX C TO STANAG 2044
(edition no. 4}

STANDARDIZE CAPTIVE AND EQUIPMENT/DOCUMENT TAG

1. A standardization tag is éonsidered necesgdary for temporary ude in
identifying captured personnel and equipment or documents captured with

GENERAL

personnel, before formal documentation can be completed. Thig tag should
contain on one gide the minimum neceggary information in a sgtandard

format. The reverse gide may be used for national handling instructiong.

The tag ig not to be usged for labelling captured equipment or documents
not asgociated with captured personnel. The procedure for dealing with
guch equipment is covered by STANAG 2084.

2. The tag which iz in 3 parts will be uged as follows (Note 1):

a. Top part{ (marked "A°)

To serve asg identification of captured personnel before completion

of the Prigoner of War Record: and to serve as a subgtitute identifying
card when required.

b, Middle part (marked "B")

For administrative purposes according to national requirements.

c¢. Bottom part (marked °C’)

To mark document and/or equipment.

3. The form ig to be printed in the national language of the capturing
unit and in one of the NATO official languages.

4. A gpecimen tag and description is at Appendix 1 to thig annex,

PREPARATION INSTRUCTIONS

5. Each captive is to be tagged by the capturing unit as sgoon ayg

posgible.

8. If a captive pogsesses equipment or documentsg, the capturing unit iz

to complete the bottom part of the tag (C) and affix it to the equipment

or documents as soon as pogsible,

7. The tag number iz to be preceded by the printed national code (see
STANAG 1059) -e.g. BE, CA, FR, etc... . .

NOTE 1: Those nationg which do not wish to use 3 part tags may have only
a 2 part tag conzisting of the top and bottom parts (marked A and C).

Fknual}41.Enandanﬁzacapﬁmaand equipment/document tag.
Extract from STANAG 2044, Edition 4.
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EXTRACT FROM STANAG
2084

HANDLING AND REPORTING OF CAPTURED ENEMY EQUIPMENT AND DOCUMENTS

3. Document. For the purpose of this agreement, "document’ is defined as
any recorded information regardless of its physical form or
characteristice including, but not limited to, all:

a. Written material, whether handwritten, printed or typed.

b. Painted, drawn or engraved material.

c. Sound or voice recordings.

d. Imagery.

e. Punched cardg, punched paper tape, printed output and associated
material,

f. Reproductions of the foregoing, by whatever process.

PROCEDURES FOR HANDLING OF CAPTURED ENEMY DOCUMENTS (CED).

General.

17. CED are valuable sources of information and should be exploited
for intelligence purposes with minimum of delay.

18. CED assgociated with CEE (i.e. ATD marked TECHDOC)} will be handled
as described in part I. All other types of CED will be handled as
described in this part. Such documents are to be divided into categories
as follows:

a. QCategory A. Documents containing information concerning subjects
of priority intelligence interest.

b. Category B. Cryptographic documents, encrypted items and all
other documents relating to enemy communications systems.

¢. Category C. Documents considered of less intelligence value.

d. Category D. Documents containing no information of intelligence
value.

19. 1In principle CED belong to the nation of the capturing unit, but
in order to ensure that information of tactical intelligence interest is
efficiently utilized, such documents should be handled through command
channels in the initial phases of the exploitation process. Final,
thorough investigation will be the responsibility of the capturing nation.

Figure D-12. Handling and reporting captured enemy equipment and
documents. Extractfrom STANAG 2084, Edition 5.
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20. CED associated with a PW, or copies thereof, should follow the PW
during the PW interrogation process. Otherwise, the exploitation of CED
should be carried out in accordance with the principles laid down for CEE
in Part I, paras. 6 - 10.

EXPLOITATION PROCESS

21. CED will be exploited through the following process but, whenever
feagible, in order to expedite the handling, the processing stages may be
combined.

a. Preliminary screening and reporting of information of immediate
tactical value by capturing unit.

b. Complementary examination, translation, categorization (see
para 18), reporting, reproduction and dissemination by or for
intelligence staffs.

¢. Detailed exploitation and further reporting, reproduction and
dissemination.

MARKING QF CED

22. The capturing unit will tag or otherwise mark the CED as follows:

National identifying letters as prescribed in STANAG 1059.

Designation of capturing unit including service.

Serial number of the CED. This will consist of a number allocated
sequentially by the capturing unit.

Date-time of capture.

Place of capture (UTM coordinates).

Summary of circumstances under which the CED was obtained.

Interrogation serial number of any associated PW, if appropriate
or known.

25. Reproduction and dissemination of CED and translation as
necegsary will be carried out at the earliest possible stage of the
exploitation process. Copies of CED considered of interest or
tranglations thereof and lists of exploited documents, whether
digseminated or not, will be submitted to appropriate NATO and national
staffs.

Figure D-12. Handling and reporting captured enemy equipment and
documents. Extract from STANAG 2084, Edition 5 (continued).
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HANDLING OF CATEGORY 'B' DOCUMENTS

HANDLING OF SPECIAL DOCUMENTS

26. Category B documents require special, restricted handling.
National and NATO HQ should be kept informed of the seizure and
digpogition of such documents as soon as possible.
over to the most relevant Service without delay.
handled in close coordination with the communications staff.

27. Unmarked maps, charts, air imagery and cther types of

They are to be handed
Here they should be

cartographic material and information should be forwarded to the nearest
geographic staff, survey unit or topographical section for exploitation.
Copies may be retained to meet operational needs.

28. Marked maps, chartg, and air imagery will be handled as ordinary

types of CED, but relevant geographic staffs, survey units and topographi-
cal gections are to be informed of their existence,
edition and other identification data.

29. Personal papers belonging to a PW will be returned to the PW
after examination in accordance with the Geneva Convention.
such papers may be made and forwarded if considered appropriate.

with scale, series,

Copies of

Figure D-12. Handling and reporting captured enemy equipment and documents.
Extract from STANAG 2084, Edition 5 (continued).

are conducted only in response to a
specific requirement for such action.
The request must be placed through
TECHINT and EOD staffs.

Only trained weapons and mmnitions

specialists should analyze or test
captured mines and booby traps.
Exercise extreme caution when taut
wire and pull releases or similar
devices are encountered.

NUCLEAR, BIOLOGICAL, AND CHEMICAL

All CB hazardous items are handled
and shipped in accordance with command
SOP and national policy. Evacuation
is best handled after coordination
with either an NBC reconnaissance
team, NBC qualified TECHINT team, or a
task organized medical element. NBC

samples, after theater tactical
exploitation, should be shipped to:

US Army Chemical and Biological Agent,
Technical Evaluation Board, Aberdeen
Proving Ground, Maryland, 21005. (See
Apperdix H).

TECHINT ANATYSTS AND THE CMEC

When evacuation is either

on-site analysis. This can provide

unnecessary or can be delayed, TECHINT immediate tactical information and

persomnel may be tasked to perform

countermeasures vital to the combat
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force commander. On-site analysis
also ensures the recovery of intact
components which became useless once
wires are clipped and subcamponents
have been disturbed. This type of
analysis is limited by the battlefield
situation and available assets.

During on-site analysis, TECHINT
teams lock for--

o Equipment operational
characteristics, performance,
capabilities, and
vulnerabilities.

o New weapons and devices.

o Modifications.

o Possible countermeasures.

o Identification and proper
handling of radiocactive

materiel.

o Specific orientation and siting
of equipment.
o Recovery and evacuation of

explosive ordnance and NBC
munitions.

At times, a large number of like
items will be acquired. The TECHINT
collection teams must have the
opportunity to examine the materiel
thoroughly. They will be especially
interested in lot numbers, dates of
manufacture, and factory markings.
When a sufficient number of items are
gathered, they are processed through
normal evacuation or salvage supply
channels and are no longer needed by
MI.

TECHINT teams may also be tasked
with on-site supervision of the item's
handling and evacuation. The CMEC
will coordinate with appropriate
staffs to evaluate the need to use
TECHINT personnel to—

o0 Supervise the evacuation.

O Arrange necessary technical
escorts to the QYEC or to sites
in CONUS.

TECHINT teams are capable of
coordinating the handling and shipping
with the necessary medical,
intelligence, NBC, and strategic-level
elements for captured CB items.

MARKING AND TAGGING

ILabeling CEM properly is vital to
the timely exploitation of the item.
It speeds up the often slow process of
producing effective countermeasures for
the soldier in combat. Proper labeling
provides the analyst team information
necessary for the item's timely
exploitation. It also allows
interrogators and TECHINT teams to
match up knowledgable prisoners with
the documents or equipment they were

captured with; since sometimes they
become separated in the evacuation
process.

There are two procedures for .
marking and tagging CEM. The acronym
CEM includes CEE and ATDs. The
procedure used depends on whether the
captured item is associated with a
captured person or not.

CEM Captured With Personnel

For CEM captured with personnel,
tag the captured person and any

associated CEM with the three-part tag
shown in Figure A-6.
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Be careful to use this tag ONLY to
label items either captured with or
known to be associated with a

particular captured person. (See

Figure D-11).

CEM Captured By Itself

For CEM captured by itself, tag the
piece of equipment or associated

believed to be of a technical nature
such as cperator manuals, with the flag

document with the tag shown in Figure word "IECHDOC." (See Figure D-~12.)
A-5. Furthermore, label all documents
Responsibilities

These responsibilities must be
clearly established by command SOP.
The equipment and document tags
accampany the materiel to its final
destination. Article 103 of the
Uniform Code of Military Justice is
printed on the reverse side of the tag
to prevent indiscriminate tampering.

As part of core training, all
perscnnel should be instructed in how
to tag. They should know the
consequences when personnel and
equipment are not properly tagged.
Training should stress protecting and
preserving the original markings on
materiel at the time of capture.

The first unit that performs
exploitation for intelligence purposes
will tag CEE with the serial number and
any ATD with the serial number. In
addition, the flag word "TECHDOC" will

be affixed to the ATD in a way that
will not deface the document.

The capturing unit is responsible
for tagging items of foreign materiel.
Weather-resistant equipment tags
facilitate the segregation, collection,
analysis, and evacuation of materiel.
These tags are normally produced within
the theater. They are securely
attached to the item itself and to the
shipping container. If weather-
resistant tags are not available, use
any materiel (for example, rations
packing) on which pertinent capture
data can be recorded.

The (MEC is responsible for
retagging, marking, and arranging the
preparation of captured materiel for
shipment to CONUS. The preservation
and packaging platoons in COSCOM supply
units prepare items for shipment.

SEQURITY AND ESCORT

Many items of foreign materiel
acquired by US forces and determined to
be of TECHINT value require
safeguarding in storage as well as
during evacuation. Such items may be
sensitive due to their criticality or
because of a US classification
assigned. At all stages during the
intelligence exploitation process, CEE
and ATDs will be placed under guard to
prevent looting, misuse, or
destruction.

Initially, the capturing unit is

responsible for safeguarding materiel,
based on instructions from the next
higher headquarters. The materiel must
be protected from looting, loss,
destruction, or recapture. When
foreign materiel is sensitive or of
special value, MP elements normally
provide physical security during its
storage and evacuation.

Particular attention must be paid
to the peculiarities of nulcear
weapons' escort and the technical
escort requirement for NBC materiel.
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RECOVERY AND EVACUATION OF TECHNICAL DOCUMENTS

Technical publications and
manuscripts of concern to TECHINT
relate to the technical design or
operation of the materiel. Such
documents may be acquired separately
from the materiel they refer to.
Therefore, it is essential that TECHINT
personnel coordinate with interrogation
elements to exchange information about
related documents.

All enemy documents captured on the
battlefield are sent immediately to the
first intelligence staff officer in the

chain. The S2/G2 routes all enemy
documents to the nearest interrogation
element for tactical exploitation.
Interrogators screen the documents for
immediate information and forward them
to higher command, as required.

In any case, all known or suspected
technical documents are marked
"TECHDOC" ard treated with highest
priority and forwarded by way of the
intelligence officer up through the
higher commard until their value is
determined.

Associated Technical Documents

Under certain circumstances an ATD
is both exploited and evacuated at the
same time to allow a thorough document
exploitation of technical data as well
as a translation. Under these
circumstances, photograph the ATD or

make a suitable facsimile, and forward
the original. An exception is engraved
materiel, such as mamifacturer's
plates, permanently attached to the
CEE. 'This is not considered a
document.

Documents Associated with a Captured Person

Documents cobtained through liaison
with interrogation elements should be
accompanied by pertinent interrogation
reports. These reports will be in the
form of—

O A SAIUTE report.
o A tactical interrogation report.

O A special interrogation report.

© An intelligence information
report.

o A biographic report in accordance
with DIAM 58-13.

o A knowledgeability brief.

Cryptographic and Cther Electronic Equipment and Documents

TECHINT units use special
procedures for handling captured C-E
equipment and documents. These items
are tagged and evacuated to the nearest

target exploitation element as soon as
possible after initial tactical
exploitation.

WAR TROPHIES

Foreign equipment is frequently a
target of souvenir hunters. An
effective war trophy policy must be

established to ensure that these items
are not retained or destroyed
unnecessarily by the capturing unit.
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APPENDIY B

REPCORTS
ANTROIUCTION
There are siw bagic reports that o Special technical report.
vattlefield TECHINT analysts use. They |
are— This appendiy provides a brief
description and a sample report format
O SALUTE report. for the SAIUTE report, FRETECHREP, and
typss A and B of the CRIECHREP. It
¢ Preliminary technical report - summarizes the PETECHREP, translation
{FRETECHREF) . ' report, and special technical report

ard gives a breakdown of the essential
o Coplementary technical report items for each of these reports.

(QOVETECHRED) .
Special reports that TECHINT
o Detailed ftechnical report anaiysts nead to know akout also are
{DETECHREF) . deseribed and a list of the types of
' reports the ST commmity produces is
¢ Transiation report. provided.
SALIFTE FEFCURT
The SAIINE report is an oral or intelligence charmels to the OMEC.
written report prepared by the . Corps may use this report as a basis
acaulyring wmits or intormediate commard  for the dispatch of TECGHINT teams if
echelons. I4-is used to report none is in the acquisition area.
rapidly, by €lectrical or other means, Figure £~1 lists the minimm items
the acgquisition of foreign materiel. neaded to cageiebe a SATITE report.

These reports are forwarded throudh

& Bize of unit or number of tems.
A;  Activity being reported (Rems abandoned, destroyed, alamagad).

L+ Lecation {coordinates),
i Unit | |
T Teme

E: Egupment

sl i i

Figure E-1. SALUTE Report,
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PRELIMINARY TECHNICAL REPORT

Corps TECHINT teams prepare a alerts tactical units to significant
PRETECHREP on all captured fore:l.gn technical information of immediate
materiel after preliminary screening. tactical importance. It can also be
This report is transmitted by the used by the TECHINT teams for reporting
quickest means through intelligence inventories at collection points
channels. through intelligence channels so that

location, quantities, and type of
The PRETECHREP contains a general equipment can be monitored. An example

description of the equipment. It of a PRETECHREP is at Figure E-2.

A.
B.
C.
D.
E.
F.

immediately following the acquisition of significant enemy equipment.

(Classification)
PRETECHREP
To be submitted by accelerated intelligence reporting procedures

Type of equipment and quantity.

Date and time of capture.

Iocation (map reference).

Capturing unit and circumstances of capture

Enemy formation from which captured and origin.

Brief description w1th distinguishing marks and, if possible,
manufacturer.

Technical characteristics with an immediate value, including
information or any photographs available.

Time and origin of message.

Present location of disposal of captured enemy equipment.
Tentative RSP (EOD use only).

(Classification)

Figure E-2. Format for a Preliminary Technical Report (PRETECHREP).

COMPT EMENTARY TECHNICAL REPORT
The COMIECHREP (types A, B, and Q) after conplementary examination. It

is prepared by TECHINT teams operating supplements information given in the
in a corps area in support of corps PRETECHREP.
elements. The OCOMTECHREP is submitted

COMPLEMENTARY TECHNICAL REFORT - TYPE A
The COMTECHREP A is provided to Air materiel and submit a COMIECHREP Type

Force TECHINT. Air Force teams usually A. This report often constitutes the

are not on the scene of captured or only information that can be provided
downed enemy aircraft before to Air Force TECHINT. If enemy naval
destruction, recapture, or loss. Amy materiel is acquired, Type A report
TECHINT personnel, usually the first format can be modified for reporting

persons on the scene, will examine the such acquisition. (See Figure E-3.)
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COMIECHREP — TYPE A
(Classification)
The COMTECHREP Type A is used to report information about aircraft.
These reports are submitted by the fastest available means right
after the enemy aircraft is first examined.
A. Date and location of crash and map reference.
B. Type of aircraft and:

{1) Overall length.

(2) Overall wingspan.

(3) Approximate angle of wing sweep.

C. Identification and distinguishing marks.
D. (1) Type of engine(s) and condition.

(2) Type of intake and configuration and if adjustable.

E. Cause of crash; mumber, location, and caliber of projectile
strikes; condition of aircraft.
F. Armament:

(1) Guns of all types, installation positions quantity.

(2) Ammmnition and number of magazines.

(3) Bombs and bomb ingtallations.,

(4) Mines and mine carriers.

(5) Rocket projectiles and carriers with type of homing device.

(6) Pyrotechnics, mumber, and type.

G. Ammor-plate: quantity, position, thickness, strikes, penetration.

H. Number of crew and their fate.

I. Wings and control surfaces: leading edge, if protected against
balloon cables by cutters, strengthening, or cother special devices.

J. State if samples are cbtainable of—

(1) Fuel.

(2) 0il.

(3) Coolant. -

(4) Hydraulic fluids.

(5) Deicing fluids.

K. Equipment.

(1) Internal equipment. State condition and whether bomb sights
bonb, or missile guidance systems, radio, photo and other sensors, and
associated equipment and instruments are standard. If not, specify
modifications, alterations, or omissions. Obtain radio or electronic
frequency settings if possible.

(2) External equipment. Describe aerials if not standard.

L. Ianding gear: type and cordition.

M. General remarks and special points or unusual features not
mentioned to include refueling problems or overload tanks.

N. Name plates photographed:

(1) Airframe.

(2} Engine.

(3) Others.

0. Other information.
P. Name of officer in command of TECHINT team making examination.
Q. Time and origin or message.

(Classification)

Figure E-3. Format for a Complementary Technical Report
(COMTECHREP), Type A.

E-3




COMPLEMENTARY TECHNICAL REPORT TYPE B

The COMTECHREP Type B is used to
report information about explosive
ordnance. TECHINT teams prepare these
reports; as do EOD personnel. However,
EOD personnel only prepare them in the
absence of a TECHINT team or when
requested by G2s or their
representatives. This report mist be
as complete and detailed as possible.
EOD personnel prepare and send this
report by the fastest means through the
EOD control unit to the TECHINT unit as
soon as the initial examination is
canpleted.

The rule of thumb is to complete

all of the items in the report that you
have information for ard to strive for

the most camplete report possible.
However, when a detailed report might
result in serious delay and the report
is of significant or new items of
extreme urgency, complete only
paragraphs A-E, IL(1), Y and AA of
COMIECHREP Type B in the initial
priority message.

Additional paragraphs of particular
importance, for example, those
referring to safety (U) or design (M)
may be included at the originator's
discretion. Paragraph AA should state
an estimate of the time required for a
detailed report to be completed. The
format for a Type B COMIECHREP is at

Figure E-4.

C. Description.

I. Thickness of casing at:
(1) Nose.
(2) Sides.
(3) Base.

K. Color ard markings of:
(1) Nose.
(2) Body.
(3) Tail and vanes.
1. Weights:

(2) Weight of filling.

(Classification)
COMIECHREP - TYPE B

A. Date and location of acquisition; acquired by and or for whom.
B. Nationality, designation, and identification marks.

D. Overall length, including fuze, tail, vanes or control surfaces
and fittings, and measurement of various states (if there are several).

E. Maximum diameter of each state (if there are several).

F. Shape, design, and internal configuration (streamlining shells).

G. Span of vanes and control surfaces.

H. Number, relative positions, and dimensions (width, length, size,
and or configuration of control surfaces.)

J. Type and materials of body and control surface.

(1) Total weight, including propellant.

d

—

Figure E-4. Format for a Complementary Technical Report
(COMTECHREP), Type B.
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M. Nature of main filling. If of a CW/BW nature, give method of
filling, for example, bamblets or massive fill; specify method of
delivery, such as spray, groundburst, or airburst. For antitank missiles
with HEAT warheads, give full details of cone liner materials, cone
angle, and diameter. For antitank missiles with non-HEAT warheads, give
full description of the warhead.

N. Type of missile quidance system and method of stabilization
enviromment (control and guidance radar(s), acquisition radar);
frequencies used for reception response (in case of a transponder); and
proximity fuse (if there is one). EMM and ECOM equipment ard or
chaff-dispensing equipment.

0. Sensors.

P. Diameter or radame and size of homing dish, if fitted.

Q. Dimensions (internal and external) of wave guides in the homing
head, and wave guides and or aerials in the wings or body, and the
technology used. ESE

R. Homing head, transducer design, and shape and size (torpedoes).

S. Method of propulsion and propeller data (torpedoes).

T. Detonating system, fuzing system (nose, tail, or transverse) and
firing mechanism details.

U. Type of suspension, giving details of dev:Lces used, such as
electrically operated hoods or release gear.

V. Antihandling or booby-trap devices.

W. Other information (to include estimate of time required to
prepare item for shipment to TECHINT center or designated industrial
firm for detailed analysis).

X. Name of officer in command of technical team making examination.

Y. Time and origin of message.

Z. Energy used for mcbile systems other then propulsion.

AA. Estimate of time regquired for completion.

NOTE: If feasible, a preliminary set of photographs should
be sent with the report.
‘ (Classification)

Figure E-4. Format for a Complementary Technical Report
(COMTECHREP), Type B {continued).

COMPLEMENTARY TECHNICAL REPORT TYPE C
The COMTECHREP Type C is used to after an item of captured equipment,
report items not reported under not covered under Types A ard B, is

COMTECHREP Types A and B. COMTECHREP acquired. (See Figure E-5.)
Type C is submitted within 72 hours

E-5



(Classification)
COMIECHREP TYFE C

A. Date found and location (map reference).

B. 'I‘ype of equipment and quantity.

C. Origin.

D. Description with distinguishing marks (additional details).

E. Condition of equipment.

F. Technical characteristics of immediate tactical value (additional
details).

G. Recomended disposal.

H. Name plates photographed.

I. Photographs taken.

J. Other information.

K. Name of team chief.

L. Time and origin of messages:

(Classification)

Figure E-5. Format for a Complementary Technical Report
{(COMTECHREP), Type C.

.. DETATIFD TECHNTCAT, REPORT

The DETECHREP is usually prepared exploitation takes place in the rear
by the (MEC. It is prepared ard area. This report has no set format.
submitted by the proper authority or The flag word "DETECHREP" should be
spec1allst team after detailed initial used as the report identifier, and must
exploltatlon of captured equlpment or include data identifying CEE ard its
materiel is campleted. This disposition.

TRANSIATION REPORT
The translation report is prepared Prisoner of war interrogation (IFW)

on all captured enemy documents that units normally prepare translation
might answer the commard's PIR and IR. reports.

SPECIAL TECHNICAT, REPORT

The special technical report is of significant intelligence interest.
used by the EACIC to provide input to No format is prescribed; the content is
studies and plans for the G2. It governed by the nature of the TECHINT

contains special information on items desired by EACIC.



QIHER REPORIS

Other intelligence reports may be
submitted in advance, but not in lieu
of the reports listed above. (See M
34-3).

Other documents prepared by TECHINT
analysts are--

0 Operator manuals.

o Maintenance marmuals.

o TECHINT Bulletins.

o Tactical User Bulletins.

o Summaries and vulnerability
assessments.

Operator and maintenance manuals
have standard formats similar to the

Army series 10 or 20 manuals.

A TECHINT Bulletin is a short,
descriptive report on a particular
piece of equipment for the specific
purpcse of disseminating technical
information. It may be prepared from
field exploitations and document
research.

A Tactical Use Bulletin is a short
description of how an average soldier
can operate a single piece of
equipment, such as an individual weapon
or a cargo truck, to enhance unit
missions. Tactical User Bulletins will
not normally be produced on more
complicated systems such as integrated
weapon systems requiring special

SCIENTTFIC AND TECHNICAT, INTEITJGFENCE RFPORTS

The following is a list of S&TT
reports that are produced on a
recurring basis as a result of
strategic exploitations and studies.
(The organization that produces the
report is shown in parentheses after
the report name.)

0 Medical capabilities studies
(DIA).

© Disease occurrence worldwide
(DIA).

o S&TI analysis bulletins (FSTC).

o FID weekly aerospace systems
report (FID).

o ITAC intelligence note.
O AFMIC weekly wire.

o AFMIC foreign medical materiel
report.

o MSIC collateral weekly wire.

o Foreign materiel collection
requirement status report (FSTC).

o S&TI register (STIR) (DIA).

o Index of approved S&TI tasks
(STARDEX) (DIA).

© Catalog of approved S&TT tasks
(CAST) (DIA).

o Sumary of Army FMEP activities
(FSIC) .

o Foreign materiel exploitation
report (limited distribution,
results of real-world
exploitation projects) (FSTC).

o Foreign materiel catalog (DIA).
o Various DIA, FSIC, and S&TT

studies, reports, handbooks, and
special purpose documents.
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SIHER DISSEMINATION MEANG

Arother form of disseminatlon is
foreign materiel training through
displays, briefings, and foreiqgn
materie]l familiarization. ‘This is done
in koth peacetime and wartime., In
peacetime, it 1z acoomplished as part
of the Cpposing Force (CPFUR) Program,
as established by AR 350-2, Tta four
prireipal cirjectives are:

o Develop an apprecistlion of the |
capabilities, strengths, and
wealknesses of the conbat

doctrine, tactics, equipment, and

organizaticn of potential
adversary armed forees,

o Develop a sensa of purpese in
training by focusing on potential
rather than fictional
adversaries.

o Prowide realistic field training
throuch npemtmns agalrst a
noncooperative Threat using the
tactics and, when possible, the
ecuripmerit ﬂf pctentlal adversary
armed forces.

o Improve and expand unit combinad
arvms, inteliigence, EW, CI,
cperations security [OPSEC),
kbattlefield deception, and
defense against uncorwventional
watfare capabilities.

The foreign materisl

portion of the Threat program perl:ama
to the acquisition and distribution of,
and familiarization traindng on,
foreion equimrent. Headquarters IS0
is respomsible for managing this part
of the program. Along with user units
and major commands, the INSQOM foredgn
matariel activity at Abardeen Proving

Ground, is INSOM's actich agent for
the executicn of these
respansibilities.

The foreigqr materiel training
progrram traine TECHINT teams In
dizmsemination methods that could be
realistically acoamplished in a theatar
Guring active hostilities.

Division and corps G2 OPTOR cadres
are trained at Aberdeen Proving
Ground. They hecore nowledgeable on
the operation and tecdhmical
characteristics of forsign weapons and
vehicles., TECHINT exploitation
worldwide provides the egquipment to
apport this pregram.  When these
cadres retarn to their undts, they uss
this nowledge to design the tr=ining
that becomes part of their overall
Threat procram.

In wartime, TECHINT training toams
ard detachments provide in-theater
famijiarization training to arriving
arrd fromtline units when they are
pulled to the rear for rest and refit.

s0, they form a ready pool of trmined
replacemerts ar augmentees for existirg
TECINT units upan mobilization or at
the start of an actual conflict.

These tralning elements provide
mrto-date fraining on koem and
virtie of thelr belng part of the
theater TECHINT unit. Daily TECHINT
analysis is used in this training.
These data are alsc an important part
of any regenermtion effort ta on
captured equipment arcund for use by US
or other friendly foroes or for
developing effective countermeasures.



APPENDIX F

TECHNICAL INTELLIGENCE EXPLOITATICN PLAN AND CATEGORY REQUIREMENTS

INTRODUCTION
This appendix includes an Battlefield TECHINT. We include it as
exhaustive listing of exploitation a suggested "field guide" for RC

categories and collection requirements TECHINT units.
regarding items of possible interest to

PRELIMINARY REQUIREMENTS FOR EXPIOTTATION
The preliminary requirements for intelligence.
exploitation are:
o Formulating detailed project
o Determining safety requirements. timeline for assessment format.
o Examining additional information o Conducting a leader-
requirements. reconnaissance of subject to be
assessed and the area of the
o Determining intended recipient of assessment.

GENERAL: FXPTOTTATTON PTAN

The general explo:Ltatlon plan operator manuals, maps), data
covers— - plates, or operating
, instructions.
o Initial photography. Preliminary
photographs of cutside and inside — Identify all individual
(shows status of equipment before equipment components requiring
assessment) . separate analysis.
o Inventory. o If equipment requires further
analysis, determine exploitation
~- Examine system for any written category and proceed.

information (documents,



EXPLOITATION CATEGORY
REQUIREMENTS

( MOBILITY REQUIREMENTS

List of subcategories.

o Infantry fighting
vehicles.

o Cargo/transport.

o Armored personnel
carrier.

o Tank chassis.

o Self-propelied
howitzer.,

o Self-propelled rocket
tauncher.

o Tank destrover.

o Self-propelled
antiaircraft.

Type of vehicle.
Engine type.
Cooling system.
Power train
description.

Brake system.
Suspension system.
Steering system.
Vehicle description.
Electrical system.
Physical dimension.

0000

OO0 00O0oO0

Subcategory requirements.

o infantry fighting
vehicle:

~- Type of armor.
-— Armor thickness.
-— Maximum personnel

-- Firing ports
location/number.

Main category requirements.

seating capability.

Track Vehicles

-~ Location of hatches.
Cargo or transport:

~-- Cargo compartment
size.

-~ Maximum height
carrying capability.

-- Maximum personnel
seating capability.

-- Type of cargo
vehicle designed
for.

Armored personnel
carrier:

-- Type of armor.

-~ Armor thickness.

-- Maximum personnel
carrying capability.

-- Firing ports
location/number.,

-- Location of hatches.

Tank, howitzer, self-
propelled rocket
fauncher or tank
destroyer:

-- Type of protective
armor .

-- Armor thickness.

-~ Body design.

~- Number of road
wheels and support
rollers.

-~ Turret location.

~- Type of track.

~- Location of hatches.

-- Power pack location.
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MOBILITY REQUIREMENTS

Wheeled Vehicles

List of subcategories.

¢ Reconnaissance
vehicles.

o Cargo/transport.

o Armored personnel
carrier.

o Infantry fighting
vehicles.

Main category requirements.

Type of vehicle.
Engine type.
Cooling system,
Power train
description.
Physical dimension.
Electrical system.
Brake system.
Suspension system.
Steer ing system.
Vehicle description,

0O 000

000 0O0

Subcategory requirements.
¢ Reconnaissance:

-- Max imum personne!
seating.

A

-- Armor thickness.
-- Special exhaust
system.

Cargo or transport:

~- Cargo compartment
size,

-~ Maximum weight
carrying capability.

-- Maximum personnel
seating compartment.

-- Type of cargo
vehicle designed
for.

Armored personnel
carrier:

~-- Armor thickness.

-~ Maximum personnel
seating capability.

-- Firing ports
locations/number.

~- Location of hatches.

-~ Type of armor.

Infantry fighting
vehicle: Same as
above.

Engineer Equipment

List of subcategories.

o Clearing equipment.

Ditching equipment,

o Water/gap crossing
equipment.

o Air compressor.

=}

[a]

o Special purpose
equipment.

Main category requirements.

Power supply equipment.

G 0 00

000 000

Type prime mover.
Engine type.

Cooling system.
Power train
description.
Physical dimensions,
Brake system.
Suspension system.
Electrical system.
Steering system.
Vehicle description.

F-3




MOBILITY REQUIREMENTS

Subcategory requirements.
o Clearing equipment:

-- Type.
-- Crew.
-- Power.
~-- Capabilities.

o Diteching equipment:
Same as above.

o Water/gap crossing
equipment:

" =—= Crew.
-~ Capacity.
-— Power.

-=- Type.

-- Width of bridge.

-- Height of bridge.
-- Length of bridge.
-~ Spanning length.

o Power supply eguipment:

-- Type.
~-- Power.
-- Capabilities.

o Air compressor: Same
as above.

o Special purpose
equipment: Same as
above.

Rotary Wing Aircraft

List of subcategories.

o Cargo/transport.
o Attack/assault.

Main category requirements.

capability.
o Flight controls.
o Armor.
o Internal weapons
mounts.,

Subcategory requirements.

Body type.

Main rotor system.

Tail rotor system.
Landing gear.

Fuel system.

Engines. =

Cool ing system.
Electrical system.
Cargo compartment size.
Cargo loading/unloading
system.

Max imum personnel
seating.

"o Maximum weight~carrying

00DO0OO0O0OO0OO0OOo

[o]

o Cargo/transport:
External winch
platform.

o Attack/assault:

~-- Weapons mounts.

-- Machine guns.

-—- Rockets.

-- Bombs.

-- Antitank guided
missiles.

-- Target acquisition
systems.
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C-E REQUIREMENTS . )

Communications

List of subcategories.

¢ Radio,
o Line equipment.

Main category requiremenfs.

(o B o B« B o]

Size.

Weight.

Document and manuals.
Vehicular mounted or
manpack.

Location found
{building, van, field,
house) .

Data plate information
(nomenclature, serial
number) .

Power requirement.
Planning range/range of
operation.

Subcategory reduirements.

s}

Radios:

RF power output.
Types of antennas
used.

Modes of operation.
Frequency range.

Tuning method

(continuous or
detent).

Presets (yes/no; how
many) .

~-- Batteries.

~-- External antenna
matching unit.

-- Number of power
supplies.

~- Remote capability.

-- Retransmission
capability.

~- Type of radio
(transceiver,
receiver,
transmitter).

~- Types of modulation
{(AM or FM).

~- Morse code
capability.

~- Frequency hopping
capability.

o Line equipmént:

-- Wire thickness.

-~ Ringer capability.

~- Line handling
capability.,

-~ Motor speed,

~-- Words per minute
transmission.

~~ Line current.

-~ Size of paper used.

-- Reperforator
capability.

~- Built-in operator
pack,

-- Length and diameter
of patch cord.
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C-E REQUIREMENTS

Radar

List of subcategories.

1]
Q
4]
]

Alr trailfic contral.
Weather radar.
Grournd surveiltaneca.
Fire coantroi.

Miin category requiramsnts.

a
o
u]
o

Size,

We ight.

Oocuments and manuals,
Location found
{glrport, bettistiald,
housa, wanl.

L= O T = A N T T e Y ]

information
seridl

Cata plats
{romenclature,
numaer},

Power requlrements.
Frequency ranga.
Secanning rangs.

AF power output,

Pulse repetitiasn rate,
Paak power,

Target indlcator,
Pulse width.

Planning range.
Wehizular mounted or
manpack,

Electromic Warfare

List of subcategorias.

a@
a

Jammere,
Ciractian findars,

Main category reaulrements.

oD oo

o

Size.

Weight.

Documants and manuals.
Locattlan foungd
(bullding, wan, fleldl.
Vehloular mourted ar
manpack,

Data piate intormat!icn
(nomenc lature, serlal
number}.

Fowsr reguiremants,
Fregugncy rangs.
Freguency hopping
capabitity.

Subcategory raegulrements,

Q

Jammers;

-- Bandwidthe i* can
Jam At one tima.

== Signal sirength whan
jsmming.

-— Can it jam radars as
wall ms
communlest lona?

Dlrestlen findere:

-- Can it locate’ a
“target atone?
== How long does it
taka to looete A
targat?
-- |z it an automatic
or manua]! OF unit?
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C-E REQUIREMENTS

1

Electronic Devices

List of subcategories.

o0 0oO0

(o]

Searchlights.
Starlight scopes.

Mine detectors,
Distance measuring
devices.

Wind/weather measuring
devices.

Main category requirements.

0O 000

o

Size.

Weight.

Documents and manuais.
Location found -
(building, van, field).
Data plate- information
(nomenciature, serial
number) .

Power requirement.
Vehicular mounted or
manpack.,

Subcategory regquiremsents,

s

o

Searchlights:

-~ What is the
candlepower rating?

-- What is the range of
the tight?

Stariight scopes:
-- What is the range it

can detect someone
or something?

-- What is the minimum
amount of 1ight
required to operate?

-- is it a transmitter
and a receiver?

-- Can it be mounted on
a weapon as well as
handheld?

o Mine detectors:

-- What is the depth it
can detect items in
goil?

-- What is the depth it
can detect items in
water?

-- Can it detect
metallic and
nonmetallic objects?

-- How many
transmitters does it
have? )

~- How many receivers
does it have?

Distance measuring
devices:

-~ What is the maximum
distance it can
measure?

~-- What is the minimum
distance It can
measure?

-- Can it measure in
metric and American
standards?




C-E REQUIREMENTS

o Wind/weather maasur ing
devlces:

-« What is the maximum
wind speed it can
measure’

—~ What [s the minimum
wind spaeed It can

I

measure?

-— What typ2 of weather

measurements will
give?

-~ Dpes it give a
printout of the
wgather report?

it




[ CHEMICAL, MEDICAL, AND

LOGISTIC (CML) REQUIREMENTS

Detectors

]

List of subcategories.

measuring instruments.

Main category requirements.

Subcategory requirements.

Chemical/biological
detector and
identification sets and
kits:

-— How effective are
they?

o Chemical/biological -- Levels of agents
detection and detected.
identification. - =- Can detectors

o Radiation detection and distinguish -agents?

-- Can kits identify
muitiple agents at
the same time?

-~ Witl it sample

o Size. air/socil/water

o Weight. {(which one or ones)?

o Documents and manuals.

o Vehicular or manpacked. Chemical/biological

o Location found detectors and alarms:
(building, van, field,
house) . -- What agents will it

o Data plateinformation detect?
{nomenclature, serial -~ Remote capabilities
number} . _ (Y/N).

o Planning range/range of -- How easy is it to
operation. use?

o Power requirements. -- How effective is it?

o Inventory. -- Type of alarm (audio

o Photographs., or visual).

-- Time of contact
between sampling and
atarm.

Radiciogical dosimeters
and dosimeter sets:

-- Equipment required

~- What agents will to read.
they detect or -- What total dose
identify? measured?

-~ Remote capabilities
(Y/N).

-- How easy is it to
use?

~- Does it measure
present or total
dose?




" GHEMICAL, MEDICAL, AND
LOGISTIC (CML) REQUIREMENTS

-- Type radiation
measured.
o Radiological area
survey meters:

-- Type radiation
measured.

-- Manpack, aircraft,
or vehicle mounted.

-- How is equipment
operated?

-- What type of

List of subcategories.

o Individual
decontamination kits.

o Portable. -
decontamination
apparatuses.

o Vehicle mounted
decontamination
apparatuses.

Main category requirements.

Size.

Weight.

Documents and manuals.
Location found
(building, van, field,
house} .

0O 0o

o Data plate information.
o Power requirement.

o Inventory.

o Photographs.

Subcategory requirements.

o Individual
decontamination kits:

~- How many times can

\

radiation detected?

Radiological low-level
radiation detection
meters:

Type of radiation
measured.

What fevel is
measuyred?

How is equipment
operated?

Decontamination Equipment

it be used?

Type of
decontaminants used.
What agents are they
used against?

How easy are they to
use?

How effective are
they?

Partable
decontamination
apparatuses:

How equipment is
transported.

Type of
decontaminants used.

. What agents are they

used against?

How easy are they to
use?

How effective are
they?

Amount of equipment
it can
decontaminate.

Extra equipment
needed to support.
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CHEMICAL, MEDICAL, AND
LOGISTIC (CML) REQUIREMENTS

Vehicle mounted
decontamination
apparatuses:

-~ Where mounted?

-- Type of
decontaminants used.

-- What agents are they
used against?

~- How many crew
members required?

-- How effective is it?

-- Amount of equipment
it can .
decontaminate.

~- Extra equipment
needed to support
cperation.

Protection Equipment

List of subcategories.

Individua! protection.
Collective protection.

Main category requirements.

Size.

Weight. —=-

Documents and manuals.
Location found.

Data plate information.
Power requirement.
Inventory.

Photographs.

Subcategory regquirements.

individual protection:

-- What protection is
afforded?
-- How is equipment

used?

-- How effective is
equipment?

-- Type of filter, if
present.

-- How easy is it to
maintain?

o Coilective protection:

-~ What protection is
afforded?

-~ How is equipment
used?

-- How effective is
equipment?

-~ Type of filtering
system.

-- How easy is it to
maintain?

-~ Number of personnel
system can
accommedate.

Smoke Systems

List of subcategories.

Hand grenade.
Smoke pot.
Smoke drum.
Smoke barrel.

VESS.

o Smoke generator.
Main category requirements.
o Size.

o Weight,
o Documents and manuals.
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CHEMICAL, MEDICAL, AND

LOGISTIC (CML) REQUIREMENTS

s}

0
Q
o

Location found.

o Data plate information.
Power requirement.
inventory.

Photographs.

Subcategory requirements.

o

Hand grenades:

ls it signaling
smoke?

What is the duration
of smoke?

How effective ig the
smoke?

Does the smoke
contain any
additives?

Smoke pot:

What is the burn
time?

How effective is the
smoke?

Can the pots be
stacked?

Ils it a fioating
smcke pot?

Does the smoke
contain any-
additives?

Smoke drum:

NBC

List of subcategories.

¢ Reconnaissance

-~ What is the burn

time?

-~ How effective is the
smoke?

~- ls it a floating
drum?

-- Does the smoke
contain any
additives?

o VESS:

-~ How effective is the
smoke?

-- How much of the
vehicle fuel supply
is required?

-~ Does the smoke
contain any
additives?

o Smoke generator:

~~ How effective is the
smoke?

~- How is it supplied
with fuel?

-- What fue! is used?

-~ What maintenance is
required?

-~ Does the smoke
contain any
additives?

Vehicles

vehicles.
o Area marking.

P-12




(

CHEMICAL, MEDICAL, AND

LOGISTIC (CML) REQUIREMENTS

Main category requirements.

Subcategory regquirements.

.0 Reconnaissance
vehicles:

-- Wheeled or tracked
vehicle.

-~ |s vehicle equipped
with overpressure?

-~ What chemica)

o Size.

o Weight.

o Documents and manuals,
o kocation found.

o Data plate information.
o Power requirement.

o inventory.

o Photographs.

detectors are used?
-~ What radiological

detectors are used?
-~ Miscellaneous NBC

equipment.

o Area marking vehicles:

Wheeled or tracked
vehicle.

Is vehicle equipped
with overpressure?
What chemical
detectors are used?
What radiological
detectors are used?
Type of marking sets

used,
-- Miscellaneous NBC
equipment.

Medical Kits

List of subcategories.

o. Personal kits.
o Medica! kits.
o Specialized kits.

Main category requirements.

Size.

Weight.
Manuals.
Location found.

Power reguirement.
Photographs.
Inventory.

O 00 0000oO0

Subcategory requirements.

o Personal kits:

Data plate information.

How and where
carried?

Type of injuries and
ailments that can be
treated.

0 Medical kits:

How and where
carried?

Type of injuries and
ailments that can be
treated.
How kit is issued?
o Specialized kits:

-~ How and where .
carried?
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 CHEMICAL, MEDICAL, AND

-~ Type of injuries and
ailments that can be

List of subcategories.
o Aid stations.
o Mobile hospitals.
¢ Permanent hospitals.

Main category requirements,

o Size.

o Documents, manuals, and
forms.

o Leocation found.

o Power rsquirements.

o Treatment capabilities.

o Personnel required to
operate,

o Number of personnel

that can be treated.

Photographs.

Inventory.

¢ Adjacent hospital
activities (labs,
clinics),

o At which leve! of
command controiled,

[« B w ]

Medical
List of subcategories.

o Ambulances,
o Aircraft.

Main category requirements.

Documents and manuals,
Inventory.
Photographs.

Crew members recquired.

o 0 00

LOGISTIC (CML) REQUIREMENTS

treated,

-~ How kit is issued?

Hospitals

Subcategory requirements,
o Aid stations:

-- Amount of time
requireg to become
operational.

-- Logistic support
needed for movement.

-- Time required for
evacuation.

o Mobile hospital;

-- Amount of time
required to become
operational.

-- Logistic support
needed for movement.

o Permanent hospital:

-- Amount of time
required to become
operational,

-~ Logistic support
needed for movement.

Vehicles

o Personnei transport
capability.

o On-board treatment
capability.

o On-board NBC protection
capability,

Subcategory regquirements.

o Ambulance:

F-14




" CHEMICAL, MEDICAL, AND

LOGISTIC (CML) REQUIREMENTS

-~ Wheeled or tracked -- What type fue! used?
vehicles.
Messing
List of subcategories. o Year of manufacture.
o Field utensil, Subcategory requirements.,
o Portable pots and pans.
o Portable immersion o Field utensi! (material
heater. used).
o Field rations. o Portable pots and pans
{(types of material).
Main category requirements. o Portable immersion
heater (fue! used},
o Size. . o Field rations:
o Weight.
o Documents and manuals, -- Types of rations.
o Location., ~- How to prepare.
o Data plate information. -- Number of servings
o lInventory. per pack.
o Photographs.

Camouflage and Concealment

List of subcategories, o Colors.
c Pattern.
¢ Camouflage netting. o Type of material used.
o Camoufiage screening. o Radar refliective (yes
o Camouflage clothing. or nol.
o infrared reflective
Main category requirements. (yes or no).
o Serviceability and
o Size, durability.
o Weight, o
o Documents and manuais. Subcategory requirements.
o Location found.
¢ Data information. o Camouflage netting.
o inventory. o Camouflage screening.
© Photographs. o Camoufiage clothing.
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CHEMICAL, MEDICAL, AND
LOGISTIC (CML) REQUIREMENTS

Body Armor
List of subcategories. o Data plate information.
o lnventory.
o Body vest: o Photographs.
o Helmets. o Type of protection
given.
Main category requirements. o Type of material used.
o Size. . Subcategory regquirements.
o Weight. ]
o Documents and manuals. o Body vest.
o Location found. o Heimets.
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WEAPONS AND MUNITIONS
REQUIREMENTS

L

Missiles, Rockets, and Munitions

List of subcategories. o Markings.
o Color code.
o Artillery. o System used in.
o Mortars.
o Bombs. Subcategory requirements.
o Mines,
o Booby traps. o Artillery and missiles:
o Grenades.
o Missiles. -- Propellant and
o Rockets. ‘rocket motor.

Main category requirements.

o]
o Size.
o Type/use.
o Filler. o
o Fuze.

i Artillery
List of subcategories.
o Tube artiliery.
o Conventional o
antiaircraft.

Main category requirements. o

o Towed or self
propelled: o

-~ Self propelied (cab

-- Guidance.

Mortars, projected

grenades, and rockets
(propellant).

Mines {(additional fuze
wells).

hydraulic, pneumatic).
Length of recoil
movement.

Type of elevation
system (manual or
power) and limit.

Type of traverse system
{(manua! or power) and
Fimit.

Muzzie brake and flash
suppressor.

or turret-opened or Subcategory requirements.
closed).
-~ Towed {(type of prime o Tube artillery:
mover) .
-~ Type of breech
o Caliber. mechanism (siiding

o Type of recoitl {spring,

wedge) .
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WEAPONS AND MUNITIONS \

REQUIREMENTS
-~ Type of ammunition barrels.
(fixed, semifixed, -- Type of fire
separate) . control.
-~ Rified or smooth -- Type of loading
bore. mechanism.
-- Bore evacuator. -- Type of firing
-~ Fire control (direct mechanism
or indirect). (pereussion,
electricl.
o Antiaircraft: ~~ Gun drive system
{(manual, electric,
-~ Single or multiple mechanicall.

Small Arms

lList of subcategories.
-~ Revolver or

o Pistols. semiautomatic.
o Rifles. ~-- Rimmed cartridge.
o Machine guns. -- Last round stop.

o Cannons.
o Rifles:

Main category requirements.
-- Carbine, assault, or

o Caliber. sniper.
o Type feeding and -- Steel sights or
quantity. ' scope.
o Single shot or -- What power scope.
automatic. -- Last round stop.
o Smooth bore or rifiled. -- Fixed or removable
o Fixed sights or bayonet.
adjustable. -- Fires from open or
o Heavy or |ight weapon. closed bolt.
o Muzzle brake or flash
suppressor. 0 Machine guns:
o Type ammunition used.
o Type locking system. -- Heavy or light.
o Gas or recoil operated. -- Vehicle mounted or
conventional,
Subcategory requirements. -~ Stock or spade
grips.
o Pistols:
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WEAPONS AND MUNITIONS 1

REQUIREMENTS
-~ Last round stop. capabilities.
-- Fixed or adjustable -- Manual and electric
bipod or tripod. fire.
-- Type of fire
o Cannons: control.
-~ Fires from gpen or
-- Ground and ciosed bolt
antiaircraft position.

Grenade Launchers

List of subcategories. ¢ Type of round.
¢ Hand held. Subcategory requirements.
o Tripod mounted.
o Vehicle mounted, o Hand held (attached to
another weapon).
Main category regquirements. o Tripod mounted (crew
served, number of
o Caliber. members) .
o Rified or smooth bore. o Vehicle mounted (single
o Method of loading. or multitubed).
o Firing method.

Fire Control

List of subcategories. o Reticle (type,
quantity, stabilized).
o Off carriage.

o On carriage. Subcategory requirements.
Main category requirements. o Off carriage:
o Use (observation, -- Weight.
target designation, ~- Tripod use.
aiming, range). ~-- Day or night use.
o Type (night vision, ~- Durability.
faser, optic).
o Style (periscope, o On carriage:
telescope,
stereoscopic) and ~- Where mounted?
power ., -~ Type of power for
o Manual or powered. operation.
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WEAPONS AND MUNITIONS
REQUIREMENTS

\

Recoilless Rifles

List of subcategories.

¢ Ground mounted.
o Vehicie mounted.
o Shoulder fired.

Main category requirements.

Caliber,
Smooth or rified.
Breech tvpe,

Spotting gun.
Fire control.
Type of round.

0000000

Subcategory requirements,
o Ground mounted:

-~ Type of mount.

Type of firing mechanism,

~- Elevation and traverse
(methods and limits).
-- Crew served (number of

members) .
o Vehicle mounted:

-- Type of vehicle.

-- Eievation and traverse
(methods and limits).

-- Type of mount (can

it

also be used in ground

rotel.

-~ Crew served {(number of

members) .
o Shouider fired:
-~ Weight.

-~ Pistol or grip.
-~ Bipod.

Turret and Cupola Mounted Weapons

List of subcategories.

o Tanks.
o Infantry fighting
vehicles.

Main category requirements.

Type of vehicle.
Location.

Size.

Weapons.

Viewing and fire
control.

Method of operation
{power, manua! or
stabilized).

o Ammunition storage
{(quantity, type,

00000

o

location).

o Attachments (!ights,
antennas, grenade
projectors).

Subcategory requirements.

o Tanks:
-- Main gun:

- Caliber.

- Smooth or rifled.

- Bore evacuator and
muzzle flash
SUppressor .

- Breech type.

- Recoil type.




WEAPONS AND MUNITIONS
REQUIREMENTS

- Elevation and
traverse {method
and limits).

- Firing mechanism,

- Ammunition types.

- Method of firing.

-~ Cpaxial weapons:

- Caliber.

- Type.

- Ammunition,
Method of firing.

1

-- Cupola:

- Weapons.

- Traverse and
elevation (method
and limits).

- Fire.control.

- Method of firing.

-= Crew compartment:
- Number of

stations.
~ Firing ports.

List of subcategories.
o Manpack,
o Towed.
o Self propelled.

Main category requirements,

o Caliber.
o Recoi!l type (if any).

Mor tars

L

o infantry fighting
vehicles:

Main guns:

Caliber.

Type.

Method of loading.
Method of firing.
Fire controi.
Elevation and
traverse (method
and limits).

-~ Coaxial weapons:

t

Caliber,

Type.

Method of loading.
Method of firing.

Crew compar tment:

Number of
stations.

- Firing ports.
- Ammunition storage

{quantity and
type).

Traverse mechanism and

limits.

Etevation mechanism and

limits.

Type of firing

mechanism,

Type of ammunition

{fixed or separate
loading).

Fire control.
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WEAPONS AND MUNITIONS W

REQUIREMENTS
Subcategory requirements. on a vehicle.
o Manpack: c Towed:

-= Mount type (base -~ Prime mover.
plate, tripod). ~-- Type of carriage

== Number of crew (single or multiple
members required and axle),
their mission (two
for the tube, one o Self propelled:
for the base plate,
three for the -- Type of vehicle.
tripod). -- Dismountable.

-- Capable of mounting
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APPENDIX G

FOREIGN LANGUAGE TEXT RECOGNITION GUIDE
INTRODUCTION

When TECHINT teams are able to
correctly identify foreign language
text, it has two immediate benefits.
First, it speeds the exploitation
process; secord, it ensures that
TECHINT personnel request the correct
linguistic support.

This appendix contains language
identification hints TECHINT personnel
can use to quickly identify some of the
many languages used in documents, on
equipment plates, and on other
identification materiel. By

identifying and reporting the correct
larguage, TECHINT persomnel can request
the right linguistic support. This
speeds the entire battlefield TECHINT
process.

The materiel in this appendix was
campiled by the FSTC. Keep in mind
that because there are thousands of
languages and dialects in use in the
world today, this material is not
camplete. However, it should prove
useful in most situations TECHINT teams
are likely to encounter.

IANGUAGE SYSTEMS

The world’s written languages can
be divided into alphabet languages ard
character languages. The only
present-day character system is the
Chinese system, which has been borrowed
by cother languages. But there are many
alphabets. The most important
alphabets currently in use are—-

© The Raman alphabet (used by
English and many other
languages) .

o The Cyrillic alphabet (used by
Russian, scme other Slavic
lanquages, ard most of the
minority languages of the Soviet
Union) .

o The Arabic alphabet (used in the
Middle East and other areas
influenced by Islam).

Other alphabets exist, but their
use is more restricted:

© The Hebrew alphabet is used for
Hebrew and Yiddish; the Greek
alphabet is used for Greek.

G-1

Collegiate Dictionarvy.

o The Devanagari alphabet is used
for Sanskrit and cther languages
in India.

Figure G~1 shows some of these
spoken languages and some of the
locations where they are spoken.

In addition, there are special
alphabets for languages like Georgian
in the USSR; Telugu and the other
Dravidian languages in southern India;
1ac and other languages in southeast
Asia; and Amharic in Ethiopia.

Illustrations of the main alphabets
are normally available in standard
desktop dictionaries like Webster’s New
Many unusual
scripts are illustrated in the revised
and enlarged edition of the _
Romanization Guide, dated 1 April
1972. This is put out by the Office of
the Geographer, Directorate for
Functional Research, Bureau of
Intelligence and Research, US
Department of State, and the US Board

on Geographic Names.




Langquage
Chinese
English
Spanish
Hindi

Russian
Arabic

Portuguese
Japanese
German
Urdu
French

Korean
Italian
Vietnamese
Turkish

Persian (Farsi, Dari)

Polish

Ukrainian
Rumnanian

Serbian (Croatian)
Pashto

Czech (Slovak)
Dutch

Hungarian

Danish (Norwegian)
Bulgarian

Swedish
Belorussian
Finnish

Albanian
Lithuanian
Iatvian

Slovenian
Estonian
Macedonian

Location

People’s Republic of China, Taiwan, Hong
Kong, Thailand

United States, Canada, Great Britain,
Ireland, Australia, New Zealand

Spain, South America, Central America,
Mexico

North Central India

Soviet Union, Eurcpe

Saudi Arabia, Yemen, South Yemen,
United Arab Emirates, Oman, Kuwait,
Bahrain, Katar, Iraq, Syria, Jordan,
Lebanon, Egypt, Sudan, Libya, Tunisia,
Algeria, Morocco

Portugal, Brazil, Africa, Asia

Japan

Germany, Austria, Switzerland

Pakistan, India

France, Belgium, Switzerland, Canada,
Morocco, Tunisia, Algeria, ILebanon, Syria,
Iaos, Cambodia, Vietnam

Korea, China, Japan

Italy, Switzerland

Vietnam

Turkey, Bulgaria, Greece, Cyprus

Iran, Afghanistan (Tadzhik, USSR)

Poland, United States, Soviet Union

Ukrainian SSR

Romania, Moldavian SSR

Yugoslavia

Afghanistan, Northwest Pakistan

Czechoslovakia

Netherlands, Suriname, Belgium

Hungary, Romania, Czechoslovakia, Yugoslavia

Dermark, Norway

Bulgaria

Sweden

Belorussian SSR

Finland

Albania, Yugoslavia

Lithuanian SSR

ILatvian SSR

Slovenia (Northwest Yugoslavia)

Estonian SSR

Macedonia (Yugoslavia)

Figure G-1. A Partial list of spoken languages and locations

where they are spoken.
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Reliable detailed information about

foreign languages for people who can
not actually read them is available in

manuals compiled for professional
librarians. These marmuals can be found
at your local library.

ROMAN ATLPHARET TANGUAGES

The most complex language
recognition problem is to distinguish
between the numercus languages that use
the Roman alphabet. The twenty-six
letter alphabet is used here as the
basic alphabet. The other Roman
alphabet languages use these same
letters, but many use fewer than twenty
six and a few use more.

Unfortunately, just because a
letter is not used is not a very useful
language recognition criterion. This
is because it is difficult to know
whether a letter is absent because it
is never used or because it simply
wasn’t needed to write the text in

question.

Five of the letters <a, e, i, o, W
are referred to collectively as
“yowels," while the rest are called
collectively "conscnants." The rules
designating letters as vowels or
consonants vary from language to
language. Some languages, for
instance, consider <1>, <rx>, or <y> to
be vowels. Most of the Roman alphabet
languages modify letters by putting
extra marks above, in, or below them.
These marks are called diacritics.
They are among the best criteria for
language recognition.

TACRTTICS

Figure G-2 shows the principal
diacritics used by various languages to
modify the Roman alphabet. Figure G-3
shows the languages that use these
diacritics. The diacritics are divided
into three groups, depending on whether
they are written above, in, or below
the letter. They are given standard

names for convenience; their actual
names vary from language to language.

Figure G-3 summarizes the
ocaurrence of various diacritics in
selected Roman alphabet languages and
gives examples of letters with
diacritics on them.

WESTERN FUROPFAN TANGUAGES

Western European languages include
those commonly called Romance and

Germanic languages.

DISTINGUISHING FRENCH, GERMAN, AND DUTCH

French

French is generally easiest to
recognize because it is so familiar and
has so many words in common with
English. French uses acute <> and
grave <™> on <e>. Acute is not used on
any other letters, but grave is used
occasionally on <a> and <uw>.
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Ciramflex <*> is used on <a, e, i, o,
w> and cedilla <.> is used under <c>.
The French commonly omit diacritics
over capital letters and in
typescript. Definite article forms:
le, la, les. French also uses a trema
<ce, i, &.



DIACRITICS

Diacritics Above the Ietter

Grave <> Acute <> Circumflex <>
Hacek <’> Breve <V> Macron < >
Tilde <~> Krouzek <O> Dot <°>
Dieresis <"> Double Acute <”> Apostrophe <’>
Question <?> Umlaut <&> Back Apostrophe <>

Diacritics In the Ietter

Bar <-> Slash </> Horn <>

Diacritics Under the Ietter

Cedilla <.> Ogonek <;> Comma <,>
Iow Dot <.>

Figure G-2. Table of diacritics.

German

German uses the umlaut <**> on capitalization is rather frequent since
<a, o, w. This is the language’s only all nouns are capitalized. Definite
diacritic. German also uses a special article forms: der, die, das, des,
letter, the Eszett <R>, which does not dem, den.
begin a word. In regular prose,

Dutch

Dutch can be mistaken for German; grave <crepe>; apostrophe <’t, z’n,
however, Dutch does not capitalize its d’r, etc.>; dieresis <Belgié>; and
nouns in regular prose. Dutch adopted sometimes the cedilla <.>. Definite
a few diacritical forms from the French article forms: de and het,
language. These include: acute <een>;
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Diacritics Written Above the Ietter

<'> grave: French, Italian, Portuguese, Vietnamese, e.g., <&>

<’> acute: <Croatian, Czech, French, Greek, Hungarian, Italian,
Polish <N, O, S, C, 2>, Slovak, Spanish, Portuguese,
Vle’cnamese e.qg., <&, 4>

<~> ciroumflex: French, Italian, Portuguese, Rumanian, Vietnamese,

'I‘urkish, e.g., <4, &

<v> hacek: Croatian, Czech, Estonian, Iatvian, Lithuanian <S, 2z, ©,
Slovak, Slovenian, e.g., <&, &

<Y> breve: Rumanian, Turkish, Vietnamese; e. -g., <a, §'>

<™> macron: Iatvian, Lithuanian; e. 9., <4, »

<~> tilde: Estonlan, Portuguese, Spanish, Vietnamese; e.qg., <&, >

<®> krouzek: Czech, Danish, Norwegian, Swedish; e,qg., X, &

<.> dot: Lithuanian <e>, Polish, Turkish, e.q., <&, 2>

<*> dieresis: Albanian, Estonian, Finnish, French, German, Hungarian,

Slovak, Portuguese <>, Spanish, Swedish, 'I\.lrleh:
e.qg., <a, & Y

<"> double acute: Hungarian; e.qg., <4, W .

<!> apostrophe: Czech, French, Slgvak; e.g., <,

<> question: Vietnamese; e. g., <a,

<¢> back apostrophe: Iatvian; e.qg., <g>

Diacritics Written In (or Touching) the Ietter

<-> bar: Croatian, Polish, Vietnamese; e.g., <&, %, &
</> slash: Danish, Norwegian, Polish; e.g., <%, &>
<’> horn: V1etnamese e.g., <f, &

Diacritics Written Under the Seat

<.> cedilla: Albanian, French, Portuguese, Turkish, e.q., <g, s>
<> ogonek: Lithuanian

<,> comma: Latvian, Rmanian; e.q., <k, s>

<,> low dot: Vietnamese; e.q., <a, e;)

Figure G-3. The occurrence of diacritics in various languages.
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DISTINGUISHING SPANISH, PORIUGUESE, AND ITALIAN

For Spanish, lock for acutes
occasionally over vowels, tilde over
<> but not over vowels, no grave
accents, and words that end in <.
For Portuguese look for the tilde over
<a> and <o> but not over <n>, the
cedilla under <c>, ard same words that
end in <m>. For Italian look for

occasional graves over vowels, no
tildes or cedillas, and numerocus
doubled consonants; e.g. <tt>, <gg>,
<pp>, <vv>, etc. Of course, lock for
the definite articles: they are
frequently used and mostly different in
the three languages.

Spanish

Spanish uses acute </> on vowels
<a, e, i, o, w ard tilde <~> on <.
Since the acute marks irregular word
accent, there will normally be no more
than one acute per word and it will

appear on the last vowel or third from
last vowel. Dieresis <> is used
occasionally over <u>. Grave <> arnd
circumflex <> are not used. Definite
article forms: el, la, los, las.

Portuguese

Portuguese uses acute <’>, grave
<*>, ard circumflex <*> occasionally
over vowels. ard tilde <~> frequently
over <a> ard <o>. Cedilla <> is used

under <c>. Dieresis <> is used over
vowels occasionally. Definite article
forms: o, os, a, as.

Italian

Italian uses acute <> on <e> ard
grave <‘> on vowels <a, e, i, o, w to
indicate unusual accent. Same type
fonts may substitute circumflex <~> for
grave. Normally there will be no more

than one grave per word and it will
appear on the last vowel or third from
last vowel. Definite article forms:
il, lo, i, gli, 1la, 1le.

NORTHERN EUROPEAN TANGUAGES

Northern European languages include
North Germanic and Slavic, as well as
unique languages of the Finno-Ugric

family. The distinguishing features of
each are described below.

Swedish

Swedish uses dieresis <> on <a>
and <o> and krouzek <*> on <a>. A

frequent word is och; meaning "and."

Danish and Norwegian

Danish and Norwegian use the same
alphabet. They use krouzek <> on <a>
ard slash </> on <o>, and a special
letter, the ae digraph <4£,2 >.
Written Danish and Norwegian are
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difficult to tell apart, but anyone who
can read one can make sense out of the
other. A fregquent word in both
languages is og; meaning "and."



Finnish

Finnish is very different from the
cther northern Eurcpean languages, but
it is similar to Estonian, which is
spoken in the USSR. Finnish uses
dieresis <'»> on <a> ard <o>, About 60

percent of the average text consists of
vowels (including <y>). ILook for
frequent double vowels; <aa>, <ee>,
<ii>, etc.

Estonian

Estonian uses tilde <~> on <o>,
dieresis <’> on <a, o, w, and hacek
<Y> on <s, z> infrequently in foreign
words. At first glance Estonian looks
very mach like Finnish, and both are

of the Finno~Ugric family. To tell the
two languages apart, look for <y>
(Finnish) or <u> with dieresis
(Estonian).

Hungarian

Hungarian uses acute <’> on <a, e,
i, o, w, dieresis <> on <0, w, and
double acute <> on <o, w. These
three diacritics are very frequent and
should all appear in an average

paragraph. Definite article forms: a,
az. Though not Northern Buropean,
Hungarian is listed here because it is
in the Finmno-Ugric family.

ALPHABET STAVIC GUAGES

It is often difficult to
distinguish between the Roman alphabet
Slavic languages. Of these languages,
Polish is easiest to distinguish from

e rest because it does not use hacek
<>, whereas the other do; and
because it uses <w> freguently and <v>
almost never, whereas the opposite
situation occurs in the other

languages.

The languages of Czechoslovakia——
Czech and Slovak--can be distinguished
from the Roman alphabet languages of
Yugoslavia, Croatia, and Serbia because
Czech and Slovak use acute <’/> on

vowels (including <y>) and Croatian
and Slovenian don’t. Acutes are so
frequent in Czech arnd Slovak that the
absence of acutes in an average length
sentence can be taken as a valid
negative test. To distinguish between
Czech and Slovak see above.

The presence of the diacritics
listed above for Croatian indicate that
it may be Croatian; but there isn’t any
convenient way to test for Slovenian
against Croatian. If in doubt between
Croatian and Slovenian, assume Croatian
unless it can be established that the
text was published in Ljubljana.

Polish

Polish uses acute <’> on <c, n, o,
S, 2>; ogonek <;> on <a, e>; bar <->
(occasionally depending on font as a
substitute for slash) on <L, 1, Z>,
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such as <L, 1, Z>; and <*> dot on <z>.
Ietters <w> and <z> are very freguent
in Polish, ard the <v> almost never
occurs,



Czech

Czech uses a <’> on <a, e, i,
o, u, y>, hacek <> en <c, 4, e, n,
r, s, t, 2>, krouzek <°> on <uw>. The

letter <r> with hacek is frequent in
Czech amd lacking in Slovak.

Slovak

Slovak uses acute <’> on <a, e, i,
1, r, o, u, y>; dieresis <> g 9 <a>;
c:.rcumflex <A> on <o>; hacek <> on
<c, 4, 1, n, 8, t, z>; and apostrophe
<’> on <d, 1, t>. the digraph <ie> is

fairly frequent in Slovak and very
infrequent in Czech. Slovak is used in
eastern Czechoslovakia. Suspect Slovak
if Bratislava is the origin.

Croatian

Croetlan uses acute </> on <c>,
> on <c, s, 2>, ard bar <=3~
on<d> Croatian 1sused1nnorthern

and coastal Yugoslavia around the city
of Zargreb.

Slovenian

Slovenian uses hacek <V> on <c,
s, 2> and no other diacritics.
Slovenian is used in extreme northwest

Yugoslavia around the city of
Ijubliana.

Rumanian

Rumanian uses breve <> on <a>,
ciramflex <> on <a, i>, and comma

<, >under <s, t>.

Albanian

Albanian uses dieresis <'> on <e>
and cedilla <> under <c>. The <e>
with dieresis is very common. Another

recognition mark of Albanian is the use
of <> without <w>.

Lithuanian

Lithuanian uses hacek <'> on <c,
s, 2>, macron < > on <Ww, dot <.> on
<e>, and ogonek <¢> under <a, e, i,

w., The frequent occurrence of ogonek
is a good recognition sign for
Lithuanian.

latvian

Latvian uses hacek <> on <c, s,
z>, macron < > on <a, e, i, o, W,
ard coma <,> under <k, 1, n>. Comma
is also used urder <G> (upper case
letter only), while back apostrophe

G-8

<‘>is used on <g> (lower case letter
only). In this case the two marks are
variant forms of the same diacritic.
The macrons and commas are a good
recognition sign for Iatvian.



OIHER ROMAN ATPHABET IANGUAGES

Turkish and Vietnamese use the

Roman alphabet with unusual diacritics.

Turkish

Turkish uses breve <'> cn <g>,

dieresis <> on <o, W, ard cedilla

<.> on <c>. Turkish has two forms of
the letter <i>. One has the upper case
<I> and a ing lower <i> that

looks like an "i" without the dot.

The cother letter has the lower case
form <i> (the same as English) arnd a
correspording upper case form that
locks like English "I" with a dot <I>.
Turkish also uses circumflex <A>
<latif> <lugat>.

Vietnamese

Vietnamese uses a very complex
s‘\;stem of diacritics. It uses breve
<'> on <a>, circumflex <*> on <a, e,
0>, horn <5> on <o, w>», and bar <=> on

<d>. In addition to these, the
following five diacritics are used with

acute </>, low dot <.>, question <?>,
and tilde <~>. Vowels with breve,
ciramflex, ard horn can, and often do,
have a tone diacritic. So, in
Vietnamese, one letter can have two
diacritics on it.

vowels to indicate tone: grave <‘>,
CYRIIITC ALPHABRET TANGUAGFES

The Cyrillic alphabet is used to
write Russian, Ukrainian,-Belorussian,
and many minority languages in the
Soviet Union. It is also used to write
Bulgarian and Serbian. The Cyrillic
alphabet and the Roman alphabet are
both derived from forms of the Greek
‘alphabet so there is a general

resemblance. Same Cyrillic letters
seem to Americans to be backwards or
oddly shaped. Figure G~4 shows the
characters and diacritics not found in
Russian. With the exception of one
letter b, which is only used scmetimes
in Russian, none of these letters
appear in the normal Russian text.

1.'b B BULGARIAN *
26e 11,1t UKRAINIAN
alli f’ BELORUSSIAN
4B j, bmhhIxy SERBIAN

* This letter appears frequently in Bulgarian and rarely in Russian.

Figure G-4. Distinguishing major Slavic languages from Russian.
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SIAVIC IANGUAGES

Figure G-4 gives the simplest
recognition guide for identifying
documents that look like Russian but

are actually other Slavic languages or
minority languages.

TRANSLITERATION

Figure G~5 shows the different
forms of the Cyrillic alphabet for five
principal Cyrillic alphabet languages
and the recammended transliterations
for each letter. Pay particular
attention to the transliteration of
Russian. These equivalents must be

used when reporting on materiel bearing
Russian nameplates. DO NOT REPORT ON
FOREIGN EQUIPMENT AND DOCUMENTS USING
THE ORIGINAL CYRILILIC CHARACITER. The
Figure classifies each letter as "C"
for conscnant or "N' for nonconscnant.

Russian

Russian is the most frequently
encountered Cyrillic alphabet language
and should always be the prime
suspect. The key to recognizing

Russian is the fact that it uses both
letter 12 and letter 39 and does not
use letter 13 at all. (See Figure
G-5.)

Bulgarian

Bulgarian is perhaps the second
most frequently encountered Cyrillic-
alphabet language and theé most
difficult for the non-specialist to
differentiate from Russian. Bulgarian
uses fewer letters than Russian. For
example, a letter used often in Russian
and never in Bulgarian is the letter 39
in Figure G-5; however, the way to be
sure that it is not Bulgarian is to see
if the letter 38 in Figure G-5 comes
before a conscnant or "C" letter. Note
that letter 38 is frequent in Bulgarian
and rare in Russian; moreover, when
letter 38 occurs in Russian, it always
occurs before an "N" letter.

Proper transliteration is very
important. When an analyst reads a
Russian nameplate and writes down
P-105A, but it is actually an R-105D (P

is not P, rather "R," and <X> is
wrongly symbolized by A), then it

The colum in Figure G-5 marked
"other" is not supplied with any
transliteration equivalents. This
colurn contains similar letters that
are encountered in the written
languages of various minority
nationalities in the USSR. These
languages belong mainly to the Uralic
family or the Altaic family, and a
Russian linguist will be unable to make

- any sense out of them. Recognition of

any documents in these languages as
non-Slavic is a helpful first step in
document exploitation. In the
following discussion the letters are
referred to by their numbers on the
chart in Figure G-5.

Ukrainian

Ukrainian is distinguished by the
use of letter 12 and letter 13 ard the
non-use of letter 39. letter 9 and 14

also are unique to Ukrainian, but their
frequency is low and their absence may
be accidental.

G-10



-4
(o]

NN RN - e e o ke b
N - O W DN B WN O
. o . e e e .

BB B R W W W W W W W WW WM NN NN NN
W N O WL~ S WO WU DU R W
. - . . . . . . . . . . . . . . . .

W O <A W N
e 4 e e e e e s e

Z® R Z 22000000002 0000052000000000°%%2%200%%2Z2200000%

Russian

Aa
bo
B
Ir
Jigt
Ee
Ee
Ak

33
Hn

Na
Kk
Jqa
Mm
Hu

Qo
Mu
Pp
Cc
T
Yy

b

Xx

Uy
Yy

Lihn
1LY
-5
blbt
bbb
33
1010
Sa

Ukrainian
a Aa a
b b6 b
v B v
g e g
d Aa 4
e/ye Ee e
&8/y8 - -
- €e ye
zh Aon zh
z 33 z
i Hu ¥
- 11 i
- Ii yi
Y Hi vy
k Kk &k
1 Ja 1
m My m
n Huy n
o Oo o
p Il p
r ..Pp r
s Cc s
t T t
u Yy wu
bo
kh X x kh
ts Hu ts
ch Yy ch
sh Ww sh
shch  lHw shch
L - -
y - -
' bs []
e - -
yu 100 yu
ya Sla ya

Belorussian Bulgarian Serbian

Aa
ol
Bs
Fr
iy}

ITu

blx
bb
33
1010
Sla

oowu < oo

e/ye
8/yé

zh

(%

1 = ®

b 3

¢t 0 n "o O

Aa
bo
B

I'r
1]

Hu

Oo
ltu

Py

L

T+

Yy

o

1010
Sla

o v < T o

<

393 1 PR

o u 1 0 O

[

kh
ts
ch

sh
sht

[«(]

yu
ya

Aa
LG
B
r
Jigy
Dwv
Ee

Mo
33
Hu

1]
Kk
Ja
Jbas
Mu
Hu
b
Oo
ITu
Py
Cc
Tr
Th
Yy

()

e oy a0 < oo

o N N

HylbwHwr

0606ebe

Figure G-5. Cyrillic alphabet and transliteration chart.
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Notes:

1. The letters are numbered sequentially for ease of reference.
The alph.?betic order given is the convenient cne, which is not
necessarily the traditional one.

2. The letters marked “"N" are nonconsonants; and the letters
marked "C" are consonants.

3. letters 7 and 8 have alternate transliterations for Russian
ard Belorussian. In all cases, the first transliteration is used
when the letter occurs after a "C" letter; the second transliteration
is used in all other cases, including when the letter begins the word.

4. Ietter 8 is not considered a separate letter and its dieresis
is often omitted.

5. Letter 4 is pronounced something like "h" in Ukrainian and
Belorussian and "h" is often the recommended transliteration.
However, transliteration "g" is recammended here to eliminate
confusion with the letters transliterated "sh" and "zh."

6. The "Other" category refers to variocus minority languages in
the Soviet Union, many of which are Uralic or Altaic languages.

Figure G-5. Cyrillic alphabet and transliteration chart {continued).

When Ukrainian is identified, pay recamended transliteration for letter

particular attention to the 4 is "g" in spite of the fact that its

transliteration of letter 12. The pronunciation is closer to English "h."
Belorussian

Belorussian is distinguished by the as an identification sign. As in
use of letter 13 and letter 39 and the Ukrainian, letter 4 in Belorussian is

non-use of letter 12, Ietter 30 is transliterated "g" and pronounced like
unique to Belorussian, but its "h, "
frequency isn’t high encugh to use it
Serbian
Serbian is spotted easily by the Croatian, and this is what the chart

several unique letters it uses: letters gives. The diacritics of the Croatian
6, 16, 19, 22, 28, and 35. Serbian is script are discussed in the "Roman
conventiocnally transliterated into alphabet languages' section above.
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Macedonian

Macedonian is spoken by perhaps two
million people in southeastern
yugoslavia. The Macedonian alphabet is
similar to the Serbian, except that
letters 6 and 28 are not used and

three other letters are added. The
added letters are letter 4 with an
acute <>, letter 17 with an acute <>,
and <S, s>. Macedonian language
documents are rare.

ARABTC ATPHARET TANGUAGES

The Arabic alphabet has generally
followed the spread of Islam and has
been used to write numerous languages,
some of which (notably Turkish) no
longer use it. This alphabet,
appropriately modified, currently is
used for all the dialects of Arabic and

for Persian, Urdu, and other
Indo~Iranian languages, such as Dari,
Pashto, and Kurdish. The Russian and
Cyrillic alphabets seem even more
related to one ancther when compared to
Arabic.

ARABIC AND PERSIAN

The best distinction a nonlinguist
can make is to separate Persian

documents from Arabic documents. The

Persian linguist carmnot read Arabic,
and vice versa, unless they know both

languages.

Arabic

Arabic is spoken over a large area
extending from Morocco on the west to
borders of ancient Persia (modern Iran)
on the east. The spoken language
varies widely in this area, but the
written language is fairly standard.
Only a specialist could hope to
distinguish the varieties of Arabic,
but a sharp-eyed nonlinguist can learn
to recognize Arabic and distinguish it
from Persian. The best indication is
perhaps the presence of letter 32,

which is not used in Persian. The next
best indication is perhaps the fregquent
occurrence of the definite article <ji>,
which is spelled with letter 1
(initial) and letter 27 (initial). A
final characteristic is the absence of
the special Persian letters: such as
letters 3, 7, 14, and 26. Since this
is a negative indication, however, it
cannot be used by itself to prove that
a text is Arabic.

Persian

Persian is used in Iran. It is
indicated by the presence of the
special Persian letters 3, 7, 14, and
26, and by the absence of letter 32.
Cther indications are a paucity of
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letter 1 and 27 cambinations (the
Arabic definite article) and a slightly
different preference in mumeral usage.
Numeral usage is discussed below and
illustrated in Figure G-6.



International Arabic Persian
0 . o ors
1 \ }

2 Y Y
3 v v
4 3 Forg
5 ° d ore

International Arabic Persian
6 " Foory
7 Y% v
8 A A
9 q 9
10 ) o Yo or
20 ) Yo OF Y

Figure G-6. International, Arabic, and Persian numbers.
ARABIC NUMERALS

In school, the mumerals used in the
United States and most of the rest of
the world are often called ’Arabic
nunerals,’ but these are not the same
forms used in Arabic alphabet
languages. The real Arabic mmerals
are illustrated in Figure G-6. This
figure also shows Arabic and Persian
variants of the numerals along with
their international equivalents. Note
that unlike the Arabic alphabet (which
is, of course, read from right to
left), ARABIC NUMERALIS ARE READ FROM
LEFT TO RIGHT, THE SAME WAY AS OUR OWN
NUMERALS ARE READ.

Document collectors should
familiarize themselves with the Arabic
numerals so they can read page numbers
in collected documents and properly
reassemble documents that have come
apart. Collectors should remember that
one of the results of the right to left
orientation of the Arabic alphabet is
that the apparent '"back" of a document

G~14

is actually the front.

Figure G~7 illustrates the Arabic
alphabet in its Arabic ard Persian
variants. Notice that each letter has
four forms, labeled "“alone,"™ "final,"
"medial,” and "initial." Notice that
"initial" is to the right of "final."
These column labels imdicate two of the
main differences between Arabic script
and Roman script: First, the letters
change in order to connect to other
letters, and Secord, THE SCRIPT IS
WRITTEN FROM RIGHT TO LEFT.

The letters with asterisks by their
numbers cannot connect to a following
letter. The initial form is used to
begin a word or when the letter follows
a nonconnectable letter., The medial
form is used after a connectable letter
or when it is used by itself; for
example, to letter paragraphs in a
document.
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Figure G-7. The Arabic alphabet.
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DIACRITICS

Another feature of the Arabic
alphabet is the use of diacritics to
differentiate many of the letters.

Figure G-8 illustrates the diacritics
used in Arabic and Persian.

High Dot
Low Dot
<> FlagHigh

Flag Low

<*"> High Double Dot
<,,> LowDouble Dot

< > DoubleFlag High

<_ > Double Flag Low

<** > HighTriple Dot
<> Low Triple Dot

< 4 > HamzaSign Persian

< $ > Hamza Sign Arabic

Figure G-8. The diacritics of Arabic and Persian.

Using Figures G-7 arnd G-8, note
that letters 2, 3, 4, 5, 29, ard
(partially) 33 have the same base form
with the following diacritics: high
dot <>, letter 29; low dot <.>, letter
2; high double dot <>, letter 4; low
double dot <.>, letter 33, initial and
medial only; high triple dot <*>,
letter 5; and low triple-dot <.>,
letter 3.

Ietter 8 is the base form for
ancther diacritic set: High dot <>,
letter 9; low dot <.>, letter 6; low
triple dot <.>, letter 7. Letter 10 is
the base form, and letter 11 adds high
dot <>, Letter 12 is the base form.
Ietter 13 adds high dot <'>, and letter
14 adds high triple dot <*>. Letter 15
is the base form and letter 16 adds
high triple dot <*>.

letters 17, 19, and 21 are the base
forms for letters 18, 20, and 22
respectively; the added diacritic for
all three is high dot <'>. ILetters 23
and 24 have approximately the same base
form with high dot <'> on letter 23 and
high double dot <"> on letter 24.
Ietters 25 and 26 have the same base
form. Letter 25 uses flag <”> on its
initial and medial forms and hamza sign
<s> on its final and alone forms.

Ietter 26 uses double flag <*> on
all its forms and hamza sign <s> on its
final and alone forms. ILetter 31 is
the base form, and letter 32 uses high
double dot <">. For grammatical
reasons letter 32 is not used initially
or medially.

SAMPLES OF ARABIC AND PERSIAN

Figure G-9 gives a sample of
printed Arabic. Note the £
occurrences of letter 1 and letter 27:
the definite article at word
beginnings. Remember, words begin on
the right. The seventh line from the
top, for instance, has four cbvious
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ocaurrences and two other occurrences
in modified forms that have not been
discussed here. There are 18
occurrences of letter 32, at least one
occurrence in every line except lines 9
ard 11 and four occurrences in lines 3
ard 8.



Sl g ld A L aslal ol S 08 dal S e Sl
dl st § & ppadl ey o bl 3 lanld SISy cndy 1 Ul oYYy
¢ addl Gl Slaas u‘?.udb ALY olel Al LYol
;,x,,u.m.a\.g_nk.-. Sl e BLdl JisS Lt uly i L, il
2 Jl iy O uiuYuu_,alall AN 06 JWLy jlast A,.L»JJ L do-y
o 81 B Gl g o i 4 O gl 2 uH‘s-wﬂJs Jesl o Shes
Y] ol A e A A Sl el Sl pe o et Al el
ol By Grimalliyg b aajlind ¢ Gl L1 1 el Sl e il
Lisdll O e Js ol et Gt dap f @ ',_o,suj\ PS> iy ezl
cﬂ—a@ﬂh’i&u‘bu—ﬁmdf A i Al s gl

WY el 01 St 1 O aa

o

Figure G-9. Printed Arabic.

Figure G-10 illustrates typewritten 9 end (on the left) with letter 32.
Arabic. Note that lines 1, 2 5, ad Ietter 32 occurs five other times in

10 begin (on the right) with the the sample. Arabic script permits same
definite article (letter 1 and letter letters to be stretched in order to
27). There are 20 other cbviocus even out text on the left. The long
occurrences of these letters at the lines at the left of the sample are

beginning of words ard several others instances of this.
that are less cbvious. Lines 1, 2, and

el ubgdp aad Guiaal St ! W ad ol
s Lo YT 5 ol | G gy (81 o Y1 G|
g A1 0 vy 714 s ol ) Vel gl
R R ANCTCL PRI g 1Yi-YY slyally
lys Ogr o caal | L.u.a o i Y ely Bl
L-L-—-—JJ,H.ML,u '\n.....‘., uS.:..J!.._.LSr_b‘_,.s\,.)..,
S5 Lals 158 1 Ul il oY
gloal paes Vool Ll L e i e
3l oy el Pl BTl LS (b5 i s
L——Juocemd‘,vm»dumw“-e@-‘esﬂ‘

Figure G-10. Typewritten Arabic.
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Figure G-11 illustrates printed triple dots <,>, one in the first line
Persian. Note the double flags <=>, ard eight more in the rest of the
two in the first line and eight more in sample. Neither of these diacritics
the rest of the sample. Note the low occurs in Arabic.

Ol ol Gt 2t G GLa f i Uy JJ‘; webs ol 1 ey
Pl il Uy a5 s eatile o oLt 1 apl @)l Gl s 4G
AR b Ko 0057 Jead &5 ebe ol O 5 W s ol
Vorq Olad ol s Kl alesly Aol 5hle Uik 1 aKT L g iyl ey
Olpl yo el Cl;l_”b;.g e luw 3 daS 1y Ll g iy WS (;1;-.)
ot 3 g )bl ol a2 @ ol elesl b 1y T e el sl
S e Ozl eyl g cad Bululolaaly ol 0L Ho Uy s ad )y g
LU el 2 a5 Q5T 6ly Jal 3le K0 4 g sy ol
whyly g &G0 P Srbe o2y b 1y Sk w2 sly K0

F igure G-11. Printed Persian (arrows indicate distinguishing features).
OTHER ARABIC ALPHABET IANGUAGES
Dari
Dari is used in Afghanistan and Persian models, there isn't any easy
favored by the goverrment. Since its way for the nonspeclallst to
written form is heavily influenced by distinguish it from Persian.
Kurdish, Pashto, and Urdu

The other notable Arabic alphabet Pakistan. These languages contain

languages are Kurdish, Pashto, and letters and diacritics not listed for
Urdu. Kurdish is spoken by the Kurdish Arabic or Persian. If one of these
tribes of Iragq, Iran, and Turkey. languages is suspected, refer the

Pashto is used widely in Afghanistan, problem to a linguist.
and Urdu is the predominant language of

CHARACTER TANGUAGES
Character languages use writing Egyptian, existed in earlier times; but
systems with symbols that stand for today, the only character languages are
words or meaningful elements of words Chinese and languages that have wholly
rather than for sounds. Character or partially borrowed the Chinese
languages, such as hieroglyphic system, such as Japanese and Korean.
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DISTINGUISHING CHINESE, JAPANESE, AND KOREAN

easy way to distinguish the model for the other two, and these
tm-egh?anguagesyis to look for the lancuages borrow freely from Chinese.
distinctive phonetic symbols of Figures G~12, G~13, and G~14 give
Japanese and Korean. If these symbols sample texts of Chinese, Japanese, and
are not present, conclude that the Korean.
language is Chinese. Chinese is the
R BB

(RN BB EIBEREBRATH. RS THEF—ILL—ETH, —LEAEE
M, IRAR. BEBMRE. BUSTHENPIERIEE TR A

AFHERNLTEBERKBRREERRFERIE. RATARBARS, FHERLLE
MEHRESNL BN I FAERERS THHMNAT, B2 5 Frank Wylie) FTRE
( Nancy Hodes) £INTHRIEBHR TN EENIHETREMEINTENRE, KRR, THY.
WM, X, MRE. REM. HEF. BER. FEA. ®ATS. EALGESES, T8
B Z3A ( Elsie Fairfax-Cholmeley) §ﬁ%‘?=}:ﬁ{?~36rman Shulman) fIZE L4 X A AU 4REHI
HRRYRH) TS AT Ao

A AP EIEXTASY, 2PBOUEAFRAATE, HPEIEROBRTESE, AN
EBEREATT R BRI, TG RONITAIEE 205 Re

BR—AURIES, BRI CEEE, FE. RS, B8 URERBSEAE SR
HiFgiE.

Figure G-12. Sample Chinese text.

Korean and Japanese language
texts use Chinese characters whenever Figure G-13 shows Japanese symbols

it might be unclear to use one of their withquiteafew(hinesesymbols
own symbols. This means that the

higher or more academic a text is the Flgm'eG-léslmvsKoreanmthfewer
more Chinese characters it will have. Chinese symbols used. -

Figure G-12 shows Chinese NOTE: North Korean text seldom has any
characters. They are more detailed, Chinese characters as a matter of
complex, and square or precise than official policy.

Japanese or Korean.
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&?«Tiﬁ?%z‘liﬁfﬁ?

BIHLEONANLEL RV 225H 5, SHEAE, HIIMAICE, EIsizimicigioT
HB, LAGREHONMESA TS, PR THRAKSIN I22vTiE, 1953 ERORTE
RIS, HTOEDHBORYNBELXSNILDTHE, RUOITERLLBADIE, REEIEN

\m‘ﬁ——i:'Jw'C-—MMlJJfH&I&&MET: ElS, Rwkisvghdisanles. THizovTi, H
FUDUMILIETICAS LD b d = 1 MEAAT B EZATH B, BNLIEINE, DEET 1 ~— 2
BlEE ) TRMMILH HNIDTH =T, FHFNEHNIGEE » (O EDEIZL SN, ERIZDE-
TAENDNERIGO DAY &Nl ZOXITIRIZA= ORI E RS 2 [ & ) Hepdi
HoENTY s

EZAMRIEADEBIRSAT, LRSI DHIRIZ fE-RCITOFTR (2 USRIES) « $ERO0mT
RELOLLMUTRADT, Wi BAISMNMEMDEB G LI=DTH 50, O, TiFk.
M3 EEDKIEIL Y RITOR O D »TH/e. SHRHBON G IREHE it L TIKIINO
WHZ= Ly ER/RMERATAECIARB Y RBAKOEYTHICE 2. STH2HT BIC,
A GO e RIMMEGTIAE B Z L Y, LRERTEOXSHEY N, WlCE
SOV FORO A AR BIZE - 12,

Figure G-13. Sample Japanese text.

o] BEg Ul A

$2) vheb KEYM BRI A& Aol Ssikoh AR (RURIETIE] 81T 20 Fd dAW
#o2 A 1547 AU e 718 o] & MW HUE BEARUE WA o238 o
TH$ 95 BEARNIY 248 39 A2 A7 A9 9 AN $ Whe 838 BEd K

#yes & o

oA, oA AT BWARAY Hyst A ALYE AT 2UA AAEAE
filsy B2%E (XG5 (BEIS 5 42 A48 AARe o= FRAE FLY 4 dote
Nobgs 8 Yo F G4 oF Ul EAKE Mz 4 107346l (R UE KBARLIE
W & o BAE AFY 1548 ¥ Fol oldlol Fx oY dol MMEARIII Zéd
Holn solgvch $2ue LE EH€ EME ZWE S0k, AE fifreld SHEGE WA
Aol 97lol [MBARIE o] [HHMARL Lot 5ot A zheh] 2 Ak

Figure G-14. Sample Korean text.

Chinese

Chinese is written with several different stroke types (less than 10)
thousand symbols called characters. and a large set of elements called
International mumerals are widely used "radicals" (about 200). Radicals are
and scientific and technical Chinese made up of one or more elements
will contain quoted Eurcpean words in associated with them. These radicals
Roman letters., The characters are and strokes are used to construct the
constructed according to a complex characters. The characters are thought

system based cn the use of only a few of as ocaupying a rectangular space and
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good calligraphy allots about the same
area to each character, regardless of

complexity.

Figure G-15 shows the fifty most
camon radicals in Chinese. Same will
occur by themselves as characters.
Most will more frequently occur as
constituents of more camplex
characters. The People’s Republic of
China has recently changed the form of

scame of these elements, but most are
unchanged ard the traditional forms
still occur even there.

Except for mmerical zerves and the
small circles that are used as ]
punctuation marks to indicate the end
of a sentence, printed Chinese doesn’t
have any circles. If the text has a
lot of circles and curves, suspect some
language other than Chinese.
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Figure G-15. Thoe fifty most common Chinese character radicals.
Japanese

Japanese has a mixed writing
system. Like the Chinese, the Japanese
normally use international mumerals in
their scientific and technical
literature; but this isn’t the real
reason their writing system is mixed.
Japanese writing is mixed because in
general it uses Chinese characters to
write the lexical stem of nouns and
verbs (the part of the word that
conveys the basic meaning); and a set
of phonetic symbols invented in Japan
called hiragana to write the
grammatical affixes of the nouns and
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verbs as well as entire auxiliary
words.

Japanese also use ancther set of
phonetic symbols, also invented in
Japan, called katakana to write words
borrowed from European languages. The
presence of these katakana symbols
distinguishes Japanese. Normal prose
will contain perhaps 60 to 70 percent
hiragana symbols. Unlike Chinese
characters, hiragana are written with
curved strokes. Katakana are less
frequent. :



The hiragana are illustrated in
Figure G-16 ard the katakana are
illustrated in Figure G-17. Fay
particular attention the fifth symbol
from the left in the bottom row of the

(Figure G-16), the one labeled
this symbol is used to write a
very cammon grammatical affix. It will
almost always occur frequently in any
Japanese text.

"m. "

Bl ol |mlulre|lz|e]s|b

a ha ) ' ta na ha ma ya ra wa
wlelLlslie|ola]leln|a

{ . shii chi m hi mi {y)i n {w)i

u ku N L nu fu mu i rut (wlu
Al || T|lRA|N|H|AX | |2

¢ ke it ta ne he me {y)e re {w)e :
- Z | & | D|IE b | A A

0 ko 10 to g hoi '~ mo yo ro (wo [

Figure G-16. The Japanese hiragana syliabary.

T y2) 3+ Z e i B AT s 2 + 4 7 .
a ka aq ta na ha ma ya ra wa
4 F | ¥y|F | =11 VR
{ ki shi chil m ke mi | Ui n (10}

2172 (x| x| 7
ul  kui

toud nu SJu

WA -3 p1v 174

mu yu ru (2a)u

|yl !l F| R A

e ke e te ne he

Al=zl v | =
me| (y)e re {wje

Z = V4 b / |’k

= E| =] 7

\

] ko 10 to no ho

mol  yo ro {wio ny

Figure G-17. The Japanese katakana syilabary.

Korean

Korean can be written entirely in
its native alphabet. Therefore,
symbols from this script will
overwhelmingly predominate in any
normal Korean text. Chinese
characters, however, are considered
learned and prestigious, so a certain
rnumber of them will be encountered in
quantities that vary with the
pretensions of the author.
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The Korean alphabet was developed
under the influence of Chinese writing
models, so to the untrained eye Korean
alphabetic writing looks like Chinese
characters. The letters of Eurcpean
alphabets form words, but the symbols
of the Korean alphabet are grouped
together to form a syllable. This
means that a Korean word may extend
over several groupings.



Also, while the letters of Eurcpean
words are read horizontally, Korean
alphabetic symbols are read
vertically-~fram the top to the bottom
of each group—~with the left preceding
the right when the symbols are
side-by-side.

Figure G~18 illustrates the symbols

of the Korean alphabet. : Pay close
attention to the second symbol from the
left in the third row, the one that
looks like a circle with a stem at the
12 o’clock position. It is a very
frequent symbol and doesn’t look like
anything that occurs in Chinese or

Japanese.

7 H z o E T f -

LR R I D A I B B
)

= o] ks 2 q — q -

2 | =2 | & | ® || 1 || 4

g (X |7 [ F || 0| A4

Figure G-18. The Korean alphabet.

G-23



APPENDIX H

CHEMICAL AND BIOLOGICAL WARFARE SAMPLING PRCCEDURES

INTRODUCTTON

Our ability to collect and analyze
toxic and chemical agents in time of
war is very important. Clear cut
procedures to collect, package,
document, and transport chemical
warfare samples are needed so that we

can collect in a variety of battlefield

envirorments. These procedures are
outlined in this appendix. These
procedures are critical for--

o Battlefield commanders who need
to know if the enemy might
retaliate with chemicals and, if
they do, how to avoid or safely
cross contaminated areas.

o Medical personnel who provide
prophylactic or postcontamination
treatment.

o National leaders who ensure that
foreign govermments comply with
existing CB warfare treaties.

This appendix provides guidance for
acquiring and packaging suspected CB
samples for safe shipment. It also
designates the elements who carry out
these tasks. This includes procedures
for proper handling, labelling,
packaging, and transporting suspected
CB samples from the battlefield to the
laboratory.

OPERATIONAT, QONCEPT

Current battle doctrine presupposes
a nonlinear battlefield where nuclear
and chemical weapons are tactically
integrated. By using long-range
weapons, the depth of the battlefield
is extended ard close-in, rear, ard
deep operaticns may be fought
concurrently.

Operations in this envirorment are
extremely fluid and highly lethal.
Clearly, NBC doctrine and procedures,
including reconnaissance operations,
are critical to mission accomplishment.

Commanders must consider the
potential for enemy use of bioclogical
weapens. They must be prepared to act
quickly when chemical or biological

warfare is suspected to minimize its
effects. Same of the indications of
CB warfare are:

o Unexplained sickness or death.

o Ordnance (munitions) containing
known or suspected CB agents.

o Attacks involving an unknown
causative agent.

0 Outbreaks of mission-degrading
synptons.,

When CB warfare is suspected,
samples are collected, labelled,
secured, ard transported to the
appropriate facility for analysis.

COLIECTTON AND MANAGEMENT

Samples suspected of containing CB
agents are divided into two categories
according to their origin:
envirormental and biamedical. Both

medical and normedical units and teams
are responsible for collecting samples
suspected of containing CB agents.
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Use the following procedures to
collect and manage envirormental and
bicmedical samples following a
suspected CB attack. WEAR APPROPRIATE
MISSION-ORIENTED PROTECTIVE POSTURE
(MOPP) CLOTHING. The packaging
procedures listed here can ensure the

safety of personnel handling the
samples in transit as well as making
sure that the samples are not
contaminated. Use the following
procedures to identify and document
envirommental and biomedical samples.

ENVIRONMENTAL SAMPLES

Personnel responsible for the
collection of envirormental samples
are——

O NBC reconnaissance teams.

© TECHINT teams.

o Preventive medicine units.

o EOD teams.

NOTE: When possible, cbtain backgrournd
samples from "clean" areas beyond the

perimeter of the attack site and use
these as baseline data for
comparisons. Collect these the same
way you collect samples from
contaminated areas; however, package
each of the samples separately.

Camplete a Sample Documentation
Form 1, Agent Data, on all samples.
(See Figure H-1.) Use agent detector
kits. Record the results on the Sample
Documentation Form 1; this form can be
used with the NBC-6 report.

Types of Samples

Envirommental CB agent samples are
collected in the field. They include
samples of—

o Liquid aerosols or vapor.

o Vegetation.

o Soil.

O Water.

o Small animals.

o Equipment and ordnance.

Packaging Samples

Package the samples in accordance
with the instructions that follow.

Liguid Aercsol and Vapor.

To sample liquid aercsols and
vapors——

o Use an electric or hand pump to
collect the air in two Tenax
GC-Type Chemical Tubes. (Record
the type of pump used and the
volume sampled.)

o0 Return the sampling tube to the
piglette.

o Mark the ocutside with a sample
identification code. See Figure
H-2.

o Close the ends tightly.

o Attach a Sample Documentation
Form.



SAMPLE IDENTIFICATION NUMEER:

1. Reason for collection
Chem or bio attack Soldiers becaming sick
Chem or bio alarm Soldiers dying
activated
Positive M256 or Positive recon team
chemical detection findings
Other,
2. location 3. Date and Time 4. Unit or Collector
Town: Sample of collection:
Country: Sample cf attack:
Coordinates: .
5. Terrain description
Flat Hills Mountain Desert
Jungle Shore River Sparce Trees
Other:
6. Weather
Clear Cloudy Rainy Fog Snow Dusty Mist
Other.
7. Wind
None Windy Gusts Mild Breeze High Winds
8. Odor (Only if noted. Waft it to nose, but do not
make a deliberate attempt to sniff sample.)
None Sweet Fruity Irritating Pepper
Flower Changing Other
Describe:

SAMPLE IDENTIFICATTION NUMBER:

9.

Synptoms Time of onset
Dizziness Duration of symptoms
Partial or full paralysis

Headache

Blurred vision
Test of conscicusness (other symptams in SF 600)

Figure H-1. Sample Documentation Form 1, Agent Data.
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10. Consistency
Smoke Mist Dust
Visible Invisible

Rain Gel Dry

11. Explosion
Air Ground Cther.
Describe:
Estimated Height: Size: Distance:

12. Delivery methods Unknown Artillery Mortar
RPG or Grenade Rocket Aircraft Other

Describe:

13. Description of sample and state of sample
Soil Multiple envirormmental samples
Vegetation (Circle) Yes No
Other

14. Description of sample and state of sample
Biomedical
Urine Tissue sample
Blood {Describe)

other body fluids

Fresh - Aged
Size of Sample

Color

Figure H-1. Sample Documentation Form 1, Agent Data (continued).

Vegetation. Collect vegetation which
appears in any way different from
normal nearby vegetation, such as
discolored or withered vegetation or
vegetation having powder or droplets
present. Vegetation samples should be
collected at several locations within

contaminated areas. To
collect samples——

o Cut several affected leaves or a
handful of grass. (Do not crush
the sample.)

o Place the sample in a mylar bag
amd seal it.

o0 Collect similar reference
vegetation fram an unaffected

area ard place it in a separate
mylar bag ard seal. (The minimm
sample size of value is three
leaves or three hardsful of
grass.) One leaf is of little
value but is better than

nothing. Bark is acceptable but
not preferred.

o Mark the bag with a sample
identification mumber.

Soil. Collect samples from areas
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stained with oils or powders, from
discolored areas, or from areas that
look different in appearance from the
surrounding soil. A similar soil
sample from an unaffected area is



1.

2.

Samples acquired by a goverrment official or provided by
ancther source must be carefully controlled to be of the
greatest value. To accamplish this, physical custody of
the sample is maintained by the goverrment representative.
A sample identification muber is also assigned and affixed
to the sample or its container.

To prevent confusion, the sample mumber must be used when
referring to the sample or to information concerning its
acquisition. A sample number consists of the following:

a. Country of acquisition. This is a two—digit alphabetic
code for the country where the sample was collected.

b. Date Acquired. This consists of a six-digit numerical
code for the year, month, and day when the sample was
collected.

c. Sample sequence number. This is a three-digit
numerical code. It begins with sample mumber 001, 002,
003, ard so forth.

d. Collector identification. This consists of a two- or
three—digit alphabetic abbreviation of the collector's
first and last name. When the identity of the
collector needs to be protected, it should be coded by
using XA through XZ and then XXA through XXz, if
necessary. Keep an index of codes and identities
separately in classified files so that you can contact
the person again if you need to.

EXAMPLE

IA~-850115-002-3D

1A = Sample was acquired by a
collector in laos.

850115 = Sample was obtained 15 Jan 85.

002 = This is the second sample received
on 15 Jan 85 by the collector.

JD = The sample was collected by John Doe.

Figure H-2. Example identification and control.
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needed for reference (soil of the same
type and texture is preferred). The
minimm sample volume is approximately
the size of a cigarette pack on its
side.

o Use a knife, spoon, spatula, or
piece of metal to collect the

sample.
o Place the sample in a mylar bag.

o Mark the bag with a sample
identification mmber.

Water. Use the M272 water test kit or
other appropriate test kit to—-

o Determine the presence of
chemical agents.

o Record the test results on a
Sample Documentation Form 1.

o Take samples at standing pools or

along streams where dead animals

are seen.
To collect bulk water samples
(preferred when oily globules or
suspended solids are present):

o Skim surface water into teflon
bottle.

o Fill the bottle, screw on the

top, and ensure the seal is leak-

proof with parafilm or plumber's
antiseize tape.

o0 Mark a sample identification
number on bottle.

When using the SepPak Cartridge for

liquid sampling, consider the
following:

o The C-18 SepPak cartridge
extracts and concentrates

contaminants in water.

o Methanol ard distilled water is
used to prime the SepPak.

Slowly draw 200 milliliters (ml) of
sample water through the cartridge with
a 50 ml syringe. Discard the liquid
and syringe. Place the cartridge in a
teflon bottle marked with a sample
identification muber.

To cbtain a sample of sludge on the
shore or from a shallow bottom:

o Scocp the top of solids with an
open bottle.

© Close the bottle and seal it with
parafilm.

o Mark the bottle with an
identification mmber.

o Place several sample bags in one
mylar bag.

© Place the reference samples in a
separate mylar bag. (Do not
overfill.)

O Press excess air from the bag ard
seal the adhesive end.

© Seal the package with tape.

© Mark sample identification
mmber(s) .

o Include the Sample Doct.mentatibn
Form 1.

Small Animals. Mammals are preferred.
To package small animals for
evacuation—

o Place the animal in a mylar bag.

o Press excess air from this bag.
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o Seal the adhesive flap and seal
the bag with tape. -

o Mark with sample identification
number.

o Attach the Sample Documentation
Form 1.

Equipment and Ordnance. Before
approaching or handling any exploded or
unexploded ordnance, contact the EOD
unit for assistance. The EOD unit
attempts to identify the ordnance by
physical characteristics or markings
and then render it safe. If the
ordnance is CB in origin, EOD packs the
sample in the field and transfers it to
a TECHINT element for transfer to
CONUS.

The sample must be marked with a
sample identification number. It must
be documented with the Sample
Documentation Form 1 and DD Form 1911,
Materiel Courier Receipt.

Protective equipment and clothing

from casualties can be important
sources of CB agent samples. To get a
sample—

o Place the equipment or clothing
in a large mylar bag.

o Fold, expel excess air from the
bag, and seal.

o Mark the bag with an
identification mmber.

o Place the bag in a second mylar
bag.

0 Seal and mark with an
identification number.

o Conplete and attach the
Documentation Form 1.

o Forward the sample to TECHINT for
transfer to corps G2.

o Document the transfer on DD
Form 1911.

BIOMEDICAL, SAMPLES

We get biomedical samples from
acutely ill soldiers having symptoms of
CB agent intoxication or from personnel
killed in an attack. The following
elements collect these samples:

o Battalion-level medical units.

o Division-level medical treatment
facilities.

o Cambat zone hospitals.
o Communications zone hospitals.
o Evacuation hospitals.

o NBC reconnaissance teams (small
animals only).

o Medical TECHINT teams.

In the theater of operations, these
teams can obtain biomedical samples
from patients and cadavers.

The best biomedical sample is an
acutely ill soldier or a cadaver
evacuated to OONUS immediately.
Camplete Sample Documentation Form 1,
Figure H-1, Sample Identification and
Control, Figure H-2, and Sample
Documentation Form 2, Figure H-3 on all
biamedical samples. A copy of the
physical examination or an extract of
significant findings is enclosed with
the biamedical samples.

The following samples should be
collected whenever casualties occur.
They should be collected in triplicate;
distributing two within CONUS and :
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HEAD
_____ Headache Ioss of consciousness
_____Dizziness Hearing and seeing

strange things
EYE

Dimness of vision (reduced light)
_____Blurred vision

NOSE
Runny nose Nose bleed

THROAT
Increased saliva Bleeding
Hoarseness Dry mouth
RESPIRATORY
Difficulty breathing Wheezing
___ Coughing bloody sputum ___ Increased sputum

HEART
Heart running fast
Heart pounding

GASTROINTESTINAL
Nausea Vomiting (color, frequency,
Bloody diarrhea contents)
Diarrhea (content,
frequency, water)
Vamiting blood

GENITOURINARY
Bloody urine

MUSCULOSKELETAL

Muscle twitchings (local or general)

_____ Seizure (convulsions)
Paralysis (part affected, partial or total)
Muscle weakness

SKIN
Reddening
Itching
Blister pain
Pain
Numbness

OTHER

Figure H-3. Sample Documentation Form 2, Symptoms.

H-8




sending one to the area medical
laboratory.

o Urine.

o Whole blood or serum.
o Sputum.

o Cerebrospinal fluid.

o Organs and tissues.

© Mediastinal lymph node.

Once collected, samples are
refrigerated or chilled immediately.
DO NOT FREEZE. Sample Documentation
Forms 1 and 2 (see Figure H-3) are
completed on all bicmedical samples.
Medical persomnel perform bicmedical
sample collection to ensure that a
valid sample is obtained. The
following quidance applies to
collecting samples.

o Collect samples from patients
during acute phase and at day 7.

© Collect urine samples (20-50 ml
per sample x 3) in urine specimen
cups. Secure the top of the cup
with wide tape, and place the ap
in individual sealable bags.

o Collect whole blood or serum
samples (5 ml per sample x 3) in
red-top blood tubes and place in
individual, sealable bags.

o Collect sputum only from acutely
ill patients (x 3). These
samples are collected in urine
caups. Secure the cup with wide
tape and place it in individual
sealable mylar bags.

o Collect cerebrospinal fluid (2 ml
per sample x 3) in red-top blood
tubes and place in individual,
sealable bags.

o Take at least 30 grams of organs
or tissues (human, postmortem x
3) ard place in a sterile
container in individual, sealable
bags. Refrigerate immediately.
(Liver, spleen, lurg,
subcutaneous fat, cerebral spinal
fluid, kidney, heart, and brain.)

o Collect at least two mediastinal
lymph nodes.

o Take animal tissue samples as a
lower priority to human samples.

o Animals should be mammalian only
(no birds).

Once critical and significant
biamedical samples are identified in
OONUS, they are turned over to TECHINT
for disposition to appropriate
laboratories (CONUS or OCONUS). Sample
Documentation Forms 1 and 2 provide
sample ard corrcborative information.

PACKAGING BIOMEDICAL SAMPIES

Biomedical samples must be properly
packaged. Proper packaging keeps the
sample from getting contaminated. It
also ensures that illness, disease, or
death does not result during transport
and storage. To properly package
biocmedical samples:

o Place the mylar bag(s) or sample
container(s) in a plastic bag.

o Remove excess air and seal
tightly.

o Mark the container with a sample
identification number.

© Place 1 to 2 inches of packing
material (vermiculate or foam)
arcund the sample bag in a rigid
container.
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O Wrap jars, tubes, or specimen
cups in a bubble wrap or cther
suitable material so they do not
move in the container.

o0 Place a 1id on the container ard
seal with wide tape.

o Place a warning on the ocutside of
the container as follows: "DO
NOT OPEN. OONTAINS HAZARDOUS OR
INFECTIOUS MATERIAL OR SUSPECTED
CHEMICAL OR BIOLOGICAIL, AGENTS."

o Place the envirommental and
biamedical samples in an
insulated chest.

o Ensure that the sample is packed

tightly and an adequate supply of
refrigerant is available.

O Seal the chest and label
accordingly.

o Inspect the packaging prior to
its departure fram the OCONUS
theater of operation to CONUS.

o The procedure should further meet
the specification contained in ™
38-250, para 10-51; Title 42,
CFR71-25; and CFR49, parts
173,386 ard 173,387 for
etiological agents.

o Document all samples with Sample
Documentation Forms 1 and 2.

o Number samples per instructions
in Figure H-2.

o Forward samples through
intelligence channels to corps
G2. (Finding units are
responsible for this.)

o Document the sample transfer with
DD Form 1911, Materiel Courier
Receipt. See Figure H-4.

EVACUATTON

When it is necessary, the G2
ensures that additional packaging and
consolidation of doubly wrapped samples
is done before the materiel is shipped
on to CONUS. The G2 campletes the
sample identification in accordance
with Attachment B and document sample
transfers on DD Form 1911.

Division surgeons send samples
through MI chamnels to the Corps G2.
When pecple die from CB causes, the
division or the corps surgeon
coordinates with cambat units and
graves registration units to transfer
the bodies quickly to battalion-,
division—-, or corps—-level medical units
or hospitals to obtain biomedical
samples. They use DD Form 1911 to
document sample transfers. '

The corps G2 coordinates sample
shipments to approved CONUS and OCONUS
laboratories and to the area medical
laboratory. The G2 must notify the US
Army CB Agent Technical Evaluation
Board (CBATEB) within one hour after a
sample suspected of containing CB
agents is received. The G2 also makes
any other required notifications
promptly.

Generally, samples are evacuated
through MI channels. Cambat units make
sure samples are delivered to somecne
who can get the material to the G2.

The G2 is responsible for properly
packaging, documenting, and notifying
camander, (MEC. Figure H-5 lists
these responsibilities.

H-10




TP AL CONTADL/DOC LI NY &0

MATERIEL COURIER RECEWY

FRIVACY ALY ‘IAII’II“‘
AUTHORITY B USC,

suwrgn BUTELY ACCOUNTY NUMBE R

PRICIPLE PURPDILS.
couviiod aad B Peesery te peomads o
AOUTING LIES: Yo

LR TIITTUPY LY TP NI T .
e baenbiiu otinn @ vhe badoeiduols St i

ot bl Srmrm o ohep " 8 ot

Dastenalroen BUrPLY ACCOUNT MUMBER

o tevabeer.

DISCILOZURE 1S VOLUNTARAY; Senge the 338N smcet b vros,
100 0 iinn 10 tomer @ the Indeloue! qani o nent Lom @usies bnoot
Sqson.

G=ite AT AM snay o g-avna,
sol 1t ometecend by wis 0f il

¥ Py g slgnetucs 1041 § R gue terohod Fhg psraste® Hosad oo thly o1 ond o Suwgiq o f the
T % setety and ansueliy sngubiomments.

SHIPMENT DESCRIFTION

SERIaAL WUMBT RS

AL Moot n R DuasTItY

SINPMENT TRANSTENS

LI TY XL}

IR ATIn T 80 4, ¢ 08 DAY VR DIDAYE
sonzy :

AL NTE PRI D WA LASS, Siness ) ) OnGCAN O® ACCOUNE ND,

sICaAYUnt SOCtal SACURITY NUMBER

LOCAYION OF YRANLIER DATLAYA/MO/DAYY

s COND

NECWIENT ST PRI IL DAL JLasy fonty il fONCAN ON ACCOUWNY »D,
]
sicuatung SOCIAL SECUNITY NUMBLA

ARCANION OF YTRANEIEN OATLIYR/D/0AY)

NECIWHNTIE PRINICD MaME (LAalS Finse_Mo) ONLAN. DA ACCOUNI NG,

SsnueaATUN

SOCtay SICURTY NULBBLN

LOCAYION OF YTRANIIEN DAYS devviQ DAY

LU ] L]

X 193 0

HLONAME LAY Con3td 200 ) OnL A O ACCOUNE ND.

sicunjunt SOCIAL SICURITY vunaln

LOCAVIDN CF YNAGIIEN D YR O /DAY)

NACOTIL 390 & T o

SO Mipaag (LAY SNy ) ORCan, OR ACCOVNT ND.

StCeeatung LOLIAL BECUMITY Wum sl n
‘DD O M - PRIVIOUI L OITION Ma v SR ULID UNTIL 31 DIC 82
o8 sray

Figure H-4. Department of Defense (DD) Form 1911,
Materiel Courier Receipt.
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PACKAGING AND SHIPPING

The G2 ensures that——

o Packaging is inspected visually for signs of leaking or
breakage. '

o The cuter wrapping is intact. DO NOT UNWRAP. Overwrap if any
irreqularities exist.

o If overwrapping is required, the time, date, place, and reason
are given.

o Samples are refrigerated or chilled (DO NOT FREEZE).

o Delays are minimized.

The G2 forwards all samples from the theater to approved CONUS or
OCONUS laboratories and the area medical laboratory 12 to 24 hours
after they are collected. If samples are not shipped within 24 hours,
they lose their operations and intelligence value.

DOCUMENTING

The G2 is responsible for properly documenting samples. The
following information must accompany every sample:

o0 Sample Documentation Forms 1 and 2.

o DD Form 1911, Materiel Courier Receipt (see Figure H-4).

NOTIFYING

When the G2 sends the notification message, it is marked
"immediate precedence" ard has the appropriate security classification
markings. The action addressee is CDR CRDEC APG MD//CBATEB//. The
notification message contains the sample identification number and any
details about how the sample was acquired. This message provides the
following information:

© Background information.

o Physical description.

o Results of preliminary tests after sample collection.

o Where, when, and under what conditions the sample was acguired.

o Description of incident. ' '

o Casualty symptams (if applicable).

o Shipment information, such as:

- Type of transportation.
-= Flight mumber and destination; ETA CONUS.
— Shipment description (such as size and weight).

Figure H-5. Intelligence Officer (G2) responsibilities.

Figure H-5. Intelligence Officer (G2) responsibilities.
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ADP
AFACST

ACRONYMS

Active Component

automatic data processing

Air Force Assistant Chief of Staff for Intelligence
Air Force Intelligence

Armed Forces Medical Intelligence Center
Air Force Systems Command

Army Intelligence Agency
amplitude modulated

aviation maintenance battalion
Army Materiel Command

ammnition

arplitude

Army regulation

all-source analysis center
ammunition supply point
associated technical document
antitank guided missile
ammunition transfer point
attention

aviation intermediate maintenance
Arizona

brigade

biological
battalion
biological warfare

camand and control

civil affairs

catalog of approved S&TIT tasks

chemical and biological

Chemical and Biological Agent Technical Evaluation Board
Canbined Captured Materiel Exploitation Center
captured enemy documents
canmnications-electronics

captured enemy ecuipment

captured enemy materiel

chemical

caunterintelligence

collection management and dissemination
Captured Materiel Exploitation Center
chemical, medical, and logistics
campany
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CONUS
QosaM

DCSINT
DETECHREP
DF

DIA
DISCOM

DOD

EACIC

Gl
G2
G3

G5

camplementary technical report, type B
Continental United States

Corps Support Cammand

corps storage area

combat service support

chemical warfare

Department of the Army
Army Deputy Chief of Staff for Intelligence

detailed technical report
direction finding

Defense Intelligence Agency
Division Support Command
division medical supply officer
Department of Defense

direct support

date time group

district transportation officer

echelons above corps

Echelons Above Corps Intelligence Center
echelons corps and below

electronic counter countermeasures
electronic countermeasures

explosive ordnance disposal

enemy prisoner of war

estimated time of arrival

electronic warfare

forward area support team

field manual/frequency modulated

foreign materiel exploitation program
foreign materiel intelligence group

foreign medical materiel exploitations
Foreign Medical Materiel Exploitation Program
foreign materiel program

forward support battalion

Foreign Science and Technology Center
foreign technology division

Assistant Chief of Staff, Gl, Personnel
Assistant Chief of Staff, G2, Intelligence
Assistant Chief of Staff, G3, Operations
Assistant chief of Staff, G4, Logistics
Assistant chief of Staff, G5, Civil Affairs
Greerwich mean time
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MSIC
msl

high explosive antitank
headquarters
headquarters, Department of the Army

hour
human intelligence

Inter-American Defense Board

in accordance with

intelligence and electronic warfare
infantry

information

Intelligence and Security Command
intelligence

Intelligence preparation of the battlefield
prisoner of war interrogation
information requirements
intelligence support element
Intelligence Threat Analysis Center

intelligence officer of the joint headquarters
Operations Directorate

Joint Captured Materiel Exploitation Center
Joint Chiefs of Staff

Joint Intelligence Center

joint task force

maintenance

Movement Control Center

movement control office

mechanized

medical

Medical Iogistic Battalion under future force structure
medical, supply, optical, and maintenance
military intelligence

milliliter

Materiel Management Centers
mission-oriented protective posture
military police

maintenance support battalion

missile and space intelligence center
missile
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N no

NATO North Atlantic Treaty Organization
NAVINTOCM Naval Intelligence Command
NBC nuclear, biological, and chemical
no morber
NPIC National Photographic Interpretation Center
NSA National Security Agency
NTC National Training Center
NTIC Naval Technical Intelligence Center
NUCINT nuclear intelligence
. OCONUS Cutside Continental United States
ODCSINT Office of the Deputy Chief of Staff for Intelligence
OPFOR opposing forces
OPLAN operations plan
OFCRD operations order
OPSEC operations security
PIR priority intelligence requirements
POL petroleum, oils, and lubricants
m provost marshal
PRETECHREP preliminary technical report
PSYOP psychological operations
pub publication
P prisoner of war (in STANAGs only)
RC Reserve Camponent
R&D research and development
recon reconnaissance
RF radio frequency
RFA request for assistance
RII request for intelligence information
RPG rocket propelled grenade
RSP render safe procedure
s2 Intelligence Officer (US Army)
S3 Operations and Training Officer (US Army)
sS4 Supply Officer (US Army)
SAIUTE size, activity, location, unit, time, equipment (spot report
format)
salv salvage
S&S supply and service
S&TI scientific and technical intelligence
SpT single discipline team
SF standard form
SIGINT signals intelligence
SJA Staff Judge Advocate

SME subject matter expert
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ey
us

USA
USAF
USAICS
UsMC
USSR

W&M

standing operating procedure
short-range ballistic missile

Soviet Socialist Republic
Standardization Agreement

index of approved S&TT tasks

Science and Technology Center - Europe
Science and Technology Center - Far East
S&TTI register

supply

Theater Army Area Cammand

Tactical Army Command

Theater Army Movement Control Agency
target exploitation

technical bulletin

tactical exploitation battalion
technical document

technical intelligence

technical manual

US Army Training and Doctrine Command
transportation

Uniform Code of Military Justice
United States

Us Army .

US Air Force

US Army Intelligence Center and School
US Marine Corps

United Soviet Socialist Republics
universal transverse mercator

vehicular smoke system
weapons and munitions

yes
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COMMUNICATIONS INTELLIGENCE
(DOD, IADB)

FOREIGN MATERIAL: PROGRAM

MATERIEL~(DOD)

MEDICAL INTELLIGENCE-(DOD)

DEFINITIONS

Technical and intelligence information
derived from foreign cammnications by
other than the intended recipients. Also
called OCOMINT.

The Army program for exploiting,
developing, or providing foreign military

- materiel, cammercial representations of

foreign materiel with potential military
application, related foreign documents in
‘the Army inventory, and exploitation
reports on this materiel of value to US
intelligence, research and development,
test and evaluation, and military
planning, operations and training.

This includes planning concerning
intelligence and non-intelligence ,
acquisition requirements, management of
signature and similator programs,
participation in evacuation efforts, and
support to the Opposing Forces Program.

This term will not be used in the text.

Raw substances, scrap, semifinished and
finished; supplies.

All items (including ships, tanks,
self-propelled weapons, aircraft, etc.,
and related spares, repair parts and
support equipment, but excluding real
property, installations, and utilities)
necessary to equip, operate, maintain, and
support military activities without
distinction as to its application for
administrative or combat purposes.

That category of intelligence resulting
from collection, evaluation, analysis, and
interpretation of foreign medical,
bio-scientific, and envirormental
information which is of interest to
strategic planning and to military medical
planning and operations for the
conservation of the fighting strength of
friendly forces and the formation of
assessments of foreign medical
capabilities in both military and civilian
sectors.
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NUCLEAR INTELLIGENCE-(DOD) Intelligence information derived from the
collection and analysis of radiation and
other effects resulting from radicactive
sources. Also called NUCINT.

SCIENTIFIC AND TECHNICAL The product resulting from the

INTELLIGENCE-(DOD, IADB) collection, evaluation, analysis, and
interpretation of foreign scientific and
technical information which covers: a.
foreign developments in basic applied
research and in applied engineering
techniques; and b. scientific and
technical characteristics, capabilities,
and limitations of all foreign military
systems, and materiel, the research and
development related there to, ard the
production methods employed for their
mamifacture. Also called S&T
Intelligence.

TECHNICAL INTELLIGENCE~(NATO) Intelligence concerning foreign
technological develocpments, and the
performance and cperational capabilities
of foreign material, which have or may
evertually have a practical application
for military purposes.

(JCS Pub 1 definition.
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REFERENCES
REQUIRED PUBLICATIONS

Required publications are sources that users must read in order to
urnderstand or to comply with this publicaticn.

Field Manuals {(FMs)

34-1 Intelligence and Electronic Warfare Operations
34-37 Echelons Above Corps Intelligence and Electronic Warfare
Operations

RETATED PUBLICATTONS

Related publications are sources of additional information. They are
not required in order to urnderstand this publication.

Army Regulations (ARs)
(U) 10~53 US Army Intelligence and Security Command, Confidential

59-8 Department of Defense (DOD) Common User Airlift

75-15 Responsibilities and Procedures for Explosive Ordnance
Disposal

350-2 Opposing Force Program

380-5 Department of the Army Information Security Program

380-6 laser Guidance System Security Classification Guide

381-26 Army Foreign Materiel Exploitation Program ‘

700~-99 Acquisition, Accounting, Control, and Disposal of Captured

Enemy Equipment and Foreign Materiel
Defense Intelligence Agency Mamual (DIAM)
(U) 58-13 Defense Human Resources Intelligence Collection Procedures,

Secret/NOFORN

(U) 75-1 Scientific and Technical Intelligence Production,
Confidential

Department of Defense (DD) Form

1911 Materiel Courier Receipt

Department of the Army (DA) Form

2028 Recommended Changes to Publications and Blank Forms
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Field Manuals (FMs)

3-5 NBC Decontaminaticn

B=30 Engineer TIntelligence

915 Bplosive Ordnance Disposal Service and Unit Crerations
21-3 Soldier's Marmal of Cammwon Tasks (Skill Iewvels 2, 3, arxd 4)
34-3 Intelligence 2nalysis

34-52 irtel ligence Interrogation

34-130 Intelligence Freparation of the Battlefield

101-5 Staff Organizaticn and Operaticns

Joint Chiefs of Staff publication [(JCS b

i Department of Defense Dicticnary of Military and
associated Terms

Stardardization Agrecwents (STANAGS)

1059 Naticnal Distinguishing Letters for Use by NATO Foroes,
Pdition 5

2014 Operations Orders, Warning Orders, and administrative/
Iogistics Orders, Edition 5

2044 Procedures for Dealing with Frisoners of War, Edition 4

2084 Handling and Reporting of Captured Enemy Bquipmert and
Doouments, Editien 5

2097 Fomenclature for Soviet Bloc Army Weapons and Egquipment,
BEdition 5 '

Supply Bulletin (SB)

708-21 Federal Supply Classification: Part I, Graups and Classes
Technical Bulletin ('TB)

(U} 38l~5 saries Foreian Materiel Catalog (FOMCAT), Secret

Technical Marual (TM)

35-250 Fackaging and Materials BHandling: Preparing of Hazardous
Materlals for Military Alr shipments
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Active, 2-5, D-1
Air Force
equipment, B-2
TECHINT, E-2
Foreign Technology Division (FID), 2-3
allied scientists, 2-7
all-socurce
analysis center (ASAC), 3-3, 3-10
intelligence, 1-1, 1-5, 3-3, 4-10
Alsos Mission, 1-3
AMC. See Army Materiel Command
ammunition, A-4, B-1, C-1, D-6, D-10
analysis, 1-3, 2-1, 2-10, 3-11, 4-4, 4-10, A-6, D-17
analysts, 1-3, 2-6, 3-8, 4-9, D-6, D-13
analyst exploitation plan, 3-12
antitank
guided missiles, 2-4
rockets, 1-3
Arabic alphabet languages, G-13
Armed Forces Medical Intelligence Center (AFMIC), 2-3
armor, 1-3, 3-13, A-1, A-8, D-6
Army
Deputy Chief of Staff for Intelligence (DCSINT), 2-3
Foreign Materiel Exploitation Program (FMEP), 2-3
Intelligence Agency (AIA), 2-3
materiel, B-1
Materiel Command (AMC), 2-5
Medical Research and Develcpment (R&D), 2-3
Article 103, Uniform Code of Military Justice, A-10, D-15
ASAC. See all-socurce analysis center
Assistant Deputy Chief of Staff for Intelligence, 2-4
associated technical documents (ATD), A-20, D-1, D-4, D-18
aviation, 3-13, 4-2, D-6, D-12

battalion, 2-5, 2-10, 3-3, 3-6, 3-10, 4-5, A-3
Battlefield TECHINT, 1-1, 2-1, 3-1, 3-6, 3-10, 4-1, 4-7
bazooka, 1-3

biamedical samples, H-7

bulletins, 3-8, E-7

Bureau of Intelligence and Research, G-1

CAPSTONE, 2-6, 2-10

aviation items, D-6

enemy documents, 4-6

enemy equipment (CEE), 1-3, 3-1, 4-1, 4-5
enemy materiel (CEM), 1-5, 2-6, 3-6, 4-1
equipment tag, 4-9, A-10



Materiel Exploitation Center (CMEC), 2-6, 3-2, 3-8, 4-1
medical equipment, D-7
capture tag, 4-9, A-11l
capturing unit, 2-10, 3-6, 3-12, 4-7, A-10, Appendix D
C-E
equipment, A~6, B-1
documents, D-17
chemical, 1-4, 4-2, B~1, C-1
chemical and biological (CB) warfare sampling procedures, H-1
civil affairs (CA), 3-1, 4-2
Class V ordnance, D-6
Class VIII medical items, D-6
collection
management, H-1
management and dissemination (CM&D) section, 3-1
points, 4-3, A-4, E-2
requirements, 3-2, A-5
combat commarnder, 1-3
combat service support (CSS), D-3
Combined Captured Materiel Exploitation Center (COMEC), 2-7, 4-6
Cambined Materiel Exploitation Center, 1-3
comand
surgeon, 4-1
transportation plan, D-4
communications )
-electronics (C-E), 2-4, 3-10, 4-7, B-2
links, 2-10
zone (COMMZ), D-6
COMIECHREP, 3-8, A-6, B-5
Type B, C-3
CONUS, 2-1, 3-11, 4-6, A-3
coordinators, 3-1
corps G2, H-12, 2-10
Corps Support Command (COSOM), 2-10, A-5
countermeasures, 1-3, 2-6, 3-11, 4-6, A-6, B-2
Cyrillic alphabet languages, G~10

DA and DOD polices, D-15
DD Form 1911, H-10
Defense Intelligence Agency (DIA), 2-1, A-6
definition of TECHINT, 1-4
Department of Defense (DOD), 1-4, 2-1
Deputy Chief of Staff for Intelligence (ODCSINT), 2-3
destruction, A-7
detailed, 2-1, 3-2, A-6, C-1

technical report (DETECHREP), 3-8
diacritics, G-3 ,
direct support, 3-10
Directorate for Functional Research, G~1
directors, 3-1
DISCOM, A-5

collection point, A-5
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dj:sposal and Transfer, D-5
disposition, 2~-7, 3-6, 4-1, A-3, C-1
MSO, D-3

EAC MI Brigade, 2-5
echelons above corps intelligence center (EACIC), 3-3
erngineer, 3-1, 4-2, A-8
enemy prisoner of war (EPW) holding area, 2-10
envirormental CB agent samples, H-2
EOD, 3-1, 4-2, A-3, C-1
evacuated, 2-1, 3-8, A-2, C-1
to CONUS, H-8
evacuation, 1-5, 2-6, 3-6, 4-1, A-3, C-1, D-16
of foreign and enemy equipment, 2-6
exanmple, 3-14, 4-7, A-1l, B-5
executors, 3-1

field, 2-4, 3-13, B-1
five functions of IPB, 3-2
Foreign
language Text Recognition Guide, G-1
materiel acquisition operations, 2-5
materiel exploitation operations, 2-5
Materiel Intelligence Group (FMIG) 2-5, 3-10, 4~5
materiel program (FMP), 2-3
materiel used for training purposes, 2-6
medical materiel, 2-3
medical materiel exploitation (FMME), 2-6
Medical Materiel Exploitation Program (FMMEP), 2~3
Science and Technology Center (FSTC), 2-4
Systems Division, D-17
From the Foxhole to the C(MEC, 3~7

Gl responsibilities, 4-1

G2 responsibilities, 2-6, 3-1, 4-1, A-3, C-2, H-13
G3 responsibilities, 3-1, 4-1, A-3

G3/S3 responsibilities, 3-1, 4-7

G4 responsibilities, 4-2, A-4

G5 responsibilities, 4-1

Geneva Conventions, 4-2

handling and evacuation 4-6, D-1
human intelligence (HUMINT) 2-5

identification and tagging, 3-12
IEW system, 3-1
individual soldier decontamination kit, 1-4
information requirements (IR), 3~3, 4-5, A-1
intelligence
and electronic warfare (IEW), 1-5, 3-1
and Security Command (INSCOM), 2-5
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and Threat Analysis Center (ITAC), 2-4

Annex, 3-6, A-1

Cycle, 1-1, 3-1

information, 2-7, D-17

Preparation of the Battlefield (IPB), 3-2, 4-10

requirements, 1-4, 2-7, 3-3, A-1
interrogation, 1-5, 308, 4-1, A-4
interrogators, 4-9

J2, responsibilities, 2-7, A-4, D-14

Joint
Materiel Exploitation Center (JCOMEC), 2-6, 4-6
Command J2, 2-7

Korean War, 1-3, 4-8

levels of war, 1-1, 2-6
low-intensity conflict, 2-6

mamials, 3-8, A-7, E-7
marking and tagging, D-14
MEDSCM, D-3
medical
intelligence, 2-3, 3-10, 4~1
materiel, 2-3, 3-12, 4-2, A-6
TECHINT, 3-12
TECHINT teams, H-8
MI
Battalion (TECHINT), 2-5, 3-6, 4-5, A-3
brigade commander, 2~-6, 4-5
channels, H-12
camander, 3-1
Military Police, 3-1, 4-2
Missile and Space Intelligence Center (MSIC), 2-4
MMC, 4-3, A-9, D-1
mobility
intelligence, 3-7, 3-10
TECHINT, 3-11
mobilization, 2-7,2-10
mumnitions and explosives, A-6

National
Security Agency (NSA), 2-1
Training Center (NIC), 2-5
Naval
Intelligence Command (NAVINTOM), 2-2
Technical Intelligence Center (NTIC), 2-2
Navy equipment, B-3
NBC, 2-4, 3-1, 4-2, B-1, C-2
reconnaissance team, 4-9
Northern European languages, G-7
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Office of the Geographer, G-1
on-site

analysis, D-12

screening, 3-9
operational and tactical levels of War, 1~1, 2-6
operation order, 3-4, A-10
Operations Analysis Company, TEB, 2-7, 2-10
overt acquisition, 2-5

packaging, C-2, H-10
packing and crating, 2-7, 2-10
P&L, D-9
photographs, 3-9, A-7, C~1
PIR and IR, 3-3, 4-5
FOL, D-1
preliminary technical report (PRETECHREP), A-6, C-3
Priority intelligence requirements (PIR), 2-7, 3-3, 4-5, A-1
prisoner
of war capture tag, A-10
evacuation channel, 4-1
producers, 3-~1, 3«2
Provost Marshal (PM), 4-2
psychological operations (PSYOP), 4-7, 4-8

RC TECHINT elements, 3-7, 3~10
reports, 1-1. 2-5, 3-2. 4-4, A-2, B-5, C-1
Roman alphabet, G-3 ,

s2/G2, D-17

SAIDTE, 3~5, 4-7, A-2, C-2

S&TT, 1-1, 2-1, 3-11, 4~5, A-6
reports, E-7

spr, 3-3, 3-10

similators, 2~5

single discipline team (SDT), 3-3

Slavic languages, G-8

SMEs, 2-6, 3-11, 4-1

SOPs, 4-2

souvenir and war trophy, 4-5, A~5

Soviet weapons data base, 1-2

Special
forves, 4-7, 4-8
interrogation report, D-17
operations, 3-1, 4-7, A-3
TECHINT interest, 3—4
technical report, 3-8

spot reports, 3-8

staff, 3-1, 4-1, A-3, C-2
Judge Advocate, 4-2, A-~4
officers, 3~1, 4-1, C-3
surgeon, D-12

STANAG 2084, B~-1



strategic, 2-1

operational, and tactical, 1-5

MI detachments, 2-6
support, 1-1, 2-1, 3-1, 4-2, A-1, C-1
system, 1-1, 2-3, 3~1, 4-1, A-4, B-1

TAACOM, D-3
Tactical
Exploitation Battalion (TEB), 2-10
User Bulletins, 3-8
TAREX, A-2, B-4
TECHINT, 1-1, 2-1, 3-1, 4-1, A-1, B-1, C-1
appendix, 3-6, A-1
bulletins, 3-8
chain, 3-12
interest items, D-1
Reserve units, 2-6
requirements, 1-4, 2-1, 3-2, A-8
teams, 2-7, 3-1, 4-1, A-1l, B-1l, C-1
training, 2-6, 4-5
training teams, E-8
Technical
Document Translation Report, 3-8
documents (TECHDOC), 1-3, 2-6, 3-6, 4-1, A—4
Evaluation Board, Aberdeen Proving Ground, Maryland, 21005, D-17
translation report, 3-8, E-6
tactical
interrogation report, D-17
operations center, 3-10
theater Army TECHINT plan, D-15
threat support 2-5
transportation officer, 4-3

Uus
Army Foreign Science and Technology Center, D-17
Army Test and Evaluation Command, 3-12

Department of State, G-1
units, 1-4, 2-1, 3-1, 4-1, A-3, C-1

Vietnam War, 1-3, 4-8
war trophies, A-7

Western Eurcopean languages, G-3
World War II, 1-1, 1-4
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