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METHODOLOCY

The detmitions i this glimary bave been di i) by iatelligence oftu ers, not by
ploledowists o sepianticits Some defimitions, therelore, may have limited applicability
owtsiede the Tinteligenoe Communty, while other delinitions iy b vestricted to the
single nse of u word which Jas intelligenee sisinbican e, as, for example, in the ward
sowree. lnsolar us possible, however, the debimitions incladed here contain a measure
of consisteney of form, and an attempt has been made 10 establish relationships among
impartant intelligence words and terms, A basic example exists in the relationships to
be found among the terms information, intelligence information and intelligence.
William R. Corsou, in his The Armies of Ignorance, observed.

A word of caution ubout the term intelligence is in arder Too often it is
used synonymously ar interchungeably with informatiem. This is inaccurate
and quite misleadiug. fuformation until and unless it has been analyzed and
evatuated remains nothing more than a fact. Information may be interesting,
amusing, or hitherto unknown to the person receiving it, but by and in itself
it 15 inappropriate to call it intelligence. The three terms tntelligence,
intelligence information, and information need to remain distinet. Tntelli-
wence by itsell refors to the meaning of, or 3 conclusion about, persons,
events, and circnmstances which is derived from analysis and/or logic.
Intelligence information consists ol facts bearing on a previously identified
problem or situation, the . signilicance of which has not been completely
established. And inlormation is made of raw-fucts whose relationship to other
phenuiena has yet to be considered or established. Similarly, the methods
imolved in acquiring information and/or intelligence information by any
weans and turnmy it into intelligence constitute the intelligence process or
eyele. The distinctions between these ternis are important to remember. . .

Ths glossary ke similar distinetions information is unevaluated material of
every description, intelligence information is information of potential intelligence
value. and antelligence is the knowlede derved from o eyelical processing of
information The articulution of these differences is lundamental to the repeated use
of thewe terms in delining other terms Oue will find, for example, that nucleas
intellience is detined as intelligence derived foan the collection and analysis of
radision  ete. whereas communications mtelligence 1s defined as technical and
intellyence imformation derived from the intercept of foreign communicalions, etc.
ol et analyzed, it is ool yet intelligenee) Such fine distinetions are expected tu
contribute o a broader understunding of the comtivon meanings of many such terns,

Arnwving at a suitable delinition for the word mtelhgence is a challenge uata
el In Sherman Kent's Strategic  Intellistence far American World Palicy.
intelligonee s clarscterized av having theee delmitional  subsets: knowledge,
orgatnzation, anch activits . This coneept is pacicularly wseful i establishing the fact
that mrelhigencr in the current context has multiple meanings.

Tntcthgrnee, be says, is the knowledge that oue nation mast possess regarding
other nabions i order to assure tsell that its intereds will not fail becanse of planning
or decninnmaking done m iznorance, and upon wineh knowledze our nationa) forewen
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policy is based Intelligence is also an institution; o physwal arganization of living
peaple which pursues the special kind of knowledge at ssue And intelligence is the
activity which the organization performs. research analyss, collection, evaluation,
study. presentation, and myriad others.

As helpful as they are, Kent's definitions are encessively dehiniting for purposes
of this glussary. In the sense that intelligence is kuowledge, for example one cannot
assume that ull intellirence is “our” intelligence. It is necessary, therefore, to fashion
the most basic delinition passible for the word intelligenee in this sense of its meaning,
trusting in the utilizer's ability to select a proper modifier to give the word more
precise meaning when that is necessary. More definitional flexibility results from such
an approach

But tntelligence is more than the knowledge contained in an intelligence product.
It encompasses the intclligence urganizations and activities that Kent refers to, and
other activities—and their resultant products—which are known as counterintelli-
gence. For hese reasons, one might be tempted to define intelligence simply as a
generic term which encompasses both foreign intelligence and foreign counterintelli-
gence, thence to formulate separate definitions for each of those terms. One quickly
discovers, however, that such a simplistic approach is insufficiently satisfying because
it fails to provide for several shades of meaning and subsequent use.

The problem is compounded by the scores of different types of intelligence that
are used commonly and which must be broadly understond, and by the variety of
_headings under which these types of intelligence are classified. Some types of
“intelligence are source-oriented (such as human intelligence or signals intelligence),
some form-oriented (as in raw or unfinished intellizence), some system-oriented
{electronic or telemetric), some subject-oriented (medical, economic), some use-
oriented (military, tactical), and a probable host of others. But the point to be made
here is how essential the basic definition of tntelligence is to further understanding of
the many, many ways in which it can be used. The definition of intelligence as it
appears in this glossary attempts to account for all of the foregoing.

SOME TYPES OF INTELLIGENCE

Acoustic{al) Intelligence {ACOUSTINT or ACINT)

Activnable Intelligence

Basic [ntelligence

Biographic{al) Intellixence

Cartographic Intelligence

Combat Intelligence

Communicaticns Intelligence (COMINT)

Counterintelligence '

Critical Intelligence

Current Intelligence

Depariment(sl} Intelligence

Economic Intelligence

Electro-Optical Intelligence (ELECTRO-OPTINT)

Electronic Intelligence (ELINT)

Enecrgy Intelligence

Fatunative Intelligence

Evaswon and Frape Intelligence

Finished Intelligence

Foreign Counterintellhigence (FCI)

Farcign Instrumentation Signals Intelligence
{FISINT)

Fotewgn Intelligence (FI)

Foreign Matetiel (FORMAT) Intelligrnce

Geographic{al} Intelligence

Human Intelbigence (HUMINT)

Imugery Tutefligence (IMINT)

Joint Intelligence

Laser Intelligence (LASINT)
Mensurement and Siknature Intelligence {MASINT)
Medical Intelligenrce (MEDINT)
Military Intelligence (M1)

National Intellikence

Nuclear {utelligence (NUCINT)
Nuclear Prohferstion Intelligence
Uperational Intelhgence (OPINTEL)
Qptical Intelligeine (OPTINT)
Photottaphic Intelhrence (PHOTINT)
Pelitical Intelligenee

Powtive Intelligence

Hadae Intelligence (RADINT)
Hadiation Intelligence (RINT)

Haw Intelligence

Scentifwe ued Tewduncsl (S8 T) Intelligence
Signals Intelhgenite (SIGINT)

Special ntelhigence (5D

Strategle Intelligence

Tactical |ntelligercr {TACINTEL)
Targel Intelligence

Technics!l Intelhigence (TI)

Telemetry latelligence (TELINT)

viii




The reader will notice frequent cross-referencing between terms and therr
definitions. In addition to providing un intelligenye lexicun, the glossary purports to be
tutorial, inasmuch as it is possible, and frequent cross-referencing is a technique’
emploved intentionally to that end.

The term cross-referenced most often is intelligence cycle which, with its
eparutely defined steps, is conceptually fundumentsl to understunding the vocabulary
of intelligence. The definitional technique 1s to list the steps in the cycle as subsets of it
(rather than in their nortnal alphabetical order in the glossary), and to refer many
related terms to the cycle and its various steps. The desired result is to keep the
reader’s [ocus on the intelligence cycle in order to maintain the conceptual integrity of
its component steps.

The drafters of the definitions contained in this glossary were not constrained by
existing definitions or by the narcow meuning of terms where broader significance
could be achieved by redefinition. Known definitions were nevertheless accommo-
dated to the grestest extent possible. The primary objective of the drafters - was to
define thase terms that lacked definition and to improve on those definitions extant.



GLOSSARY OF INTELLIGENCE TERMS AND DEFINITIONS

acousticu} intelligeace® (ACOUSTINT): Intelligence
information derived from analysis of acoustic waves
radiated either intentionally or unintentionally by the
target into the surrounding medium. (ln Naval usage,
the acronym ACINT is usced and uswvally refers to
intelligence derived specilicully from  analysis of
underwater acoustic waves from ships and
submarines.)

actionable intelligence: inteliigence information that
is directly uscful 10 customers without having to go
through the lull intelligence production process; it
may address stralegic or tactical necds, close-support
of U.S. ncgotiating teams, or action elements dealing
with such matlers “as international lerrorism or
nareotics

ndmlnis(r&li:ely contralled information: Privileged but
unclassified mateniai bearing designations such as
FOR OFFICIAL USE ONLY, or LIMITED OFFl-
CIAL USE, to prevent disclosure to unauthorized
persons.

" advisory tasking: A noa-directive statement of intelli-
gence interest or a request for intclligence information
which is usually addressed by an element of the
Intelligence Comimunity to depiriments or agencies
having information collection capabilities or intelli-
gence assets not 4 part of thc National Foreign
intelligence Program.

agent®: A person .who engages in clandestine intelli-
gence activity under the direction of an intelligence
organization but who is not an officer, employee, or
co-opted worker of that urganization,

agent of influence®: A persan who is manipulated by
an intclligence organiziation to use his position to
influence public opinion or decisionmaking in a
manncr which will advance the uobjective of the
country for which that vrganization operates,

alert memvrandum: A document issued by the
Director of Central Intelligence o National Sccurity
Council-tevel policymakers to warn them of possible
developments abroad, often of a crisis nature, of
masjor concern tu the U.S it is coordinated within the
Intelligence Community 10 the extent time permits

analysis®: A provess in the production step of the
intelhigence cydiv in winch intelligence information is
subjected 1o systematic examination in order to
wentify  aipmticant facts and  derive  conclusions
therelrom (Also see intelligence cycle)

*Sae Appendin B Alternate Defimtions

assessment®: (1) (General usel Appraisal of the worth
of an intelligence actvity, source, information, or
product in terms of its contribution to a specific goal,
ur the credibility, reliability, pertinency. accuracy, or
uselulness of informition in 1erms of an intelligenee
nced. When used in contrast with evaluarion assess-
menl smplizs 3 weighing apainst resource allocation.
expenditure, or risk. (Scc evaluation.) (2} (Production
contect] See intelligence assessment. (Also see ner
assessment.)

assct®: Scoe intellipence asset. (Also sce national
intelligence asset and iactical intelligesce ass:t.)

authentication: (1) A communications security nicu-
sure designed o provide protection against fraudulent
triansnussion and hustile imitative communicavions
deeeption by establishing the validity of a transmis-
siun, message, station, or designator. (2) A meaxns of
identifying or verifying the eligibility of a staiion,
vriginator, or individual 1o reccive specific categorics
of information. (Also sec communications deception.)

automatic dain processinig system security: All of the
technological safeguards and managerial procedures
established and applied to computer hardware,
softwarc, and data in vrder to ensure the protection of
organizational assets and individual privacy; it in-
cludes: all hardware/sofltware functions, characteris-
tics, and fleatures; operational procedurcs, account-
ability procedures, and access controls at the central
computer facilily; remote computer and terminal
facilities, management constraints, physical structures
and deviees; and the personnel and communisation
controls nceded o provide an acceptable level of
protection for classified material to be contained in
the computer system.

basic intelligence®: Comprises general reference mate-
rial of a factual nature which results from a collection
ol encyclopedic information relating to the political,
cconomic, geographic, and military structure, re-
souTCes, capabilitics, and wvulnerabilities of foreign
nutivns.

biographical intelligence: Forcign intelligence on the
views, traits, habits, skills, importance. relationships.
health, and curriculum vitae of those {uizi1gn personal-
iies of actual or patential anterest o the Unired
States Government

cartogruphic intelligence: intelhgence permartly mam-
fested tn maps and charts of areas outside the Lmited
States and s ternitoral waters,

cuve officer®: A professional emplayee of anoantelin
gence orgamzation who s responsthie 1oz providing
direction for an agent operation  (Nee apeal )



Central Imelligence Agency Program (CIAP): Scc
National Fuoreign Intelligence Program.

cipher®*: A cryptographic system in which the
cryplographic treatment (i.c., the method of trans-
forming plain text by predetermined rules 1o obscure
or conceal its mecaning) is applied to plain text
clements such as letters, digits, polyeraphs, or bits
which either have no intrinsic meaning or arc treated
without regard to their meaning in cases where the
clement is a natural-language word,

clandestine: Secret or hidden; conducted with secrecy
by design.

clandestine activity: Secret or hidden activity con-
ducted with secrecy by design. (The phrase clandes-
tine operation is preferred. Operations are pre-
planned activities.)

clandestine collection: The acquisition of intelligence
information in ways designed to assure the sccrecy of
the operation.

clandestine communication: Any type of communica-
tion or signal originated in support of clandestine
opcrations. (Also see illicit communication.)

clandestine operation®: A pre-planned secret intelli-
gence information collection activity or covert politi-
cal. economic, propaganda, or paramilitary action
conducted 50 as to assure the secrecy of the operation;
encompasses both clandestine collection and covert
action.

Clundestine Services: That portion of the Central
Inieihgence Agency (CIA) that engages in clandes-
tinc operations; sometimes used as synonymous with
‘he Lia Operations Dircclorate,

vizeification: The determination that official infor-
Ly requires, in the interest of national sccurity, a
specific degree of protection against unauthorized
""sclosure, coupled with a designation signifying that
vich a determination has been made; the designation
is normally termed a security classification. {Also see
declassificarion.)

classification suthority: Those officials within the
I"vecutive Branch who have been authorized pursuant
tu an Executive Order to originally classify informa-
tion or matcrial

classified information®: Official information which
has been determuncd to require, 1n the interests of
national security, protecnior against urauthorized
disclosure and which has been so designaled.

*See Appendin B, Alternate Delinions

code®: A cryplographic system in which the ervpio-
praphic cquivalents (usually called code Rroups),
typically consisting of letters or digits {or both) in
athcrwire meaningless combinations, are substituted
tor plion 1ext clements such as words, phrases, or
sentences,

code word®: Cicnerally, a word or term which conveys
a prearrarged micaning other than the conventional
onc; specilically, a word or term chosen to conceal the
identity of a function or action, as distinguished from
a cover naine which conceals the identity of a person,
organization, or instaifation. (Also sce cover.)

CODEWORD®: Any of a scries of designated words
or terms used with a security classification to indicate
that the material so classified was derived through a
sensitive source or method. constitutes a particular
type of sensilive comparimented information (SCI),
and is therefore accorded himited distribution.

collateral: All national security information classified
under the provisions of an Exccutive Order for which
special Intellipence Community systems of compart-
mentation (i.c., sensitive comparimented information)
arc not formally established.

collection®: Sce imtelligence cycle.
coflection guidance: Sce guidance.

collection requirement: An expression of an intelli-
gence information need which requires collection and
carries at least an implicit authorization to commit
resources in acquiring the nceded information. (Also

sec intelligence requirement.)

combat information: Uncvaluated. data, gathered by
or provided directly to the tactical. commander which,
duc to its highly perishable nature or the criticality of
the sitwation, cannol be processed into tactical
intelligence in time to satisly the customer’s tactical
intelligence requirements.

combat intelligence: That knowledge of the enemy,
weather, and geographical features required by a
commander in the planning and conduct of combat
operations. (Also sce tactical intelligence.)

Committee on Exchanges (COMEX): See Director of
Central Intelligence Committee. (Also see DCID

2/6.)
Committee on Imagery Requirements and Exploitation

(COMIREX): See Director of Central Intelligence
Committee, (Also sce DCID 1/13)

communlcations cover: See moaiprlative commurica-
fivns cover.

communications deception: The dehiberate transmis-
sion, retransmission, alteration, absorplion, or reflec-
tion of telecommunications in 4 manaer intended to
cause i misleading interpretation of these telecom-
municatinas 11 includes:



w imitative vontmunications deception  Intrusn
into foreign communications channels for the purpose
of deception by introducing signals or traffic in
imitation of the foreign communications.

b. maanipulative communications deception---The
alteration or simulatior of fricndly telecommunica-
tons fur the purpose of deception.

communicutions intelligence* {(COMINT): Technical
and intciligence information derived from intercept of
foreign commumications by other than the intended
recipients; it docs not include the monitoring of
foreign public media or the intercept of communica-
tions obtained during the course of counterintelligence
investigations within the United States.

communicatlens security® (COMSEC): The protection
resulting l[rom any measures taken lo deny unauthor-
ized persons information of value which might be
derived from telecommunications, or to ensure the
authenticity of such telecommunications.

communications security signals acquisition and
analysis: The acquisition of radio frequency propaga-
tion and its subsequent analysis to determine empiri-
cally the vulncrability of the transmission media to
interception by Laslile intelligence services; it includes
cataloging the trunsmission spectrum and taking
signal parametric measurements as required but docs
not inciude acyquisition of information carried on the
svstem: it is one of the techniques of communications
security surveillince, (Also sec communications secu-
rity surveillance.)

communications security surveillance: The systematic
examination of lelecommunications and automatic
data processing systems Lo determine the adequacy of
communications secutily mecasures: lo identify com-
munications security deficiencics, to provide dala
from which to predict the cffcctiveness of proposed
communications sccurity measures, and to confirm
the adequacy of such measures after implementation.

Community On-Line Intelligence System (COINS): A
network of Intelligence Community computer-based
information storage and retricval systems that have
been interconnccted for interagency sharing of ma-
chine formatted files,

compartmentation®: lormal systems of restricted
access to mielligence activitics, such systems estab-
lished by and/ar managed under the cognizance of
the Director of Central Intelligence to protect the
sensitive aspects of sources, methods, and analylical
procedures of foreign intelligence programs. (Also sce
decompartmentation.)

compromise®: The exposure of classified official
information or activibies 1o persons nol authorized
access thercto; hience, wnauthorized disclosure. (Also
see clavs{fied information.)

*Sce Appendix B, Alternate Delinimons

comprontising  emanations: Uintatentivnal emissions
which could discluse information being transmitted,
received, or handled by any information-processing
cquipment.

compufer security®: The computer-driven aspects of
automatic data provessing system security encompass-
ing the mechanisms and techniques that contral
access 10 or yse of the compuier or information stored
in it (Alsu sec automatic data processing system
security.)

Consolidated Cryptologic Program (CCP): Sec Na-
tional Forcign Inmtelliyence Program.

Consoliduted Intelligence Resources Information Sys-
ter (CIRIS): The automated management informa-
tion system used to identify and display the expected

“distribution of all intelligence resources within the

National Forcign Intelligence Program.
consumer®: Sce customer

co-opted warker: A national of a country but not an
officer or employce of the country's intelligence
scrvice who assists that service on a temporary or
regular basis. (In most circumstances a co-opted
worker is an official of the country but might also be.
for example, a tourist or student.)

coordination: (1) (In general) The process of sceking
concurrence from one or more groups. organizations.
or agencies regarding a proposal or an activity for
which they share some responsibility, and which may
result in contributions, concurrences. or dissents. (2)
(In intelligence preduction) The process by which
‘producers gain the views of other prodacers on the
adequacy of a specific draft assessment, estimate, or
report; it is intended o increase a product’s factual
accuracy, clarify its judgments, resolve disagreement
on issues that permit, and sharpen statemeats of
disagreement on, major unresolved issues.

counterintelligence®: Sce foreign counterintelligence.

cover: Protective guise used by a person, orgunszation,
or installation to prevent identification with clandes-
tine operations.

coverl: Sce clandestine,

covert action: A clandcstine operation designed tu
influcnce foreign governmenis, cvenis. organizations.
or persons in support of United States foreign policy:
it may include political, economic. propaganda. or
paramilitary activities, Covert action is referred 1o in
I-xecutive Order No. 12036 as special activities. (Scc
special activities.)

coverl operation: See clandestire operation {preferred
term) A covert operation encompasses coverl aclion
aml clandestine collection.

Critical Coliection Problems Commitioe (CCPCYR Scee
Director of Cenrral Intelligence Committee. (Aiso
see DCID 2/2)



critical intelligence®: Intclligence
of the United States that it is transmitted at the
highest priority to the President and other national
decisionmaking officials before passing through regu-

lar cvaluative channcls.

Critical I+telligence Communications System (CRITI-
COMM  iose communications facilitics under the
operationar and technical control of the Director,
National Security Agency which have been allocated
for the timely handling of critical intcllipence. (Also
sce critical intelligence.)

critical intelligence message® (CRITIC: A message
designated as containing critical intelligence. (Also
sec critical inmtelligence.)

cryptanalysis (CAY: The steps or processes involved in
converting encrypted messages into plain lext without
initial knowledge of the sysiem or key employed in the
encryption.

CRYPTO: A designation which is applied to classi-
ficd, cryptographic information which involves special
rules for avcess and handling. (Also see cryptographic
information.) "

cryptographic information: All information signifi-
cantly descriptive of cryptographic techniques and
processes or of cryptographic systems and equipment,
or their functions and capabilities, and all cryploma-
terial (“significantly descriptive” means that the
inforrmation could, if made known to unauthorized
persons, permit recovery of specific cryplographic
teawures of classified crypto-equipment, reveal weak-
nesses of associated equipment which could allow
recovery of plain text or of key, aid materially in the
<rypianalysis of a general or specific cryptosystem, or
+ .+ 10 1he cryptanalysis of an individual rnessage,
.wmmand, or authentication). (Also sec CRYPTO.)

=2 ~-sphic securily: The component of communi-
cations security that results from the provision of
tz~hnically sound cryptographic systems and which
rrovides for their proper usc.

cryptograpbic system: All associated items of crypto-
material (e.g.. equipment and their removable compo-
nents which perform cryptographic functions, operat-
ing instructions, and maintenance manuals) that are
uscd as a unit 1o provide a single means of encryplion
and decryption of plain text so that its meaning may
be concealed; also any mechanical or electrical device
or mcthod wsed for thc purpose of disguising,
authenucating, or concealing the contents, signifi-
cance. or meanings of communications; short name
cryptosystem,

*Sce Appendis B Alernate Delimitions

infurinalion or -
:ntelligence of such urgent importance to the seeurity -

cryplagraphy®: The branch of cryprology used 1o
provide & means of encryption and deception of plain
text so thit s meaning may be cuncealed.

cryptofugic activitics: The activitiesn and operations
involved in the production of signals intelligence and
the mamitenance of signaly securny

ceyptology: " 1 he science of producing signals intelli-
geace and maintaining signals sceurity, (Alvo see
cryptanalysis and eryprtography.)

cryplomuterial®; Al mateniitl (including documents,
devices, or cquipment) that contains cryptographic

.information and is essential to the ecncryption,

decryption, or authentication of telecommunications.

cryplosecurity: Shortencd form of eryprographic
securiry. Sce above.

cryptosystem: Shortened form of cryprographic sys-
tem. See asbove.

current intelligence®: Intclligence of all types and
forms of immediate interest to the users of intelli-
gence; it may be disseminated without the delays
incident to complete evaluation, interpretation, analy-
sis, or integration.

customer: An authorized person who uses intelligence
or intelligence information cither to produce other
intelligence or dircctly in the decisionmaking process:
it is synonymous with comsumer and user.

damage assessment: (1) {Intelligence Community
conlext.) An evaluation of the impact of a2 compro-
mise in terms of loss of intelligencz information,
sources, or methods, and which may describe and/or
rccommend measures to minimize damage and
prevent future compromises. (2) (Military context.)
An appraisal ¢f the effects of an attack on one or
more elements of a nation’s strength (military,
cconomic, und political) to determine residual capabi-
lity for further military action in support of planning
for recovery and reconstitution.

DCID 172 Attachment: An annual publication by the
Dircctor of Central Intelligence (DCI) which estab-
lishes a prioritics classification system; it presents
requircments categories and foreign countries in a
geotopical matnix, against which priorities are as-
signed which provide the Intelligence Community
with basic substantive pricrities guidance for the
conducet ol all U8, foreign ntelligence activities; it
includes a system for adjusting priorities between
annual publiciations; prierities are approved by the
DCT with the adwice of the National Foreign
Intellipence Board. (Also see priority.)

deception: Those measures designed to nuslead a
foreign pawer, vrganization, or person by manipula-
tton, distortion, vr Talsification of evidence 10 induce
lim to react in a manner prejudicial to his interests.
{Alsa sce cammunications deceptian, electronic coun-
termeasurcs, and monipulative deception.)



declassification: Removal of official information from
the protective status afforded by security classilivi-
tion; it requires u determination that disclosure no
longer wauld be detrimental to national security.
(Also see classifivaiion.)

decode: To convert an encoded message inte plain
text,

decompartmentation: ‘the removal ol nformation
from a compirtmentation system without altering the
information to conceul sources, methods, o analytical
procedurcs. (Ako sce compartmentarion.)

decrypt: To transform an encrypted commumication
into its equivaiemt plain text.

decipher: To curvert an enciphered communication
into its equivalent plain text. :

defector®: A nativnal of a designuted country who has
escaped [rom its control or who, being outside its
jurisdiction and control, is unwilling to return and
who is of spccial value to another government because
he is able to udd valuable new or confirmatory
intelligence inforination 1o existing knowledge about
nis country (Al sec emigre, refugee, and disaffecred
person.) -

Defense Intelligence Cummunity*: Refers to the
Defense Intelligence Agency (DIA). the National
Security Agenc. (NSA) and the Military Services'
intethgence offives including Depactment of Defense
{DaD} collectory of specialized intelligence through
FeConNaissance programs.

deparimental iatelligence®: Foreign intelligence pro-
duccd and used within a gavernmental department or
agency in meeting its assigned responsibilities.

direction finding (DF: A procedure for obtaining
bearings on radio freguency emitters with the use of 4
dircctional antenna and a display unit on an intercept
receiver or ancillary equipment

Director of Centrxl Iatelligence (IXC1%: The President's
principal foreign intclligence adviser appointed by
him with the consent of the Senate to be the head of
the Intclligence Community and Director of the
Central Intelligence Agency and 1o dischirge those
authuritics and o yponsibilities as they are prescribed
by iaw and by Prosidential and National Sccurity
Council directives '

Director oi Cendral intelligence Committec: Any one
of several commitiees established by the Director of
Central Intelligence (DCD) o advise him and 10
perform whatever lunctions he shall dectermine:; DCI
Committees uswally deal with Intelligence Commu-
nity concerns, and thetr terms of reference ordinarily
arc specified an DCT Iarectives: members may be
drawn from i components of the Intelligence
Community  (Alwo see Director of Central Intelii-
gence Directive.)

* See Apimaaliv B ANernate Defimtian

Director of Central Intelligence Directive (DCID): A
directive issued by the Dircctor of Central Intelh-
gence whieh outlines general policies and procedures
1u be fullowed by sntelligence agencies and organiz:-
tions which are under his dircction or overview

disaffected person: A person apparently disenchanted
with his current situation who may therefore be
exploitable for intelligence  purpasces, cg., by the
willingness ta become an wienr or defector. (Al sce
walk-in.}

disclosure: The authorized release of classified infor-
mition theough approved channcls,

disseminxtion®: Scc incelligence cycle,

domestic vollection: The acquisition of foreign intelli-
gence anformation wthin the United States from
guvernmental or nongovernmental organizations wr
individuals who arc witting sources and choase v
cooperate by shuring such information.

double ngent*: An agent who is cooperating with an
intelligence service of one governrent on behalf of
and under the contruol of an intelligence or security
service of another government, and is maripulated by
onc 1o the detriment of the other.

downgrade: To change a secunty classification from 2
higher to a lower level.

economic intelligence®: Forcign intelligence concern-
ing the production, distribution and consumption of
goods and services, labor, finance, taxation, and other
aspects of the interpational economic system.

Economic Ingelligence Conimittee (EIC): Sce Director
of Central latelligence Committee, (Also see DCID
RYEN

electeo-optical intelligence (ELECTRO-OPTIN T): in-
telligence information derived from the optical nioni
toring of the elcctromagnetic spectrum from ultravio-
let (0.01 micrometers) through far (long waveleng:hi)
infrared (1000 micrometers). (Also  see opiical
intelligence.)

clectronic countermeasures (ECMy That division of
clectronie warfare involving actions tahen to prevent
or reduce an  adversary's cffcctive use of che
clectromagnetic spectrum. Electronic countesmeys-
ures nclude  electronic jumming, which s the
detiberate radiation, reradiation. or reflection of
clectromagnetic energy with the object of impairing
the uses of electronic equipment used by an adversary:
and electronic deception, which is siular but s
intended to nuslead an adversary in the interpretation
ol information received by his electronie svalem

¢lectronic counter-countermensuras (ECCM): The di.
vinvion of electronic warfare involving tctions tuken o
ensury ke effective use of the electiomagnetic
pectrun deseite an adversarys use of electronie
countetineeares (Al see electronic warfare.)



electronic emission security: Those measures taken 1o
protect  all transmissions  {rom interceplion and
clectronic analysis.

electronic intelligence® (FIANTE: Techme! and intel-
ligenee information derived from forcign noncom.
munications clcctromagnetic radiations ¢manating
from other than atomic detonation or radicactive
sOurCes.

electronic order of battle®* (FOB: A hsting of non-
communications electronic  devices including site
designation, namenclature, focation, site lunction, snd
any other perlinent information obtained from sny
source and which has military signilicance when
related to the devices.

electronic security® (ELSEC): The protection resulting
from all measures designed to deny unauthorized
persons information of value which might be derived
from their intercept and analysis of non-communica-
tions clectromagnetic radiations; e.g., radar.

electronic surveillance®: Acquisition of a nonpublic
communication by clcctronic means without the
consent of a person who is a party to an clectronic
communication or, in thc case of a nonelectronic
communication, without the consent of a person who
is vistbly present at the place of communication, but
not includidg the use of radio direction finding
cquipment solely to determine the location of a
transmitter.

electronic warfare (EW): Military action invalving the
use of electromagnctic energy Lo determine, exploit,
reduce, or prevent hostile use of the electromagnetic
spectrum, and action which retains friendly use of the
clectromagnetic spectrum. (The three divisions of
clectronic warfare are: electronic warfare support
mrasures, electronic countermeasures, and electronic
Gounter-couniermeasures. )

clectzonlc warfnre support measures (ESM): That
divasion of clectronic warfare involving actions 10
rearch for, intercept, locate, record, and analyze
rediated clectromagnetic encrgy for the purpose of
gvipnorting such radiations in support of auldary
»n trations: thus, electronic warfare suppart measures
prove’y a source of clectronic warflarc information
which may be used for immediate action involving
<. aduct of electronic countermecasures, clectronic
sounter-countermezsures, Lthreat detection and avoid-
ance, target acquisition, homing, and other combat
supporl measurcs.

emanations security (EMSEC): The protection sesult-
ing from all measures designed 1o deny unauthorized
peesons inlormation of value which might be derived
Irom intercept and analysis of compremising emana-
tens from other than cryptographic equipment and
telecommunications  systems  (Alse sec emiscion
security.)

emigre: A person who departs fram s country tor
any lawlul reason with the antention of permanently
reseithing elsewhere (Alse see refugee and defector.)

*See Appendir B Alternate Defintion-

emission securiry: The component of communications
security sesuviting from atl mensures taken 10 deny 1o
unaatharizcd peesons information of vilue which
tnght he adenived from intercept and analysis of
compratsag cmanations from cryptographic cquip-
ment aind Czlecommunications systemns. (Also see
emanotiony yecurify.)

encode: To cuver! plain text into a different form by
means ol 4 wode.

encipher®: Tu encrypt plain text by micans of i cipher.
tAlva see cipher.)

enceypt®: To convert plain text into a different form in
order to conceal its mcaning.

end product: Scc finished infelligence. (Also sce
product,)

energy intelligence: Intelligence relating to the techni-
¢al, economic and political capabilitics and programs
of foreign countries to engage in development,
utilization, and commerce of basic and advanced
encrgy technologics; it includes: the location and
extent of forcign cnergy resources and their alloca-
tion; forcign government energy policics, plans, and
programs, ncw and impraved foreign energy technolo-
gies: and cconomic and sccurity asneéts of foreign
cnergy supply, demand, production distribution, and
utilization. :

espionage®: intclligence activity directed toward the
acquisition of infarmation through clandestine means
znd proscribed by the laws of the country against
which i_l is committed.

essential elements of information (EE!): Those itemns of
intclligence information csseatial for timely decisions
and for enhancement of operations iand which relate
to foreign power, forces, targets, or the physical
environment.

estimative intelligeace: A category of intelligence
which attempis to project probable future foreign
cuurses of aciion and developments and their imiplica-
tions for U.S. interests; it may or may not be
coordinated und may be either nationat or depart-
mental intelligence.

eveluation®: Appraisal of the worth of an intelligence
activity, infornvation, or product in terms of its
contribution to a specific goal: or the credibility,
reliability, pertmency, accueracy, or usclfulness of
wafarmation in terms of an intelligence nced. Evalua-
tion mav be used without reference 1o cost or risk,
partcularly when contrasted with assestmenr (Also
See assesimmenty i is alse a process athe pradestion
step ol the intelhigence exele. (See inelligence cvele

crasian and escstpe (E&Er (he pracedures and
operations whereby  military personnel and other
selected  wmdnaduals are enabicd o emcerge from
chemv held or bastis areas to arers under [riendis
Suhre!



evasion and escap? intelligence: Processed intelligence
information prepared to astist personnel 1o avoid
capture il Jost in enemy-dominated territory or to
escape if captured.

exploitation*: The process of ubtaining intelligence
information from uny source and taking advantage of
it for intelligence purposes. (Al see source.)

finished intelligence: The result of the production step
of the intelligeace cycle: the intelligence product,
(Also sec inmtelligence cycle and end product.)

foreign affairy community: Those U.S. Government
departments, agencies, and other organizations which
are represented in U.S. diplomatic missions abroad,
and those which may not be represented abroad but
are significantly involved in international activitics
with the governments of other nations.

foreign counterintelligence (FCI): Intelligence activity,
with its resultant product, intended to detect, counter-
act, andfor prevent espionage and other clandestine
intelligence activities, sabotage, internaiional terrorist
activities, or assassinations conducted for or on behalf
of foreign powers, organizations or persons: it does not
include personnel, physical, document, or communica-
tions sccurity programs.

foreign instrumcatation siznals (FISk Elcctromagnetic
emissions associated with the testing and operational
deployment of non-U.S. aerospace, surface, and sub-
surface systems which may have cither military or
civilian application; it includes but is not limited to
the signals from telemetry, beaconry, electronic
interrogators, tracking/fusing/arming/command sys-
tcms, and video data links.

foreign instrumentation signals intelligence (FISINT):
Technical and intelligence information derived from
intercept of foreign instrumentation signals (see
above).

foreign intelligence® (F1): The product resulting from
collection, evaluation, analysis, integration, and inter-
pretation of intelligence information about a forcign
power and which is significant to the nationul
sccurity. foreign relations, or economic interests of the
United States, and which 1s provided by a government
agency that is assigned an intelligence mission (i.c.,
an intelligence ugency). (Also sce inrelligence cycle.)

forcign intellizence scrvice: An organization of i
forcign government which engages in intelligence
activities.

foreign matericl (FORMAT) iutclligence: Intelligence
derived from the exploitation of furcign materie).

foreign official: A person acting in an official capacity
on behall of a foreign pawer, sttached to a foreign
diplomatic estabhshient or an establishment under
the contial of 4 foreign power, or employed by a
public international arganisation

* Sce Appendin B, Aliernate Behimvons

forward-looking infrared (FLIR) system: An infrarcd
imagip system whnich raster scuns the scene viewed
by inicrnal means, both horizontally and vertically; it
can be spaceborne, airburne, seaborne, mounted on a
ground vehicle, or placed at a fixed site; and its field
of view is determined by the oplics used, the scanning
mcchanism, and the dimensions uf the detectar array

fusivn: The blending of intelhigence information lfom
multiple sources to producc a singlc intelligence
product.

fusion center: A term used within the Department ol
Defense referring to an organization having the
responsibility of blending both compartmented intelli-
gence information with all other available information
in order 1o support military operations. (Also sce
actionalle intelligence and tactical imtelligence.)

General Defense Intelligence Program (GDIP); See
National Foreign Intelligence Program.

geographic(al) intelligence; Foreign intelligence deal-
ing with the location, description, and analysis of
physical and cultural factors of the world, {c.g.
terrain, climate, natural resources, transpurtation.
boundarics, population distribution) and their changes
through time.

Reaeral medical intelligence (GMI): Sce medical
intelligence.

guidance®: Advice which identifies, interprets. clari-
fics, and/or expands upon an information need. (Also
scc informarion need.)

human intelligence (HUMINT): A category of intelli-
gence information derived from human sources. (Also
sec human source reporting and Auman resources
collection.)

human resources collection: All activities which attend
collcction of intelligence information from human
sources, (Sce Auman intclligence and human source.)

Human Resources Committee (HRC): Sce Director of
Central Intelligence Committee. (Also see DCID
1/17.)

human source: A person who wittingly or unwittingly
conveys by any means inforination of potential
intclligence value to an intelligence activity.

human source reporting: The flow of intelligen.e
information from those who gather it to the customer:
it may come [rom information gathering activitics
cither within or outside the Intelligence Community.
(A form of the term is also used 1o denote an item of
information being conveyed, as in hwman source
report.) (Also sce Auman imtelligence )

illegal: An officer or employee of ar intelhgence
orgamzation who is dispatched abroad snd who has
no overt conncction with the intelligence organization
with which be s connecied or with the government
Sperating that ntethigenee organizanon




illegal agent: An Agent operated by an allegal
residency or dircctly by the headyuarters af an
intclligence organization. (Also see illegal residency.)

illegal communication: An clectronic communication
or signal made without the legal sanction of the nation
where it originates,

illcgal residency: An intelligence apparatus cstah-
hished in a forcign couniry and composed of one ur
mure intelligence officers, and which his no apparent
connection with the sponsoring intelligence orgitnira-
tion or with the governiment of the country operating
the intclligence  organization. (Also  sce {egat
residency.)

illicit communication: An electronic communication
or signal originated in support of clandestine aper-
ations: it is a type of clandestine communicution.

imagery: Representations of objects reproduced elec-
tronically or by optical means on film, electronic
display devices, or other media.

imagery intelligence (IMINT): The collected products
of imagery interpretation processed for intclligence
use. (Also sec imagery interm lation below.)

imagery interpretation (I1); The process of locating,
recognizing, identifying, and describing objects, ac-
Uvitics, and Lerrain  represented by imagery; it
includes photographic interpretation,

imitztive communicrtions deception: Sce communica-
tinns deception.

initative deception: The iniroduction into forcign
cranaels of clectromagnetic radiations which imitate
“los own emissions.

% atioas ond warning (& W): Those intelligence
-« ities intended to detect and report time-sensitive

 mee informatien on foreign developments that
ciula nvolve a threat to US. or allied military,
rltical, or economic interests, or to U.S. citizens
arivad. It encompasses forewarning of: encmy hastile
auiens or antentions, the immincnce of hostilities;
Serious insurgency: nuclear/nonnuclear attack on the
LS. its overseas forees. or allied nations; hostile
reactions 1o U S, reconnaissance activitics, Lerrorist
artiacks; and other similar events.

infermation: Uincvaluated material of cvery descnip-
tion, at all levels of reliability, and from any source
which may contain intelligence mformation (Also see
intelligence information.)

* See Appendix B, Aliernate Definitions

information hundling: Management of data or infor-
mation which may weeur in connection with any step
in the intclligence eycle; such management may
involve actwvities 1o teanslorem, manipulate, index,
code, ciategonize, stare, scleet, relricve, associate or
display wtelligence materials: o mity involve the use
of printing, photographic, computer or communica-
Lions equipment, systemns or actwerks; it may include
saftware programs to operate computers and process
data and/or information; and may include informa-
tion contained in 1cports, files, data bases, reference
servives and Iibrarics.

information security: Safeguarding knowledye against
unauthorized dinclasure: or, the result of any system
of admimstrative policies and procedures for identily-
ing, contralling, and protecting from unauthorized
disclosure or release to the public, nformation the
protection ol which is authorired by exccutive order
or statute.

information need: The requirement of an official
involved in the policymaking process or the intelli-
gence production process for the best avzilable
information and inte'ligence on which to base policy
decisions, recommendations. - or intelligence  pro-
duction.

inlrared imagery: A likcness or impression produced
as a result of sensing clectromagnetic radiations
emitted or reflected from a given targel surface in the
infrared portion of the electromagnetic spectrum.

integration®: A process in the production step of the
intelligence cyele in which o pattern is [ormed
through the selection ard combination of eviluated
intelligence  infermation.  (Alse  see  intelligerce
cycle.)

intelligence®: (1) A body of cvidence and the
conclusions drawn therelrom which is acquired and
furnished in response to the known or perceived
requirements of customers: it is often derived from
information which is concealed or not intended 10 be
available for use by the acquirer; it is the product of a
cyclical process. (Also sce inrelligence cycle.)

Examples:
- - Polity development requires pood intelligence.
- Timely inielligence is important 10 informed
decisionmaking.

{2) A term used 10 refer collectively to the functions,
activaties, or crpanizations which are involved in the
process of planning, gatheripg, and anglyzing infor-
mation of potentiad value 1o decitionmakers and 1o the
production of sntelipence as defined in (i) aboe
{Also  see  Joreigs  imcelligesce  and Juorcign
caunierintelligence.)

Fxamples.
Human source collection 1 an important
infellivence activily
~oCentral fatetlive vee A pepes
Intedigence 15 9 demanding profesaon



intelligence accvityios)®: A genene terne wsed 1o
encompass uny or all of the effurts and endenvors
undertaken by intclligence organizations. (Al see
intelligence orgunization)

intelligence agency: A companent arganization of the
Intelligence  Community. (Ao sce  tarelligence
Community.)

intelligence assessment: A calegory of intetligence
production that cncompasses most analytical studics
dealing with subjccts of policy significance; it i
tharough in its treatment of subject matter--ay
distinct from buiiding-block papers, rescarch projects,
and relercnce aids--but unlike estimative intelligence
necd not attempl to project future developments and
their implications; it is usually coordinated within the
producing organization but may nut be coordinated
with other intclligence agencies. (Also see estimarive
intelligence.)

intelligence asset: Any resource—person, group, in-
strument, installation, or technical system-- at the
disposal of an intcllipence organization.

intelligence collector: A phrase sometimes used to
refer to an organization or agency that eugages in the
collection step of the intelligence cycle. (Also sce
imtelligence cycle) .

Intelligence Community (IC: A term which, in the
aggregate, refers to the following Exccutive Branch
organizations and activitics: the Central Intelligence
Agency (CIA); the National Sccurity Agency (NSA):
the Defense Intelligence Agency (DIA); offices within
the Department of Defense for the collection of
specialized national forcign intelligence through re-
connaissance programs; the Bureau of Intclligence
and Rescarch (INR) of the Department of State;
intclligence elements of the military services; intelli-
pence clements of the Federal Bureiu of fnvestigation
(I"Bl); ntelligence clements of the Department of
Treasury: intelligence clements of the Department of
Encrgy: intelligence elements of the Drug Enforce-
meat Admiristration; and staff clements of the Office
of the Director of Central Intelligence.

Intelligence Community Staff (1C Staffi: A term
referring 1o an urganization under the direction and
rantrol of the Director of Central Intelligence (DCH)
furmed to assist the DCL i discharging his responsi-
bihtics relating to the Intelligence Community.

intelligence comsumer: Sce customer.

intelligence cycle®: The processes by which informa-
tan is acguired and converted into intelligence and
made available o customers There are usually five
steps 1 the ol

* See Appendiz K. Alictnate Defimtone

4 plunning und direction - determinition of intelli-
genice requirements, preparation of a collection plan,
msuanee of orders and  requests 1o information
collecion entities, and a continuous check on the
produciivity of caliection entities.

b wvollection®  acquisition of information or intel-
higence nformation and the provision of this to
prucessing and/or production clements.

¢ processing®- - conversion of collected inforima-
tian and/or intelligence informnation into a form muore
suitable for the production of intelligence.

it praduction® - conversion of infurmation or intel-
hgenee information into Nnished intelligence through
the integration, analysis, evaluation, and/or interpre-
tation of all available data and the preparation of
intelligence products in support of known or antici-
pated customer requirciments.

c. dissemlnation®---conveyance of intelligence in
suitable form to custumers,

intelligence estimate®: The product of estimative
intelligence.

intclligence information®: Information of potcatial
intelligence value concerning the capabdities. inten-
tions, and activities of any fureign power, organiza-
ton, or associated personnel.

Intelligence Information Hundling Committee (114C):
See Dircctor of Central Intelligence Committee.
(Also sec DCID 1/4))

intelligence information report: A product of the
collection step of the intelligence eyele. (Also see
imtelligence report.)

intelligence officer: A professional employce of an
intelligence organization who is engaged in intclli-
genee activitics.

intelﬁgcncc organization: A generic term used 1o refer
10 any organization engaged in intelligence activities;
it may include either an intelligence agency or a
forcign intelligence scrvice, or both. (Also sce
intelligence oasncy and foreign intelligence service.)

latellizence Oversight Bourd (10B): A body furmeu
appointment of the President to provide him and the
Attorncy General with reports and adviee on the
legality and propricty of intelligence activitics; mein-
bership and dutics are expressed in Executive Order
No. 12036.

intelligence producer: A phrase usually used to refer to
an organizalion or agency that participates in the
production step of the intelligence cyele. (Also sec
intelligence cycle.)

intelligence related activities (IRA): Those detivitios
specifically eacluded from the National Toreign
Intelhigence Program which: respond to departmental
or apency tasking for time-sensitive information on
forcign activities, respond to national Intelhgence
Caommunty advisors Lasking of collection capabilities
which have o primary misston of supporting depart-
mental or agency nussions or operational forces, of
traaneng  persennel for antelligence duues, or are
devated 1o research and development for intelligeine
and related capabiliues



intelligence report®: A product of the production step
of the intellipence cycle. (Also see intelligence
information report.)

intclligence requirement®: Any subject, peneral or
specific, upon which there is a need for the collection
of intelligence informnficn o~ the production of
intelligence. (Also scc collection requirement.)

Intelligence Research and  Development Council
(IR&DC): Sec Dircctor of Central [ntelligence
Committee. (Also sce DCID 1/12)

intelligence user: See customer.

Interagency Defector Committee (IDC): Sce Director
af Central Intelligence Comntittee. (Also sce DCID

4/1)

interagency intelligence memorandum (IIM) A na.
tional intelligence asscssment or estimate issued by
the Director of Central Intclligence with the advice of
appropriate  National TForeign Intelligence Board
companents.

interceptiion)*: Acquisition for intelligence purposes
of eleciromagnetic signals (such as radio communica-
lions) by clectronic collection equipment without the
consent of the sjgnallers.

intercept station: A station which intercepts commu-
nications or non-communications transmissions for
intelligence purposcs.

international lines of communications (11.C}k: Thosc
communications services which are under the supervi-
sion of the International Telecommunication Union
and which carry paid public communications traffic
between different countries; also known as: Interna-
tnnal Civil Comimunications, International Commer-
<10 Communications, Internationally-Leased Com-
musicstions, International  Service of Public
nrresen=donce, and commercial communications.

. cerdional terrorist activity”: The calculated use of
vinl=nee, ur the threat of violence, to attain political
g ais thoough fear, intimidztion or cocrcion; usually
involves a criminal act, often symbolic in nature, and
is intended to influence an audience beyond the
iwwmediate  viclims. laternational terrorism (can-
scends national boundaries in the carrying out of the
act, the purpose of the act, the nationalitics of the
«ictims, or the resolution of the incident: such an act
is usvally designed to attract wide publicity in order
e fucus attention on the existence, cause, or demands
of the perpetrators.

interpretation: A process in the production step of the
intethgence cycle in which the significance of
information or intclligence information s weighed
relative to the available body of knowledge (Also see
intelligence cyele.)

* See Appendin B Aliernate 17 Ainsanps
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Joint Atomic F.nergy Intelligence Conenittee (JAEIC):
Sce Director - of Central Intelligence Committee,
{Alsn see DCTY RYER|

Jolnt intelligence: (3) (Military conteat.) Intelligence
produced hv clements of inte than one military
service of the sitne nation. (2} (Jetellirence Communi-
tv contear) Intelligence produced by intelligence
organizations of more than one country.

laser intelligence (LASINT): Technical and intelli-
gence information derived fram laser systems; it is a
subcategory of electo-optical intelligence. (Sce elec-
fro-optical intelligence.)

legal residency: An intelligenee apparatus in a foreign
country and composed of intcllipence officers assigned
as overt representatives of their government but not
necessarily identified as intelligence officers, (Also see
illegal residency.)

manipulative cammnrications zover: Those measures
taken to alter or conceal the characleristics of
communications so as to deny to any eneny or
potential cnemy the means to identify them. Also
known as communications cover.

manlipulative communications deception: See commu-
nicatians deception.

manipulative deception: The alieration or simulation
of fricndly electromagnctic rodiations 1o weomplish
deceptions

measurement and signeture intclligence® (MASINT):
Scientific and technical intelligence information ob-
tained by quantitative and qualitative analysis of data
{mectric, angle, spatial, wavelength. time dependence,
modulation, plasma, and hydromagnetic) derived
from specific techmical sensors for the purpote of
identifying any distinctive feoturcs associated with
the source, emitter, or sender and to facilitate
subsequent identification and/c: measurement of the
same.

medical intelligence® (MEDINT): Furcign intelligence
related to all aspects of foreign natural and man-made
cnvironments which could infleence the health of
military forces: 1t incorporztes  general  medical
intelligence which is coneernsd with forcign bivlogical
medical capabilitics and health atuations, and medi-
cal scientific and techmeal istdfiper e = hich assesses
and  predicts technologieal  advances of  micdical
significance, to nclude defense against Chemical,
Biological, Rudiwlogical Wirfare. i@ applics 1o both
tactical and strategic planmng and eperations, includ-
g military and humanteron efiorts, (Also see
biogruphical imeelligrn-v )



military intelligence (MI): Basic, current, ur estimative
intelligence on any forcign military or military-related
situation or activity.

monitor; To abserve, listen o, intereept, record, or
transcribe any form of communicition or media for
collection of intelligence information or communica-
tions security purpuses, either avertly or covertly.

multi-level security: {For auwtomatic duta processing
(ADP! systems.) Provisions for the safcguarding of all
informnation within a multilevel information handling
system. The multilevel information handling system
permits various levels, categories, and/or compart-
ments of material to be concurrently stored and
processcd in a remotcly-accessed resource-sharing
ADP system, whilc simultancously permitting mate-
rial to be selectively accessed and manipulated from
variously controlled terminals by personnel having
different security clearances and access approvals.
Security mcasures arc therefore aimed at ensuring
proper matches between information sccurity and
personnel security. (Also sce wni-level security.)

national cstimate: See national intelligence estimate.

National Foreign Assessment Center (NFAC)E: An
organization cstablished by and under the control and
supervision of the Director of Central Intelligence,
which is responsible for production of national
intelligence.

National Foreign Intelligence Board (NFIB): A body
formed to provide the Director of Central Intelligence
{(DCI) with advicc concerning: production, revicw,
and courdination of national forcign intelligence; the
National Foreign Intelligence Program budget; inter-
agency exchanges of foreign intelligence information;
arrangements with foreign governments on intelli-
gence matters; the protection of intelligence sources ur
methods; activities of common concern; and such
olther matters as arc referred Lo it by the DCL It s
composcd of the DCI (chairman), und other appropri-
ate officers of the Central latelligence Agency, the
Office of the DC1, Department of State, Department
of Dcefense, Department of Justice, Department of the
Treasury, Department of Energy, the offices within
the Department of Defense for reconnaissance pro-
grams, the Defense Intelligence Agency, the National
Sccurity Agency, and the Federal Bureau of Investi-
gation; senior intelligence officers of the Army, Navy,
and Air Force participale as observers: a representa-
tive of the Assistant to the President for Nauuonal
Sccurity Alforrs miay also attend meetings as an
abserver

* See Appendin B Alicenate Defimniang

National Foreign Intelligence Program {NFIP): In-
cludes the programs listed below, but its composition
shall be subject to review by the National Security
Counal and modification by the President.

(a) The programs of the Central Intelligence
Apency;

{t} The Consolidated Cryptologic Program, the
General Defense Intelligence Program, and the
programs ol the offices within the Department of
Defense for the collection of specialired national
foreign intelligence through reconnaissance except
such eclements as the Director of Central Intelligence
and the Seccretary of Delense agree should be
excluded;

(c) Other programs of agencics within the Intelli-
gence Community designated jointly by the Director
of Central Intelligence and the head of the depart-
ment or by the President as national foreign
intelligence or counterintelligence activities;

(d) Activities of the stalf clements of the Office of
the Director of Central Intelligence.

(c) Aclivities 10 acquirc the intelligence required
for the planning and conduct of tactical operations by
the United States military forces are not included in
the National Foreign Intelligence Program.

national intelligence®: Foreign intelligence produced
under the acgis of the Director of Central Intelligence
and intended primarily to be responsive to the needs
of the President, the Nationsl Security Council, and
other Federal officiz!s involved in the formulation anu
exccution of national security, foreign political,
and/or economic policy.

national intelligence assel: An intelligence asset
funded in the National Foreign Intelligence Program,
the primary purpose of which is the collection or
processing of intelligence information or the produc-
tion of national intelligence. {(Also sce inrelligence
asset and mational intelligence.)

National Inteiligence Estimate® (NIE): A thorough
assessmient of a situation in the foreign envirenment
which is relevant to the formulation of fureign,
cconomic, and national security policy, and which
projects  probable future courses ¢f action and
developnients; it is structured to illuminalte differences
of view within the Intelligence Community: it is
issucd by the Director of Central Intelligence with the
advice of the Nationa! Foreign Intelligence Roard.
(Alsa sce Special National Intelligence Estimate.)

National Intelligence Officer (NIO): The semor stafl
officer of the Director of Central Intelligence (DCI
and the DCI's Deputy for National Intelligence for an
assigned area of substantive responsibility; he man-
ages estimative and interagency intelligence produc-
tion on behall of the DCI; he is the principal point of
contact between the DCY and intelligence consumers
below the cabinet level; he is charged with monitoring
and coordinating that portion of the National Foreign
Assessment Center’s production that involves more
than one officc or that 35 interdisciphnary in
character; and is a pnimary source of national-level
substantive  guidance to Iatelligence Commumin
plannces, collectors, and resource managers.




Nutional {Intelligence Tusking Center (NITC: Tie
central organizational mechanism established under
the dircction, control and management of the Director
of Central Intelligence for coordinating and tasking
national foreign intelligence collection activitics, and
for providing advisury tasking to other imelligence
and information gathering activities.

national sccurity: The territorial integrity, sover-
cignty, and international freedom of action of the
United States. (lntelligence activities relating o
national security encompass all the military, ccu-
nomic, political, scientific and technological. and
other aspects of forcign developments which pose
actual or potential threats to U.S. national interests.)

national/tactical interface: A relationship between
national and tactical intelligence activitics encom-
passing the full range of fiscal, technical, operational,
and programmatic matters.

near-real-time: The bricf interval beiween the collec-
tion of information rcgarding an evenl and receptiun
of the data at some other location, caused by the time
required for processing, communications, and display.

net assessment: A comparative review and analysis of
opposing national strengths, capabilities, vulnerabili-
ties. and weaknesses. (An intelligence net assessment
involves only foreign countries.)

nuclear intelligence (NUCINT): Intelligence derived
from the collection and analysis of radiation and other
elfects resulting from radioactive sources.

nuclear proliferation intelligence: Foreign intelligence
relating to (I) scientific, technical, and economic
capabilities and programs and the political plans and
intentions of nonnuclear weapons states or foreign
organizations lo acquire nuclear weapons and/or to
acquire the requisite special nuclear materials and to
catry on research, development, and manufacture of
nuclear explosive devices, and: (2) the attitudes,
palicies, and actions of forcign nuclcar supplicr
countrics or organizations within these countries
toward provision of technologies, facilities, or special
nuclest matenals which could assist nonnuclear

~»on states or foreign organizations to acquire or
develop nucleiar explosive devices,

<4005l Sce foreign official.

official information: Inforsation which is subject ta
i1+ control of the United States Government.

open source information: A generic term describing
information of potential intclligence value (ie.,
intelligence information) which s available to the
general public.

onerational control (QPCONY: (nulitary context) The
authority delegated to a commander to direct forces
assigned so that the commander may accomplish
specific missions or tasks which are usually imited by
function. time, or location: to deploy the forces
concerned; and 10 retain or assign tactical control of
those forces. (It does not, of itself, include administra-
tive or logistic contral )

* Se¢ Appendin B, Alternate Definitions
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nperatinnul intelligence® (OPINTEL) Iniclligence
required for plinmng and cxccuting operations.

operations security (OPSEC): Those mceuasures de-
signed 1o proteet information concerning planned,
onguing. and completed operations against unauthor-
ired disclasure.

optical intelligence (OPTINT): That portion of clectro-
optical intclligence that deals with visible light. (Also
sec electrv-uptical intcllipence )

order of bhattle (OB) Intciligence pertaimng to
identification, strength, command structure, and
dispusition of the personacl, units, and equipment of
any forcign military force. (Also sec techmical
intelligence.)

overt: Open; done without attempt at concealment,

overt collection: The acquisition of intclligence infor-
mation from public media, observation, government-
t-government  dinlogue, clicitation, and from the
sharing of data openly acquired: the process may be
classified or unclassified; the target and host govern-
ments as well as the sources involved normally are
aware of the general collection aclivity although the
specific acquisition, sites, and processes may be
successfully concealed.

peactration: (1) {clandesiine operations.) The recruit-
ment of agents within or the infiltration of agents or
introduction of technical monitoring devices into an
organization or group or physical facility for the
purpose of acquiring information or influencing its
activities. (2) fautomatic daia processing (ADP)
operations.] The unauthorized catraction and jdentifi-
cation of recognizable information from a f.uected
ADP sysieni,

personnel security: The means or procedures--such as
sclective investigations, record checks, perconal inter-
views, and supervisory controls- -designed to provide
rcasonable assurance that persons being considered
for or granted access (o classified information are
loyal and trusiworthy.

photographic intelligence (PHOTINTY: The coliccled
praducts of photographic interpretation classified and
evialuated for intelligence use: it is a category of
imagerr intelligence.

photographic interpretation (FI): The process of
locating, recognizing, idemifying, and describing
ubiccls, activitics, and terrain represented on photog-
raphy: il is & category of imagery interpretation.

physical security®: Physical measurcs -- such as safes,
vaults, penimeter barriers, guard svatems. alarms and
access conlrols destgned (e salepuard installations
against damuge. distuption or unauthorszed cntry;
information or material against unauthorized aceess
or theft; and specified personnel sgainst harm,

plain text®: Normal text or language, or amy ssmbol
or signal. that convevs nformatien withou! any
hidden or secect mceaning

plarning and direction: Sce rmeeiliyence cycle



Palicy Review Comminee (As pertalus to intelligence
matters) (PRC{I)): A committee cstablished under the
National Security Council which when mecting wider
the chairmanship of the Director of Central Intelli-
gence is empowered 10 establish requirements and
priorities for national forcign intelligence and 1o
evaluate the quality of the iatelligence product; it is
sometimes rcle rred 10 as the Policy Review Commit-
tee (Intelligence); its specific duties are defined in
Exccutive Order No. 12036,

political intelligence®: Inelligence concerning  the
dynamics of the internal and externai political affairs
of foreign countrics, regional groupings. multilateral
trcaty arrangements and organizations, and foreign
political mwvements dirccted aguinst or impacting
upon established governments or authority.

positive intelligence: A term of convenierce sotaetimes
applied to forcign intelligence 1o distinguish it from
foreign counterintclligence.

priority: A value denoting a preferential rating or
precedence in position which is used to discriminate
among compcling entities; the term normally used in
conjunction with intelligence requirements in order to
illuminate’ importance and to guide the actions
planned, being planned, or in usc, to respond to the
requirements. .

processing®: Sec inrelligence cycle.

product: (1) An intelligence report disseminated 1o
customers by an intelligence agency. (2) In SIGINT
usage, intelligence information derived from analysis
of SIGINT materials and published as a report or
translation for disscmination to customers. (Also see
production in Appendix B.)

praduction®: Sce intelligence cycle.

proprietary: A business cntity owned, in whole or in
part, or controlled by an intclligence organization and
operated to provide private commercial cover for an
intelligence activity of that organization. (Also sec
cover.)

radar intelligence (RADINT): Intelligence information
derived from data collected by radar.

radiation intelligence® (RINT): The functions and
characteristics derived from information obtained
from unintentional clectromagnetic energy emanating
from forcign devices; excludes nuclear detonations or
radioactive sources.

raw intelligence: A colloquial 1erm meaning collected
intelligence information which has not yet been
converted 1into intelhgence. (Also see intelligence
information.)

* Sce Appendin U, Alternate Definihions
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reconmunsance (RECCE or RECON: An operution
undertaken (o oblain by visual observation or other
detection methads informiation relating 1o the activi-
bes, resources or forces of a foreign nation, or 1u
secure data concerning the metcorological, hydro-
eraphic, ur geopraphie characteristics of a particular
area

recruitment-in-plece: A .ersen who agrees 10 hecomie
an agent and retain Lis posiion in his erganization o:
government while reportin: on it to an niclligence or
secunity organization N & foreign cuuntiy

RED/PLACK Cuncept: The separaticn of elecirical
and clectiome ciscuis, components. equipment, and
systena which handle  classified plain  languape
intetinauon in electsic signal farm (RED) rom those
which handle encrypted or unclassified information
(BLACK); RED and BLACK terminolngy is used to
clarify specific criteria relating to and diffesentiating
between such circuite, comronents, equipment, ind
systems and the areas in which they are contained.

refuges: A person who is outstd: the countty or acd
of his former habitual residence and who, because of
fear of being persecuted or because of hostiliti=s in
that country o5 urea, is uawilling or unable 10 return
o it (Also sce dafector and emigre.)

report: Sce intellivence report and intefligence
information repost

requirement®; See intelligence requirement or collec-
tion requirement.

residency: Sce illexal residency and legal residency

sabotage: Action aganst matcrial, premises or utili-
tics, or their production, which injures, interleres
with, or obst;eets the nationel security or avility of a
nation to prepare for or carry on u war.

safe Leuse: A house or premises controfle by an
intelligence organization that affords— at leas: teri-
porarily—-sccurity for individuals involved or equip-
ment used in clandestine operations.

sanltication: The process of editing or other wics
altering intelligence information or repurts to proteqt
seasitive intelligence sources, methods, capabilites,
analytical procedures, or privileged information in
order 1o permit wider dissemination.

scientific sud teckuical (S&T) intelligence®. Intclli-
gence concerning foreign development: in basic and
applied scientific and tecknical research and develop-
ment including engineering and production tech-
niyjues, new technology, and weapon systems and their
capabilities and characieristics; it wiso  includes
intelligence which requires scientifiz or technivcal
expertise on the part of the analyst, such zs medicine.
physical health studi=s. and behavioral analyses




Scientific and Technical Intelligence Committee *

{STIC) See Director af Central Intelligence Commis-
tee. (Also sec DCID 3/5.)

security: Establishment and maintenance of protective
measures which are intended 10 cnsure a stte of
inviolability from hostile 221z - influences.

[T o st et L hm s e —— e r—

TYPES OF SECURITY

Automatic Data Processing System Sccurity
Communications Security
Computer Security
Cryplographic Security
Electronic Emission Security
Electronic Security
Emanation Security
Emission Security
Information Security
Multi-tevel Security
National Security
Operations Security
Personnel Security
Physical Security
Signals Security
Transmission Security
Uni-level Security

sccurity classification: Sce classificarion.

Security Committee (SECOM): Sce Director of
" utral Intelligence Commitece. (Also sce DCID
4110

- nsitive®: Requiring special prolection from disclo-
<~ 10 avoid compromise or threat to the security of
LR SR L

~ensifi. ¢ eempartmented infarmation® (SCI): All infor-
Li 1o o3 material requiring special contrals for
restricted  handling within  compartmented intelli-
ecn¢c systems and for which compartmentation is
isablished. (Also see compartmesiation.)

sensitive intelligence sources and methods: A collective
term for those persons, organizations, things, condi-
tions, or events that provide intelligence information
snd those incans used in the collection, processing,
and zroduction of such information which, if compro-
inised, would be vulncrable to counteraction that
ceiid reasonably be expecied 1o reduce their ability to
support U.S. intelligence activinies.

Service Cryptologic Agencytics) (SCA): Sec Service
Cryptologic Elements.

* Sce Appendin B, Alternate Definstrig
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Service Cryptolegic  Flement A term used to
designate separately or together those clements of the
LS Army, MNavy, and Air Force which perform

cryplolngie  functions,  alse  known  as  Service
Cryplologic  Ayencies  and Scrvice Cryptologic
Organtzations.

Service Cryptologic Orgenizations (SCO): Sce Service
Crypeatopic Flemengs,

reasor: (1) A v knical device designed (o detect and
respond tu e or mane particulag stimulac and which

2y record amd/or transenit a resultant impulse for
islerpretation of measorement. often cabled a rechni-
cul sensor. (Y special seasor: An vunclassified term
used as a marizr of convenience to refer to a highly
classified or <ontrolled technical sensor.

side-looking aivborne reder (SLAR)E An airberne
radar, vieving ai right angles to the axis of the
vehicle, which produces a presentation of terrain or
largets.

SIGINT activity: .vnv activity conducted for the
purpose of praducing signaly intelligence. (Also see
SIGINT-relates activity )

SIGINT Commiitee: Sec Direcror of Certral Intelli-

" gence Committee, (Also sec DCID 6/1.)

SIGINT-related activity: Any activity primarily in-
tended for a purpnse(s) other tharn signals intelligence
(SIGINT). btut which can be wsed to produce
SIGINT, or which produces SIGINT as a by-product
of its princiral function(s). (Alo see SIGINT
activity.)

SIGINT techrical infornwtion: Information concern-
ing or derived frem intercepted foreign transmissions
or radiations shich is composed of tecknical informa-
tion (as opposed 10 intelligence) and which is required
in the further collection or analysis of signals
intelligence.

sigaal®: Anything intentionally transmitted by visual
and other elcciromagnetic. nuclear, or acoustical
mcthads for either commnications or non-communi-
calions purpuses. ’

signals intelligence® (SIGINTY Intelligence informa-
tion compristng either individually or in combination
all communications intetlipence, elecironics intelli-
gence, and forcign instiumentation signals intefli-
gence. howevs: transmitiad.

signals sczanty (SIGSECE A terin which ancludes
communications security and efuciromes security and
which encompasses mracures witendcd to deay or
counter hostile exploitation of clectionic smissions.
sigrals securlty prauitition erd anzlysis: The acquisi-
vion of electsen-c epycaane e d walicquent analysis to
determine . murally the oo 5y of (22 emis-
sion Lo inferieption and oploislion by hostile
intelligenec serviees incteddes cataloging the trans-
mission spectium and  teking s:pnal parametiic
MoISUre 2ty regared. but doer not include
acquisttion of mfarmiaton carred on the sestent: it is
onz of the v arigues of temeis secnurny curveillance
{Alses «es sigmals yecurity -mveillence )

s



signals security surveillance: The systematic examing-
tion of clectronic emissions to determine the adequacy
of signals security measures, 1o identify signals
security deficiencies, to provide data from which 1o
predict the effectiveness of proposed signals sccurity
measures, and (o confirm the adequacy of such
measures after implementation.

source®: A person, device, system, or activity from
‘which intelligence information is obtained. {Also sce
human source and sensitive intelligence sources and
methods.)

special activities: As defined in Executive Order No.
12036, activities conducted abroad in support of
national forcign policy objectives which are designed
to further official United States programs and policics
abroad and which arc planned and cxecuted so that
the role of the United States Government is not
apparent or acknowledged publicly, and functions in
support of such aclivities, but not including diplo-
matic activity or the collection and production of
intelligence or related support functions; also known
as covert action. (Also see covert action.)

Special Activities Office{r) (SAO): A contro! point for

" certain categories of compartmented information.
(The acronym is often used to refer to the compart-
mented information itsell.)

Special Coordination Committee (SCCx: A committee
established under the National Security Council
which deals inter alia with the oversight of scnsitive
intelligence activities, such as covert actions, which
are undertaken on Presidential authority.

special intelligence (SI: An unclassified term used o
designate a category of sensitive compartmented
information (SC1). (Also see sensitive comparimented
information.)

special intelligence  communications® (SPINT-
COMMY): A communications network for the handling
of all special intelligence and consisting of those
facilities under the operational and technical control
of the chiefl of intelligence of cach of the military
departments, under the management of the Delense
Intelligence Agency, and under the technical and
security specification criteria established and moni-
tored by the Naiional Security Agency.

Special National Intellizence Estimate (SNIE): Na-
tional Intellipence Estimates (NI1Es) which are
relevant to specific policy problems that need to be
addressed in the immediate fluture. SNIEs arc
generally unscheduled, shorter, and prepared more
quickly than NIEs and are coordinated within the
Intelligence Community to the extent thal time
permits. (Also see National lntelligence Estimate.)

Special Security Office{r} (SSO): A control puint lor
sccurity procedures within any activity authorized
access to sensitive compartmented information.

special sensor®: Sec seasor.

* See Appendin B, Aliernate Definitons
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strategic intelligence: tntclligence which is required
lor the formulation of policy and military plans at
mahional and international levels; it differs primarily
from tactical intclligence in level of use, but may also
viry an scope and detail.

strategic warning: Intclliger : information or intetli-
gence regarding the the ¢ of the nitiation of
hostilities against the U .. or in which U.S. forces
misy become involved; it may be received at any time
prias to the initiation of hostilities.

Support for the Analysts® File Environmeat (SAFE): A
wint CIA/DIA project to develop a new compuler
/microfilm m system to support production analysts
in reading, Nling, and routing cable traffic; building
and scarching private and central files: and writing,
cditing, and routing intelligence memoranda and
reports,

survelllence: The systematic observation or monitoring
of places, persons, or things by visual, aural,
clectronic, photographic, or other means.

tactica! intelligence® (TACINTEL): Foreign intelli-
gence produced under the aegis of the Sccretary of
Defense and inteaded primarily to be responsive to the
needs of military commanders in the ficld to maintain
the readiness of operating forces for combat opera-
tions and to support the planning and conduct of
combat operations. (Also sce combar intelligence.)

tactical intelligence asset: An intelligence asset
{unded in Department of Delense programs, the
primary purposc of which is the collection or
processing of intelligence information or the produc-
tion of tactical intelligence. (Also see ractical
intelligence and intelligence asset))

target; A country, area, installation, organization.
weupon system, military force, situation (political or
economic), signal, person, or other entity against
which intelligence operations are conducted.

turget intelligence: Intclligence which portrays and
locates the components of a target or target complex
and indicates its identification, vulnerability, and
rclative impartance.

tasking: The assignment or direction of an individual
or activity 10 perform in a specified way to achicve an
obiective ar goal.

technical intelligence {T1): Intelligence on the charac-
teristics and performance of foreign weapons and
cquipment; a part of scient{fic and technical intelli-
gence and distinct from order of baitle.

technical sensor: See semsor.

technical SIGINT: Intelligence information which
provides o detailed knowledge of the technical
charactenisties of o given emitter and thus permits
estimates 10 be made about its primary function,
capabilities, modes of operation (including malfunc.
tions), and statc-of-the-art, us well as ity specific role
within a complex weapon system or defense network;
it is 2 contributor (o technical intelhigence.



telecommunications: Any transmission, cmission, or
reception of signs, signals, writing, images, and
sounds or information of any nature by wire. radio,
visual, or other clectromagnetic systems.

telemetry intelligence (TELINT): Technical and intel-
ligence information derived from intercept, process-
ing, and analysis of foreign telemetry: u subcategory
of foreign instrumentation signals intelligence.

teleprocessing: The overall function of un information
transmission system which combines telecommunica-
tions, automatic data processing, and man-machine
interface equipment and their interaction as an
integrated whole.

TEMPEST: An unclassified term referring to techni-
cal investigations for compromising emanations from
clectrically operated, information processing equip-
ment; they are conducted in support of emanations
and cmission security.

terrorist orgsnization: A group that engages in
terrorist activitics. (Also see international terrorist
activity.)

traflic analysis (TA): The cryptologic discipline which
develops information from communications about the
composition and operation of communications struc-
tures and the organizations they serve. The process
involves the study of traffic and related materials, and
the reconstruction of communication plans, to pro-
duce signals intelligence.

transmission security (TRANSEC) The component of
communications security which results from all
measures designed to protect transmissions from
interception and from exploitation by means other
than cryptanalysis.

nneuthorized disclosure; Sec compromise.
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uni-level security: (For automatic data processing
systems) Peavision for the safeguarding of all material
within a single information handling system in
accordance with the highest level of classification and
most restrictive dissemination caveats assigned (o any
material contained therein, as distinguished from
multilevel sccurity. (Also see multi-level security.)

United States Signals tatelligence System (USSSE An
cnlity that is comprised of the National Security
Ageney (including axsigned military personnel); those
clements of the mititary departments and the Central
Intelligence Agency performing signals intelligence
activities: and those clements of any other department
or agency which may from time to time be authorized
by the National Sccurity Council to perform signals
intelligence activities during the time when such
clements are so authorized; it is governed by the
United States Signals Intelligence Directives
(USSID) system.

upgrade: To determine that certain classified informa-

tion requires, in the interest of national security, a
higher degree of protection against unauthorized
disclosure than currently provided, coupled with a
changing of the classification designation to reflect
such higher degree. (Also see classificasion.)

user: Sec customer,

validation: A process normally associated with the
collection of intelligence information which provides
official status to an identificd requirement and
confirms that the requirement is appropriate for. a
given collector and has not previously been satisfied.
(Also see collection requiremesnt.)

walk-in: A person who on his own initiative makes
contact with a representative of a foreign country and
who voluntecrs intelligence information and/or re-
quests political asylum. {Also sce disaffected person.)

Wespon and Space Systems Intelligence Committee
(WSSIC): Scc Director of Central Intelligence
Commitee. (Also see DCID 3/4.)
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ACINT
ACOUSTINT
A5l

€A

CAMS
Ol

e
Cere

1

CIA

CIAP
CIFAX
CIPHONY
CIRIS
CIVISION
COINS
COMEX
COMINT
COMIREX
COMSEC
CONTEXT
CTIC
CRITICOMM
CRYPTO

DAO

DClI

DCID
DEA
DEFSMAC:
DF

DIA

DNt

ECCM
ECM
EFEl
E&E
Flc:

ELECTRO-OPTINT

ELINT
ELSEC
EMSEC
EoB
FSM
Ew

FHi
FBIS

Appendix A

ACRONYMS AND ABBREVIATIONS

Acoustical Intelligence (Naval acronyim, see definition.)

Acoustival Inteligenge

Assistant. Chicf ol Staff/Intelligence (Army or  Air
Foree)

Cryplatulyis

COMIREX Autemated Management System
Collection Coordination Facility

Consolidated Cryptologiv Program

Critical Collection Probleas Committee
Conmterinteligenee

Centrul Intelligenie Ageney

Central Intelligence Agency Progiam

Enciphered Facsinnle

Enciphered Tolephoue

Consolidated Intelligence Resources Informaiion Sistem
Enciphered Television

Community On-Line Intelligence System

Commiltee on Exchunges

Communications lintelligence

Committee on fmagery Requirements and Exploitation
Communications Security

Conlerencing and ‘Fext Manipulation System

Critical Intelligence Message

Critical Intelligence Communications System

CRYPTO (See definition )

Delense Attache Office

Director of Central Intelligence

Director of Central Intelligence Dicective
Drug Enforcement Administration

Defense Special Missile and Astronautic Center
Ditection Finding

Defense Inellivence Agency

Director of Naval Intelligence

Electronic Counter-Countermneasitres
Electronic Countermensires
Essential Elements of $nlornngion
Evasion and Escape

Economic lutelligence Commiltee
Electro-optical Intelligenee
Electronic hntelligence

Electronic Security

Emanations Secunity

Electronic Oider of Battle

Electranic Warfare Support Measures
Electronic Warlare

Federal Burean of Investigation
Forcign Broadeast Information Ser e

la



FCl

Fl

FIS
FISINT
FLIR
FORMA'T

GDIP
CMI
HPSCI
HRC
HUMINT

IC
ICRS

IDC

IHC

I

I

ILC

IMINT

INR C e

10B
IRA
IR&DC(.
T&WwW

JAEIC
JINTACCS

LASINT
MASINT

MEDINT .. ..
M

NFAC
NFIB
NFIP
NIE

NIO
NITC
NMIC
NOIWON

NPHR

NPIC
NSA
NSCID
N5OC
NSRL
NTPC
NUCINT

Appendix A (Continued)

Foreiun Counterintelligence

Foreign Intelligence

Foreign Instrumentation Signals

Forcign Instrumentation Signals intelhgence
Forward-looking infrared

Foreign Materiel

General Defense Intelligence Program
General Medical Intelligenes

House Permanent Select Committee un Intelligence
Human Resources Committee
Human Intelligence

Intelligence Community:

Imagery Collection lequirements  Subcommiltee
(COMIREX)

Interugency Defector Conmittee

Intelligence Information Handling Commitier

Imagery Interpretation

. Interagency Intelligence Memorandum

International Lines of Communications

. Imagery Intelligence

Bureau of Intelligence and Research, Department of
State

.. Intelligence Oversight Board
. Intelligence-Related Activities

Intelligence Reseurch & Development Couneil

. Indications and Warning

Juint Atomic Energy Intelligence Committee

. Joint Interoperability Tactical Command und Control

System

. Laser Intelligence

Measurement and Signature Intelligetice
Medical Intelligence
Military Intelligence

National Foreign Assessment Center
National Foreign Intelligence Board
National Foreign Intelligence Program
National Intelligence Estimate
National Intelligence Officer

. National Intelligence Tasking Cenler

National Military Intelligence Center

National Operations znd Intelligence Watch Officers
Network

National Foreign  Intelligence  Plan  for  Human
Resources

National Photographic Interpretation Center

National Security Agency

National Security Council Intelligence Directive

. National SIGINT Operations Center

National SIGINT Requirements List
National Telemetry Processing Center
Nuciear Intelligence

2a



1911}
OPCON
OPINTEL
QPSEC
OPTINT

PARI'RO
PHOTINT
Pl

PRC(I)

RADINT
RECCE or RECON
RINT

S&T
SA .
SAFE
SAOQ
5CA
sCC
SCl

5CO

SECOM

Sl

SIGINT

SIGINT Commiitee
SIGSEC

SIRVES

SLAR

SNIE
505Uy
SOTA
SPINTCOMM
S5CI

550

STIC

TA
TACINTEL
TI

TELINT
TRANSEC

USsID
USss

WWMCCS
WSsIC

Appendix A (Contiused)

Ornder of Battle
Operational Contral
Opweratisnad histelotenee
Ogperation Secunity
Optical Intelligence

Peucelimne Airhorne Reconnaissance fropram
Photographic 1ntelligence

Phaotographic Interpretation or Photograplic Interpreter
Policy Review Committee (Inteligences

Radar ntelligeace
Revonnussanee
Radiation Jatellig.iee

. Scientific and ‘Fechnical

Signals Analysis

Support {or the Auilysts” File Favironment

Special Activities Office

Service Cryptologic Aguncies

Special Coardination Committes

Sensitive Compartmented Information or Source Code
Indicutor

Service Cryptotogic Organizations

Security Commitiee

Special tntelligence

Signals Intelligence

Signals Intelligence Committee

Signals Sccurity

SICINT Requirements Validation and Evaluition Sub-
committee (of SIGINT Committee) .

Side-Looking Aitborne Radar

Special National Intelligence Estimate

Sound Surveillance §ystemn

SIGINT Operational Tasking Authority

Special Intelligence Communications

Senate Select Comimttes on Intelligence

Special Security Officer

Scientific and Technical Intelligence Commiittee

Traliic Analysis
Tactical Intelligence
Technien! Intelligence
Telenetry Intelligence
‘Fransmission Security

United States Signals Intelligence Directive
Linited States Signals Intelligence Systen

Worldwide Military Coinmand and Control Systeins
Weapon and Space Systems Intelligence Committe=
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Appendix B
DEFINITIONS

ALTERNATE

acoustical intelligence: The technical and intelligence
information derived from foreign sources which
generate waves. (Dictionary of Military and Asso-
ciated Terms, Dept. af Defense (U}, the Joint Chiefs
o Staff. 3 Sep 74 (L))

agent: 1) An individual who acts under the direction of
an intelligence agency or security service to obtain, or
assist in obtaining, information for intclligence or
counterintelligence purpases. (Final Report, Senate
Select Committee on Intelligence, 26 April 1976). 2)
In intelligence usage, one who is authorized or
instructed to obtain or to assist in obtaining informa-
tion for intelligence or counterintelligence purposes.
{Dictionary of Military and Associated Terns, Dept.
of Defense (U), the Joint Chiefs of Stalf, 3 Sep 74.
().

agent of influence: An individual who can be used to
influence covertly foreign officials, opinion molders,
organizations, or pressure groups in a way which will
generally advance United States Government objec-
tives, or to undertake specific action in support of
United States Government objectives. (Final Report,
Senate Select Committee on Inielligence, 26 April
1976).

analysis: In clectronic warfare, a study of electromag-
netic radiations to determine their technical charac-
teristics and their tactical or stratcgic use. (Glossary
af Communications-Electronics Terms (U}, JCS, Dec
74).

assessinent: Judgment of the motives, qualifications,
and characteristics of present or prospective employ-
ces or “Agent.” (Dictionary of Military and Asso-
ciated Terms, Dept. of Defense (U}, the Joint Chiefs
of Staff, 3 Sep 74. (U)).

assel: Any resourcc—a person, group, relationship,
instrument, installation, or supply—at the disposition
of an intelligence agency for use in an operational or
support role. The term is normally applied to a person
who is contributing to a ClA clandestine mission, but
is not a tully controlled agent of CIA. (Final Repor:,
Senate Select Committee on Intelligence, 26 April
1976).

basic intelligence: 1) General reference material for
use in planning concerning other countries which
pertains to capabilities, resources or potential theaters
of operations. Sec also - intelligence--. (Dicttonary
af Military and Associated Terms, Dept. of Defense
(U], the Joint Chicfs of Staff. 3 Sep 74. (U)). 2)
Factual, fundamental, and general'y permanent infor-
mation about all aspects of a naticn—physical, social,

b

cconomic, political, biographical, and culiural —which
is used as a base for intelligence products in support of
planning, policymaking, and military operations.
(Final Report, Senate Seleci Committee on Intelli
rence, 26 April 1976). 3) “Fundamental intelligence
cancerning the general situation, resources, capabili-
ties and vulncrabilities of foreign countries or areus
which may be ussd as reference material in the
planning of operations at any level and in evaluating
sub:iequent information relating to the same subject.”
i Recommended Changes 10 JCS Pub 1, 25 July
1977},

case officer: A stali employes of the CIA who is
responsible for handling agents. (Final Report, Senate
Select Comniitiee on Intelligence, 26 April 1976

cipher: Any cryptographic system in which arbitrar;
symbols ur groups of symbols represent units of plain
text. (Final Report, Senate Select Committce or
Intelligence, 26 April 1976).

clandestine operutions: I) Intelligence. counterintell-
gence, or other information collection activities and
covert political, economic, propaganda and paramili-
tary activities, conducted so as 10 assure the secrecy of
the operation. (Final Report, Senate Select Commit-
tee un Intelligence, 26 April 1976). 1) Activities 1o
accomplish intelligence, counterintelligence. and
other similar activities sponsored or conducted by
Governmental departments or agencies, in such a way
as to assurc secrecy or concealment. (It differs [rom
covert operations in that emphasis is placed on
concealment of the operation rather than on conccal-
ment of identity of sponsor.) (Dictionary of Military
and Assuciated Terms, Dept. of Defense (U), the Joini
Chiefs of Siaff, 3 Sep 74. (U)).

classified information: “Classified information”
means information or material (hercinalter collec-
tively termed “information™) that is owned by,
produced for or being in the porsession of or under the
control of the United States Government that has
been determined by proper authority to require
prolection against unauthorized disclosure in the
interest of national security and is so designated
Classification and Declassification of Nativaal Secu-
rity Information and Maierial: (Executive Order No.
11652 ax amended, Nov 1977).

code: A system of communication in which arbitrary
groups of symbols represent units of plain text. Codes
may be used for brevity ar for security. (Fiaal Report,
Senate Select Committee on Intelligence, 26 April
1976).
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code word: 1) A word wlch has been assigned a
classification and a classified meaning to safcguard
intentions and information regarding a  planned
operation. {Final Report, Senate Select Committee on
Intelligence, 26 April 1976). 2) A word which has
been  assigned a classification and a classified
meaning to safcguard intentions and information
regarding a classificd plan or operation, {Communica-
tions-Electronics Terminology (U), U.S. Dept. of the
Air Force, 15 Nov 73, (U}). 3) A word which conveys a
meaning other than its conventional one, Prearranged
by the correspondents. Its aim is 1o increase security.
{Glossary of C ommunications-Electronics Terms (U,
JCS, Dec 74).

CODEWORD: 1) A ¢ryplonym used 1o identify
sensitive intelligence dala, (Glossary of Communica-
tions-Electranics Terms (U), JCS. Dec 74). 2} A
single word selected fram those listed in joint Army,
Navy, Air Force publication (JANAP) 299 and
subsequent volumes, and assigned a classified mean-
ing by appropriate authority to insure proper security
concerning intentions, and to safeguard information
pertaining to actual, real world military plans or
operations classified as Confidentia) or higher, (Mod-
ern Data Communications Concepts, Language and
Media (U}, William P. Davenport, Hayden Book Co.,
Inc.. 1971, (U)).

collection: 1) Any one or more of the gathering,
analysis, dissemination or storage of non-publicly
available information without the informed express
consent of the subjeet of the information. (USS1D I8,
Limuations and Procedures in Signals Intelligence
“heerations of the USSS (U), NSA . 26 May 76). 2)
Tic act of employing instruments and/or cquipment
lo obtain qualitative or quantitative data from the test
or operation of foreign systems. (Defense Intelligence
Collection Requirements Manual (C). DIA, 27 Jan
751. 3) Used in ELINT to mean the gathering or
collectian of the unevaluated and uninterpreted
“ammation about the enemy or potential enemy.
socuilically the collection of data from noncommuni-

“« radiators such as radars, navigation aids or
cov.lermeasures equipments. (Basic Manual {U).,
ELINT Collection Analysis Guide (Uj. National
Creptologic School, 19685, (S)).

communications intelligence (COMINTY: 1) Technical
and intelligence information derived from foreign
communications by other than the intended recipi-
emis. COMINT is produced by the collection and
pre :ossing of foreign communications passed by
vlectromagnetic micans, with specific cxceptions
stated below, and by the processing of foreign
encrypted communications. However transmitied,
COMINT shall not include:

1. Intercept and processing of unencrypied written
communications, except the processing of writlen
plain text versions of communications which have
been encrypted or are intended for subsequent
encryption,

2b

2. Intercept and processing of press, propaganda
and other public broadcasts. except for processing
encrypled or “hidden meaning™ passages in such
broadcusts.

). Oral and wire interceptions conducted ynder
DoD Directive 5200.24,

4. Censorship. (Signals Intelligence ISIGINT) (U).
DOD, 25 Jen 73).

2) Technical and intelligence information derived
from forcign communications by other than the
intended recipients:

A. Forcign Communications are all communica-
tions except: (1) Those of the governments of the U.S.
and the British Commonwealth, (2) Those cxchanged
among private organizations and nationals, acting in a
private capacity of the U.S. and the British Common-
wealth, (3) Those of nationals of the U.S. and British
Commonwealth appointed or detailed by their govern-
ments to serve in the international organizalions.

B. COMINT activities are those which produce
COMINT by collecting and processing foreign
communications passed by radio, wire, or other
clectromagnetic means, and by the processing of
foreign encrypted communications. However trans-
mitted, collection comprises scarch, intercept, and
direction finding. Proccssing comprises range estima-
tion, transmitter/operator identification, signal analy-
sis, traffic analysis, cryptanalysis, decryption, study of
the plaintext, the fusion of these processes, and the
reporting of results.

C. Exceptions to COMINT and COMINT activi-
ties. COMINT and COMINT activities as defined
here do not include: (1) Intercept and processing of
unencrypted wrilten communications, except writlen
plaintext versions of communications which have becn
encrypted or arc intended for subsequent encryplion.
(2) Intercept and processing of press. propzganda and
other public broadcasts, except for encrypted or
“hidden meaning™ passages in such broadcasts. (})
Operations conducted by U.S., UK. or Common-
wealth sccurity authorities, (4) Censorship. (5) The
interception and study of nun-communications trans-
miussions (ELINT). (L'SSID 3. SIGINT Security (U),
NSA 24 Aug 2.

3 Technical and intelligence information derived
from foreign commications by someone other thun the
intended recipient. 11 docs not include foreign press,
propaganda, or public broadcasts. The terin s
sometimes used interchangeably with SIGINT. (Firal
Report, Senate Select Commiitter on Inteliigence. 26
April 19761,
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communications security (COMSECY: 1) Proteciive
measurcs taken to deny unuuthorized persons infore
mation derived from telecommunicatiors of the
United States Government related to national security
and to ensure the authcaticity of such teiscommunica-
tions. (U.S. Intelligence Activitics, Executive Order
No. 12036, Janr 1978.] 2) The protection of United
States telecomn:unications and other communications
from exploitation by furcign intelligence services and
from unauthorized disclosure. COMSEC is one of the
mission responsibilities of NSA. It includes cryptose-
curity, transmission sccurity, cmission sccurity, and
physical security of classificd equipment, malterial,
and documents. (Final Report, Senate Select Com-
mittee on lIntelligence, 26 April 1976). 3) The
protection resulting from the application of crypto-
security, transmission security, and emission security
measures (o telecommunications and from application
of physical security measures to COMSEC infoima-
tion. These measures arc 1aken 10 deny unauthorized
persons information of value which n.ight be derived
from the possession and study of su:¢h telecommunica-
tions or to insure the authenticity of such telecom-
munications. (Glossary of Communicetions Security
and Emanations Security Terms (U), U.S. Communi-
cations Security Board, Oct. 74). 4) The protection
resulting from all measures designed to deny un-
authorized persons information of value which might
be derived from the possession and study of telecom-
munications, or to mislead unauthorized persons in
their interpretation of the results of such possession
and study. Also called COMSEC. Communications
security includes: A. Cryptosecurity; B. Transmission
Sccurity: C. Emission Sccurity: and D. Physical
Sccurity of Communications Security materials and
information.

A. Cryplosecurity—-The component of communi-
cations security which resulls from the provision of
technically sound cryptosystems and their propar use.

B. Transmission Security—The compouent of
cummunications sccurity which results from all
measures designed 10 protect (ransmissions from
interception and exploitation by means other than
cryplanalysis.

C. Emission Security—The compancnt of commu-
nications seccurity which results from 2l measures
taken to deny unauthorized persons information of
value which might v derived frem intercept ani
analysis of compromising e¢manalions from cryplo-
equipment and telecommunications systems.

D. Physical Security---The componeat of cominy-
nications security which results from all physical
measures necessary to safeguard classificd equipment,
material. and documents from access therelo or
observation thereof by unauthorized persons. (Dictio-
nary of Military and Associated Terms, Dep:. of
Defense (U), the Joint Chiefs of Staff, 3 Sep 74. {U).

compartmentation: 1} The practice of establishing
special channels Jor handling sensitive intelligence
information. The channels are limited to individuals
with a specific nced for such information and who are

‘et

theretore given spz.inl security cleariances in order to
have access to . {Final Report, Senate Select
Comumiteze on intelligence, 26 April 19765, 2) 1. In
SIGINT, special protection given to the production
and distribution of SIGINT material of especially
sensitive nature Lecazuse of its source, method of
processing, or content, 2. fa COMSEC, restrizting the
use of specific priniary coypiovariables to specific
operational units grouped iogether on the basis of
thciv geographical area or thieir cainmon participation
in & mission or operatine Lot i purpase of limiting
the information proievicd by these cryplovariables
and thus himiting the advarse impact of a comgpromisc
of thesc visiabdes. (Basie Crymoloic Clossary (U,
NSA L1970 3 1. Establishment arnd management of
ar. :+eelligence organization so that informating about
the personnel, organization, or activities of one
compuaent is made available to any other component
only to the extent required for the gerformance of
assigned duties. (Dictionary ~f Military and Associ.i-
ed Terms, Dept. of Dafeq: - U, the Joint Chisfs of
Staff. 3 Sep 74 {UN

comgromis: 1) The loss of conrirol over any COMINT
or information 1eluted t¢ COMINT or COMINT
activitics resulting in a ceasonnble assuinption that it
cauld have, or confirmation of the fact that it ha-
come (0 the knowlndge of an unauthorized person.
(USSID 3, SIGIN ' Svuport to Military Command-
ers (U}, NSA, | Jul 741 2) The kaown or suspected
exposure of classified information or material in
whole or in part to unau:horized persons through loss,
theft, capture, recovery by salvage, defection of
individuals, unauthorized viewing, or any other
means. (Bazic Cryptologic Glossary (U), NS 1, 1971}

computer sagerily: The protection resulting frem all
mecasures desigred to pravent either deliterate or
inadvertent anauthorized disclosure, acquisition, ma-
nipulation, or modification of classified information in
a computer system, (Basic Crypologic Glessary (173,
MNSA, 197D,

consumer: An cbsolecie term for customer. {Hasic
Cryptologic Glossary (U!), NSA, 1971).

counterintillizence: §) Inforinaticn pgathered and
aclivitiss conducted to protect against espionage wid
other clandestine intelligence activities, sabotz.c,
internationzl terrorist activities or assassination:
conducted for or on behall of foreign powers.
organizaliuns or persons, but not including personnel.
physical, decument. or communicatioas security pro-
grams. (U.S. Intelligence Activities, Executive Order
No, 12030, Fun 1978 2; Informativn concerning the
protzction of foreign intelligence or of nationzi
sccurity information and its collecticn frum detection
or disclosure, (USSID 18, Limitations and Proce-
dures in Signals Intelligence Operations of the USSS
(U). NSA. 26 May 76). 3) That phase of intelligence
covering all aclivity devoted to destroying the
cffectiveness of ininucal foreign intelligence activities
and 1o the protection of nformnation  against
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espionage, personnel against subversion, and installa-
tions or material against sahotage. See also counter-
cspionage, countersabotage, countersubversion. {Dic-
lionary of Military ard Accacinted Terms, Dept. of
Defense (U}, the Joint Chieix of Seaff, 3 Sep 74). 3)
That aspect of intelligence activity v.hich is devoted to
destroying the effectiveness of inimical foreign intelli-
gence activities and to the protection of information
against espionage, individuals against subversion, and
installations or material against sabotage. Sec also
counterespionage, countersabotage, countersubver-
sion. (Dictionary of Military and Associated Terms,
Dept. of Defense (U). the Joint Chiefs of Staff, 3 Sep
74 (U)).

critical inteltigence: Intelligence which is critical and
requires the immediate attentien of the commander.
It is required to enable the commander to make
decisions which will provide a timely and appropriate
response to actions by the poizntial/actual enemy. It
‘includes but is not limited to the following:

A. Strong indications of the imminent outbreak of
hostilities of any type (warning of altack):

B. Aggression of any nature against a friendly
country:

. C. Indications or use of nuclzar-biological chemi-
cal weapons (targets); and

D. Significant events withir polential enemy coun-
tries that may lead to medifizaticn of auclear strike
plans. (Dictionary of Military and Associated Terms,

of Defense (U}, the Joint Clizls of Staff, 3 Sep
U,

- *iieal intelligence messtoc (CRITIC: A message
*ining information indicating a sitvation or
w4 sitvation which affects the security or
Lo o ut v United States or its allies to such an

ettt may require the immediate attention of
e s w830 (Defense Special Security Communica-
tinns Svstem (DSSCS) Opcrating Instructions Sys-
c1 b edures (U), NSA. 6 Feb 73).

«iyptography: The caciphering of plain text so that it

wil be unintelligible to an unautherized recipient.

{Final Repart, Senate Sclect Connitter an Intelli-
wce, 26 <pril 1976).

vypteasterial: All COMSEC material bearing the
n-tking CRYPTO or otherwise designated as incor-
- =ting cryptographic informaiion. Classified cryp-
tucquipments, their classificd subdivisions and keying
material are considered cryptomaterial even though
they do not bear the CRYPTO marking. (Comnruni-
cations-Electronics Terminolopy (U). U.S. Dept. of
the Air Force, 15 Nov 73).

current intelligence: Summarics 1nd znalyses of recent
events. (Final Report, Sennie Sel-ct Conmittee on
Intelligence, 26 April 1976)

-
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defector: A persan who, for political or othar reasons,
has repudiated his country and may b in psssession
of nformation of interest to the United States
Goverament. (Final Report, Senate Seleet Commiittee
on Intelligence, 26 April 1976)

Defense Intelligence Community: The Dafenss Intelli-
gence Agency, National Security Agency, and the
intelligence components of the unificd and specilied
command. (/DIIS Glossary of Convmen Acronyms,
Codes, Abbreviations, and Terms UscA in Dept. of
Defense Intelligence Data Hondlingy S»stems {1DI1S)
Documents (U), DIA, 1970).

departmental intelligence: 1) Intzlligraee vhich any
department or agency of the Federnl Gavernment
requires to execute its own mission, {Rictionary of
Military and Associated Terms, Dept. of Defense (U},
the Joint Chiefs of Staff, 3 Sep 4. (U}). 2) The
intelligence which Govarwncst depurtments and
agencies generate in seppori of thuir o m astivities.
(Final Report, Senate Select Coiviitiec an Intelli-
gence, 26 April 1976),

dissemlination: The distribution of inforiation intelli-
gence products (in oral, writlen, or ¢ tupdiis funn) to
departmental and agency intelligeace consumers.
(Final Report, Senate Select Committee on Intelli-

gence, 26 April 1976). )

doudble agert: Agent in contiat with foen raposing
intelligence services only ane of = 2k iz awre of the
double agent contact or quasi-iut;lNie- =ee sarvices.
(Dictionary of Military and Avio i:ted Tyenss, Dopt.
of Defense (U). the Jaimt Chinfy ~ 517 2 Sep 74,
(ui).

economic intelligence: Intelligence repacding fursign
economic resources, activitics, and pulivics, (Fral
Report, Senate Select Comintitire ent bricliinonce. 26
April 1976).

electronic intelligence (ELINTY): 1) That t-+j.micn! and
intelligence information derived ficin Lnzign clectre-
magnelic noncommunications iranseiczicus by other
than the intended recipients. (Glessary of Coniruni-
cations-Electronics Terms (U!). JUS, Dic 74). 2) The
intelligence information progdact ol «-ii. itics erguped
in the collection and procrainn ‘s sud squent
intelligence purposes of forgipn reasconinenications
clectromagnetic radiations cranndting Lot ther ibe
nuclear dctonations and racione (fazic
Cryptologic Glossary (U), NSA. i971). 3) Technizal
and intelligence inforination derived from the colice:
tion (or interception) apd prececsine of fareien
clectromagnetic  radiations  (nonoemingmications)
emanating from sources such as rd=r, FLITIT is part
of the NSA/CSS Signals Int thpes ol iese n, (fime
Report, Senate Select Comus. t1e <0 2o Hisanoe, 18
Apri! 1976).

R IR
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electronic order of battle (EOB): A document summa-
rizing the deployment of enemy noncommunicativns
and communications emillers in a given arca, In
addition 10 dcployment, the EOB also contains data as
to the function of each emitter. {Basic Alanual (U),
ELINT Collection Analysis Guide (U), National
Cryptologic School, 1965).

electronic  sccusity: The detection, identification,
cvaluation, and location of forcign clectromagnetic
radiations. (Final Repori, Senate Select Committee
on Intelligence. 26 April 1976).

electronic surveillance: Surveillance conducted on a
person, group, or other entity by electronic equipment
which is often highly sophisticated and extremely
sensitive, (Final Report, Senate Select Commilitee on
Intelligence, 26 April 1976).

encipber: To convert a plain text message into
unintelligible form by the use of a cipher system.
{Final Report, Senate Select Committcc on Intelli-
gence, 26 April 1976).

encrypt: To convert a plain text message into
unintelligible form by means of a cryptosystem; this
term covers the meanings of encipher and cncode.
{Final Report. Senate Select Committee onh Intelli-
gence, 26 April 1976).

espionage: Clandestine intelligence collcction activity.
This term is oflen interchanged with “clandestinc
collection.” (Final Report, Senate Select Committee
on [ntelligence, 26 April 1976).

evaluation: 1) Appraisal of an item of information in
terms of credibility, reliability, pzrtinency, and
accuracy. Appraisal is accomplished at several stages
within the intelligence process with progressively
different contexts. Initial evaluations made by case
officers and report officers arc focustd upon the
reliability of the source and the accuracy of the
information as judged by data available at or close to
their operatianal levels. Later evaluations by intelli-
gence analysts arc primarily concerned with verifying
accuracy of information and may, in cffect, cenvert
information into ir<liigence. Appraisal or evaluatior.
of items of information or intelligence is indicated by
a standard letter-number system. The evaluation of
the reliability of sources is designated by a letter from
A through F, and the accuracy of the information is
designated by numeral 1 through 6. These are two
entircly independent appraisals, and these scparate
appraisals are indicated in accordance with the
system indicated below. Thus, information adjudged
1o be “probably truc” received from a “usually
reliable source”™ is designated “B-2" or “B2" while
information of which the “truth cannot be judged”
received from a “‘usually reliable source™ is desig-
nated "“B-6" or “B6.”

Relability of source:

A. Compictely reliable; B---Usually reliable:
C - Farly reliable; D—Not usually reliable; E—Unreli-
able; F—-Reliability canrct be judged.

Accuracy of information:

1--Confirmed by othet sourcus; 2—-Probably truc;
3 Possibly truc; 4. - Doubtiful; 5--- Improbable,
6 - Truth cannot be judped,

{Dictionary of Military a«it sssociaied Terms, Lept.
of Defense (U), the Juiat Chiefs of S1alf, 3 Sep 74.
(uh.

2) In wtelligence usage, appraisal of un item of
inforuation in tetms of credibiiity, reliability, per-
tinency, and accuracy. Appraisel is accompiished at
seversl stages within the intelligence cycle with
progressively  different  contexis.  (Recomriended
Change to JCS Pub 1, 235 July 1977).

exploftaticn: In SIGINT. the production of infoima
tion from mussages that are emciypted in systems
whose basic clements are known. Exploiwation in-
cludes decryption, traislation, and the solutiun of
specific controls such ac indicators and epecific keys
(Basic Cryptoloaic Glossary (U}, NSA, 1971).

forefzn intcliigence: 1) Information telating to the
capabilitics, intentions and activities of forcign
powers, Organizations or persons, but not including
coumerintelligence except for information on nterna-
tionul terrorist activitics. (U.S. Intelligence Activities,
Executive Crder No. [2036, Jan 1978) 2V a.
Information concetping the capabilities, intenticns
and activities of any forcign power, or of any noa-
United States person, whether within or outside the
United States or concerning areas outside the United
States. b. Information relating to the ability of the
United Stetes to protect itself against actual o
potential attack or other hostile acts of a foreign
power at its sgents. . Information with respect 10
forcign powers or non-United States persons which
beeause of its importance is deemed essential to (he
security of the United States or to the conduct of its
forcign affairs. d. Information relating to the abitity
of the United States to protect iwsell against the
activities of foreign intelligence services. (USSID 16,
Limitations and Procedures in Signals Intelligence
Operations of the USSS (U, NSA, 25 Mav 761 3)
Intelligence concerning areas not under contral of the
power sponsoring the collection effort. {Dictionary of
Military and Associated Terms, Dept. of Defense (U1,
the Joint Chiefs of Si1aff. 3 Sep 74 (UL

quidance: The general direction of an intelligence
cifort, particularly in the arca of coilection. {Frnal
Report, Senate Select Comntitiee on Intelligence, 26
April 1%78)
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intcgration: In photogruphy. a process by which the
average radar picture secn on several scans of the time
base may be obtaincd un 4 print, ur, the process by
which several photogiaphic images are consbined o
a single image. {Dictivnary of Military and Asso-
ciated Terms, Dzpt. of Defense (U), the Joint Chicfs
of Staff. 3 Sep 74. (U)).

intelligence: 11 Forcign intclligence and counterintelli-
gence. (U.S. Intelligence Activities, Executive Order
No. 12036, Jan 78.) 2} The product resulting from the
collection, collation, evaluation, analysis, intcgration,
and interpretation of all collected information. (Final
Report, Senate Select Comniittee on lntelligence, 26
April 1976). 3) The product resulting from the
collecting and processing of information concerning
actual and potential situations and conditions relating
to foreign activities and to forcign or enemy-held
arcas. This processing includes the evaluation and
collation of the information obtained from all
available sources, and its analysis, synthesis, and
interpretation. (Basic Cryptologic Glossary (U), NS A,
1971). 4) The product resulting from the collection,
evaluation, analysis, integration, and interpretation of
all available information which concerns one or more
aspects of foreign nations or of areas of operations and
which is immediately or potentially significant to
military planning and operations. {Dictionary of
Military and Associated Terms, Dept. of Defense (L)}
the Joint Chiefs of Staff, 3 Sep 74. (U)}.

intelligence zctivities: Sec 14. (a) As used in this
resolution, the term “intelligence activities” includes
(i) the collection, analysis, production, dissemination,
or use of information which relates to any foreign

country, or any government, political group, party, -

military force, movement, or other association in such
“mtete country, and which relates to the defense.
rcign policy, national security, or related policics of
the United States. and other activity which is in
apf- 1t of such activities; (2) activitics taken to
counter similar activitics directed against the United
fesies; (3) covert or clandestine activities affecting
the relations of the United States with any forcign
government, political group, party, military force,
movernent or other association; (4) the collection,
analysis, productien, disscmination. or use of informa-
tion akoutl activities of persons within the United
F:ates, its lerritories and possessions, or nationals of
the United States abroad whose political and related
activities pose, or miay be considered by any
department, agency, burcau, office, division, instru-
mentality, or employcee of the United States 1o pose, a
threat to the internal sccunty of the United States,
and covert or clandestine activitics directed against
such persons. Such term does nut include tactical
foreign military  intelligence serving ne  national
policymaking function (Senate Resolution 400, June
19774

6h

intelligence cycle: 13 The steps by which information is
assembled. converted 1w intelligence. and made
available 1o users. These steps arc in four phases:

A, Plinning and dircction. Determination of intel-
ligence requircments, preparation of a collection plan,
issuance of ordurs and requests to  information
collection agencies, and a continuous check on the
peoductivity of collection agencics.

B. Collection: The exploitation of sources of
information by collection agencics and the delivery of
this information to the proper intelligence processing
unit for usc in the production of intclligence.

C. Processing: The step whereby information be-
comes mlclhgqncc through cvaluation, analysis, inte-
gration, and inlerpretation. .

D. Dissemination' The conveyance of intelligence
in suitable form (ural, graphic, or written) 10 agencies
needing it. (Dictionary of Military and Associated
Terms, Dep1. of Defense (U), the Joint Chiefs of Staff,
3 Sep 74. (Ujj. 2) The steps by which information is
assembled. converied into intelligence, and made
available to consumers. Ths cvele is composed of four
basic phases: (1) direction: the determination of
intclligence requircments, preparation of 2 collection
plan, tasking of collection agencics. and a continuous
check on the productivity of these agencies; (2)
collection; the exploitation of inlormatinn sources and
the dclivery of the collected information to the proper
intelligence processing unit for use in the production
of intelligence: (3) processing: the steps whereby
informalion becoines intelligence through evaluation,
analysis. integration, and interpretation; and (4)
disscmination: the distribution of information or
intelligence products (in oral, written, or graphic
form) to departmental and agency intelligence <con-
sumers. {Final Report, Senate Select Committee on
Intelligence, 26 April 1976).

intelligence estimate: An appraisal of the clements of
intelligence relating to a specific sitnation or condition
with a view to determining the courses of action open
to the enemy or potential enemy and the probable
order of their adoption. (Dictionary of Military and
Associated Terms, Dept. of Defense (U), the Joint
Chiefs of Staff, 3 Sep 74. (L)),

intelligence information: 1) In SIGINT, information
which is of intclligence use to custemers whose
primary mission does not include SIGINT operations
of technical SIGINT information. {Basic Crvptologic
Glossary (U), NS4 (P1), 1971). 3) The unsvalvated
and uninterpreted infersation about the enemy or
potential enemy. (Basic manual (17), ELINT Collec-
tion Analysts Guide (U], Nuanonal Cryprologic
School, 1965}

intelligence repart: A specific report of information,
usvally on a single item, made at any level of
command in tactical operations and disseminated as
rapidly as possible in keeping with the timeliness of
the information. Also celied INTREP. (Dictionary of
Military amd Assaciale Terins, Dept. of Defense (U,
the Joint Chiefs of S aff. 3 Sep 74 (L))
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intelligence requirement: A consumer statement of
inforination needed which is not alrcady at hand.
{Final Repory, Semue Sclect Committee on Intelli-
gence, 26 April 1976),

interception: The aci of searching fur and listening o
and/or recording cummunications and/or clectronic
transmissions for the purpose of obtaining intclli-
gence, (Glussary of Communications-Electronics
Terms (U). JCS, Dec 74).

international terrorist activities: Means any activity or
activities which: (a) invalves killing. causing serious
bodily harm, kidnapping, or violent destruction of
property, or an attempl or credible threat (0 cominit
such acts; and (b) appears intended 10 endanger a
protecice of the Secret Service or the Department of
State or to further political, social, or economic goals
by intimidating or coercing a civilian population or
any scgment thereof, influencing the policy of a
government or international organization by intimida-
tion or coercion, or obtaining widespread publicity for
a group or its cause; and (c) transcends national
poundaries in terms of the means by which it is
accomplished, the civilian population, government, or
international organization it appears intended to
cocrce or intimidate, or the locale in which its
perpetrators operate or scek asylum. (U.S. Intelli-
gence Activities, Executive Order No. 12036, 26 Jan
1978.)

measurement and signature Intelligence (MASINT):
MASINT is obtained by quantitative and qualitative
analysis of data (metric, angle, spatial, wavelength,
time dependent, modulation, plasma, and hydromag-
netic) derived from sensing instruments other than
those normally associated with human communica-
tions, electronics intelligence (HUMINT, COMINT,
ELINT) or imagery collection. MASINT includes,
but is not limited to, the following disciplines: Radar,
Jntelligence (RADINT): Nuclear intelligence
(NUCINTY): Unintentional Radiation intelli-
gence (RINT): Acoustic intelligence (Non-
Compressible fluids -— ACINT: Compressible
Fluids -— ACOUSTINT): Elcctro-Optic intelli-
gence  (Electro-OPTINT):  Eventerelated dynamic
meisurcments photography (OPTINT): and dcbris
collection. Telemetry intelligence (TELINT) is a
special category of signals intelligence (SIGINT) that
provides measurement data on foreign instrumenta-
tion signals (FIS). Requirements for collection will be
expressed as MASINT requircments. The term
MASINT should be used when referring to the above
categuries of special sensor disciplines in aggregate.
{Defense Intelligence Collection Requirements Man-
wal (C), DIA, 27 Jan 75).

medical intelligence: That category of intclligence
which concerns itsel! with man as a living organism
and those factors affecting his efficicncy, capability,
and well-being. (Dictionary of Mulitary and Associat-
ed Termys, Dept. of Defense (U). the Joint Chisfs af
Staf. 3 Sep 74, (U4).

Th
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nationul intclligence: 1) Integrated departmental
intelligence thar covers the broad aspects of national
policy and national security, is of concern to more
than one depariment or agency, and transcends the
exclusive competence of a single depariment or
ageney. (Dictionary of Military and Associated
Terms, Dept. of Defense (U), the Joint Chiefs of Staff,
J Sep 74, (U)). 2) Intelligence produced by the CIA
which bears on the broad aspects of United States
national policy und national security. It is of concern
to more than onc department or agency. (Final
Report, Senate Select Commitree on Intelligence, 26
April 1976).

National Intelligence Estimate: A strscegic estimate of
capabilities, vulnerabilities, and probable courses of
action of foreign nations which is produced at the
national level as a composite of the views of the
Intelligence Community. (Dictionary of Military and
Associated Terms, Depi. of Defense (U), the Joint
Chliefs of Staff, 3 Sep 74. (U)).

operations) intelligeuce: 1) Intelligence required for
planning and exccuting all types of military oper-
ations, 2) Intelligence required to support the activi-
tiecs of intelligence agencies under the National
Sccurity Council. (Basic Cryptologic Glossary (Ui.
NSA, 1971}

physical security: 1) The component of security which
results from all physical mcasures necessary to
safcguard classified equipment and material from
access by unauthorized persons. (Busic Cryptologic
Glussary (U), NS4, 1971). 2) The component of
COMSEC which results from all physical measures
necessary to safeguard COMSEC material and
information from access thereto or observation
thereof by unauthorired persons. (Glossary of Com-
munications Security and Emanations Security
Terms (U), U.S. Communications Security Board.
Qct 74). 3) The element of communications security
that results from all physical measures necessary for
safepuarding classified equipment, material, and
documents from access or observation by unauthor-
ized persons. (Communications-Clectronics Termin-
olugy (U], U.S, Dept. of the Air Force, 15 Nov 73). 4)
That part of security concerned with physical
measures designed to safeguard personnel 1o prevent
unauthorized access to equipment, facilitics. material,
and documents, and to safeguard them against
espionage, sabotage, damage, and thefi. See also
communications sceurity. {Dictionary of Military and
Associuted Terms, Dept. of Defense (U), the Joim
Chiefs of Staff, 3 Sep 74).

pluin text: Unencrypted communications; specifically,
the uriginul inessage of a cryptogram, expressed in
ordinary language. (Final Report, Senate Select
Comnutiee on Intelligence. 26 April 1976).

politicul intelligence: Intelligence concerning forcign
and  domestic  policies of governments and the
activities of  political movements. (Dictionary of
Militarv and Assuciated Terms. Dept. of Defense (.
the Jaut Chiefs of Siafi, 3 Sep 741
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processing: 1} The manipulation of colleeted raw
information to make it usable in unalysis o prepare
for data storage or retricval. (Final Repurt, Senate
Select Committee an [ntelligence, 26 April 1976) 2)
Treatment of copy in accordance with predetermined
and generalized criteria 50 as to produce all or some of
the information contained in it in a new medium or a
new form. (The muin types of processing are
conversion, scanning, extraction, digestion and diari-
zation). {Basic Cryprologic Glossary (Uh, 1971). 3)

Further handling, manipulation, consolidation. cam-

positing. ctc., of information o convert it from onc
format to another or to reduce it to manageible
and/or intclligible information. (Communications-
Elecironics Terminology (1), US. Dept. of the Air
Force, 15 Nov 73). 4) In photography, the operations
necessary to produce negatives, diapositives or prints
from exposed films, plates or paper. (Dictionary of
Military and Associated ‘Terms, Dept. of Defense (L),
the Joint Chiefs of Stafl. 3 Sep 74).

_production: 1) Intelligence product means the esti-
mates, memoranda and other reports produced from
the analysis of available information. (Executive
Order No. | 2036, 26 Jan 1978.] 2) The preparation of
reports based on an analysis of information to meet
the needs of intelligence users (consumers) within and
outside the Intclligence Community, (Final Report,
Senate Select Committee on Intelligence, 26 April
1976).

radiation intelligence: Intelligence derived from the
collection and analysis of non-information bearing
clements extracted from the electromagnetic cnergy
unintentionally emanated by foreign devices, cquip-
- ~a1s, and systems cxcluding those generated by the
d.mnation of automatic/nuclear weapons. [Dictio-
rere of Military und Associated Terms, Dept. of
ivtense {U), the Joimt Chiefs of Staff. 3 Sep 74).

regvirements A general or specific request for
a0 oace information made by a member of the
Intellipence Community. (Final Repart, Senate Select
Covonrittee on Intelligence, 26 April 1976i.

scientific and technical intelligence: The product
sulsag from collection, cvaluation, analysis and
asterpretation of foreign scientific and technical
information which covers: A, Foreign developments in
basic and applied research and in applied engincering
techniques: and B, Scientific and technical character-
i+tics, capabhilities, and limitations of all foreign
aulitry  syslems,  weIpons,  weapon  systems and
saterial, The research and  development related
thercto, and the production mwthods employed for
1ot manulacture (USSID 40, FLINT Operating
Ylev (U, NS A0 24 Ocr 75).

sensitive: Something which requires special protection
from disclosure, wihich could cause embarrassment,
compramise, ur threat to the seeurity of the sponsor-
ing power. (Final Report, Scenate Select Comniittee
on Intelligence, 26 Aprl 1976,

Ry

sensilive compartmented information: The term as
used in this nnual is identified with éts use in DCID
14 10 i intended 1o include all information and
materia' beanng sprcial  Intzlligence Community
controls indicating restricted handling within Com-
munity intelligence collection programs and their end
products for wlich Community systems of comparl-
mentittion are formally established. The term does not
include restricted dutz as defined in section 11,
Atomic Energy Act of 1954, us amended. (Security of
Compartmented Computer Operations (U), DIA, 14
Jan 75).

signal: 1) In clectronics, any transmitted electric
impulse which is of interes in the particular context;
and 2) Anything intcentionally transmitted by visual
acoustical, or electrical methods, which is intended to
convey a meaning Lo the recipient. {Basic Cryptologic
Glossary (U1, NSA4. 1971). 3Y A visual, audible,
clectrical, or other indication used to convey informa-
tion: and 4) The message or effect to be conveyed over
a4 communication system. (Glossary of Machine
Pracessing Terms (U). NSA (Qffice of Machine
Praocessing), 1964). 5) Event, phenomenon or electrical
quality that conveys information from one point to
another; and 6) Operationally. a type of message that
is conveyed or transmitted by visual, acoustical, or
clectric mcans. The text consists of one or more
letters, waords, characters, signal flags, visual displays,
or special sounds with prearranged meanings. (Com-
munications-Electronic Terminology (U). U.S. Dept. .
of the Air Force, 15 Nov 73).

signals intelligence (SIGINT): 1) A gencric term which
includes both communications intelligence
(COMINT) and electronic intelligence (ELINT).
{Glossary of Communications-Electronics Terms (U},
JCS, Dec 741. 2) A generic term including communi-
cations intclligence and electronic intelligence, abbr,
SIGINT. (SIGINT refers to the combination of
COMINT and ELINT or to cither when one of them
it not specifically identified). {Basic Cryptologic
Glossary (U}, NSA, 1971). 3} A generic term which
includes both communication intelligence and elec-
tronic intelligence. Also called SIGINT. See also
intelligence. (Dictionary of Military and Associated
Terms, Dept. of Defense (U), the Joint Chicfs of Staff,
3 Sep 74. (U)). 4 A catcgory of intelligence
information comprising all communications intelli-
gence (COMINT), clectronies intelligence (ELINT),
and tclemetry intelligence (TELINT). (Signals fntel-
ligence (SIGINTY (U, DOD, S Jan 73).

source: 1} A person, thing, or acuvity which provides
intelligence informatwn. In clandestine activities, the
term applies tooan agent or asset, normally a loreign
national, beinp used in an intelhgence activity far
intelligence purpases 1n interrogations, it refers 10 a
person who furnishes intelligence information with or
without knowledge that the information is being used
for intelligence purposes. 2) Ininterrogation activities,
any person who furnished sntelligence that the
information 1 being used fo: intelhigence purposes. In
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this context, a controlled source is in the employment
or under the control of the intelligence activity and
knows that his information is to be used for
intelligence purpuses. An uncontrolled source is a
voluntary contributor of information and may or may
not know that the information is to be used for
intelligence purpases. (Dictionary of Military and
Associated Tern s, Dept. of Defense {U). the Joint
Chiefs of Staflf. 3 Sep 74. (U)).

special intelligence communications (SPINTCOMM):
SPINTCOMM was cstablished by Secretary of
Defense Memorandum, dated 4 November 1964. It
consists of thase communications facilities under the
operational and technical control of the chief of
intelligence of each of the military departments and
under the management of the Defense Intelligence

9

Agency. [Defense Special Security Communications
System (DSSCS) Operating Instructions System/
Duta Procedures (U, NSA, 8 Oct 73).

special sensor: Equipment on instrumented platforms
and in installations designed 1o collect measurement
and signature data that can be further processed into
data usable by intelligence analysts, (Defense [ntelli-
gence Cullection Requirements AManual DiA, 27 Jan
75).

tactical intelligence: Intelligence which is required for
the planning and conduct of taciical operations.
Essentially tactical intelligence and strategic intelli-
gence differ only in scope, point of view and level of
employment. (Dictivnary of Military and Associared
Terms. Dept. of Defense (U), the Joint Chiefs of Staff,
3 Sep 74. (U)).




Appendix C
INDEX OF OTHER INTELLICENCE GLOSSARIES

Other publications, many of which contain chisitiod intor-
mation, abo contain delinitions ol intelligence teems An indes
of some of these publications apwears below.

Acquisition and Storape of Information Cemeerning Non-Affiiated Persons and
Organizations. Army Regulation 38013, Septembeer 19714

ADP Security Manual, Techniques and Procedures for Implementing Deactivating.
Testing, and Evaluating Secure Resource-Sharing ADP Systems. DoD). January
1973

Basic Cryptologic Glossary, NSA. 1971
Charter of DCI SIGINT Committee, DCID No. 671, May 1956

Classification and Declussification of National Security Information and Material,
Faxccutive Order No. 11652 March 1972 and as amentded.

Combat Intelligence, Army Fielkl Manual 30-5. October 1973
Communications-Electronics Terminology Handbook, Public Affairs Press 1965

Comnuaications-Electronies Terminedopy, U8, Dept. of the Air Foree. November
1973

Communications Clossary, Range Commanders Council, White Sands Missile
Range. March 1966

Communications Security. Army Hexulation 330-2 March 1976 ‘
Control of Compromising Emanations Army Repulation 530-4. June 1971

Courdination of 1.S. Clandestine Foreign Intelligence and Activities Abroad, DCID
No. 5/1. May 1976

Courdination of U.S. Clandestine Fureign Intelligence and Counterintelligence
Liatsun, DCID No. 5/2. May 1976

Counterintelligence Operations. Army Field Mannal 30-17 January 1972
Counterintclligence Special Operations. Army Field Manual 30-17A. February 1973

DCI Policy on Release of Foreign Intelligenee to Contractors, DCID No. 1/7. May
1976

DoD Human Resource Intelligence Collection Implementation Plan. 1966
Datu Stundardization for the Intelligence Community, DCID Ko 175, May 1976
Defector Program, The, NSCID No. 4. February 1972

Defector Program Abroad, The, DCID Noo 4.2 May 1976

Defense Intelligence Cullection Regquirements Manual, DIA January 1975

Defense Special Seeurity Communications System (DSSCS) Qperating Instructions
System/Dala Proccdures. NSA October 1975

Definitions of Search and Analysts Terms, Appendiz 1 o “Seleeted Electronic
Emitters for Target Countries.” June 196

Department of the Army Supplement to Dol? 5200 1-R. Aty Regalation 38-05 Tuly
1974

Dictionary of Military and Assocrated Termn, JOS Pub {0 September 1974

Dictionary of Telecommunications, 1970

le
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Dictionary uf United States Army Terms. Armny Rewulation 310-23 June 1972
Domestic Exploitation Program. Army Rerubiion 180 15 July 1971
Electranic Security Aniny Regulation 530-3 June 1951
Electronic Warfare Army Regulation 105-87. Auguu 1978
ELINT Quperating Policy. U'SSID) 40. Qctober 1975
ELINT Collectiom Analysis Gutde, National Cryptohaic Schoal, 1965

Enemy Prisoners of War, Civiltan Internees, and Detwined Persons, Army Field
Manual 19-40. February 1976

Engineer Intelligence, Avmy Field Manual 5-30, September 1967

Finel Report of the Seleer ¢ ommittee to Study Governmental Operations with
Respect to Intelligence Activities, United States Senate, Together with Additional
Supplemental and Sepurate Views., April 1976

Foreign Intelligence Production, NSCID No. 3. February 1972
Clossary of Busic TA Terminology, National Cryptologic School. 1969
Glossary of Crmmmnimlmus-ﬁ‘lﬂ'lrunic‘.\' Terms December 1974

Glossary of Communications Security and  Emanations Security Terms, Ly
Communications and Security Board. October 1974

Glossary for Computer Sustems Security, National Buresy of Standards. February
1976

Clossary of Mackine Pracessing Terms. Seplember 1964
Handling of Critical Information, DCID No. 7/1 May 1976

House Resolution 658. (Fstallishes House Permunent Select Committee on Intelli-
wence). November 197

liJHS Clussary of Common Acronyms, Codes, Abbreviations, and Terms Used in
Dept. of Defense Intelligence Daty Handling Systems tIDHS) Documents. 1970

Information Security Regulation, oD 5200.1-R
Intelligence Collection COperations. Army Field Manual 30-18. November 1973

Intelligence Cover and Operational Support Activities, Army Regulation 351-102.
November 1973 '

Intelligence Interrogation. Army Field Manual 30-15. June 1973
I~telligence Support. Army Regulation 381-19. Murch 1977

Limitations and Procedures in Stenals Intelligence Operations of the USSS. UssiD
th My 1976

Lt of Terminology Used in Foreign Counterintelligence und Counterespionage
Intestigations. December 1973

Meteorologival Support Jor the 115 Army. Arnw Regulation [15-10. June 1971)
Miitary Ceogruphic Intelligener (Terrain) Army Field Maoual 30-10° March 1972

Miitary Intelhgence Officer Excepted Carcer Program Army Regulation G14.115
January 1975

Mivtary Intelligenee Orgunizations. Army Field Mangl S0-9 0 Octolwr 1979

Meaderre Daty Comnnucations Cemeepts, Languase and Media W, P Davenpont,
Havden Dok Co, Ine 197]

Natwmal Forewgn Intelhgence Man for Human Resourees NFIR D’27 7/5 1977
NATO Clussary of Terins and Definitions for Military {'se (AAP-6)

2e



National SIGINT Requirements System Handbook. Dacember 1976

Naval Intelligence Sustem Architectural Munagement Plun for 197% (NISAM-78)
(Draft)

Offensive CU Operations (OFCO). Army Regulation 341-47 Apul 1976
Operatiems. Army Field Manual 1005, July 1976

Cperatiens Secarity Army Reguolation 530-1. May 1876

Physicol Security. Army Field Manual 19-30. November 1977

Point Weather Warning Dissemination. Army Regulation 115-1. February 1975
Security Committee, DCID No. 1/11. May 1976

Security, Use and Dissemination of Communications Intelligence, The. Army
Regulation 380-35. March 1973 .

Security, Use and Dissemination of Communications Intelligence. The, DoD
Directive 5-5200.17 (M-2)

Security. Use and Dissemination of Communications Intelligence, The. USAFINTEL
201-1.

Senate Resolution 400. (Establishes the Senate Select Commitiee on Intelligence).
June 1977

SICINT Security, NSA. USSID 3. August 1972

Signals Intelligence, NSCID No 6. February 972

Signal Intelligence (SIGINT). Army Fiekl Manual 30-21 August 1975
Signals Intelligence. Dol) Directive $-3115.7

SIGSEC Techniques. .Army Field Munual 82-6 February 1977

Soviet Naval Threat Circa 2000, The. August 1976

Special Security Officer System, The. Army Regulation 380-28 October 1971
Statement of Intelligence Interest. Dol) Document No. 05990

Survcillance, Turget Acquisttion and Night Observation (STANO) Operations. Army
Field Manual 31.100. May 1971

Technical Intelligence. Army Field Manual 30-16. August 1972

Telemetry Terminology, Missile Intelligence Agency, Huntsville, Alabama. January
1975

Threat Analysis. Aty Regulation 381-11, August 1973
Title Classified. DCID No. 6/2. May 1976

Title Classified. DoD Directive TS-500.12 (M-1)

Title Classified (USAFINTEL 201-4)

Unived States Air Foree Dictionary, Woodford Agee Heflin (Editor.. Research Studies
Institute, Air University Press, Maxwell Air Force Buse, Alabama 1956

United States Intelligence Activities, Executive Order No  12036. January 1978
('S Air Foree Glossary of Stundardized Terms, (Air Foree Manual 11-1)

US Army Requirements for Weather Sercice Support. Army Regulation 115-12
Angust 1976

U Clandestzie Foreyn Intelhgenes and Corntenntefligenee Actiines Abroad.,
NSCID No 5 February 1972
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